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WEDNESDAY,  APRIL  20,  1994 

U.S.  Senate, 
Subcommittee  on  Terrorism,  Narcotics  and 

International  Operations 
of  the  Committee  on  Foreign  Relations, 

Washington,  DC. 

The  committee  met,  pursuant  to  notice,  at  10:01  a.m.  in  room 
SD—419,  Dirksen  Senate  Office  Building,  Hon.  John  F.  Kerry 
(chairman  of  the  subcommittee)  presiding. 

Present:  Senator  Kerry. 

Senator  Kerry.  The  hearing  of  the  Subcommittee  on  Terrorism, 
Narcotics,  and  International  Operations  will  come  to  order. 

I  am  delighted  to  welcome  the  Director  of  the  Central  Intel- 
ligence Agency,  accompanied  by  Dr.  Joseph  Nye. 

Director  Woolsey  will  testify,  and  then  be  able  to  stay  here  just 
for  a  very  few  questions  because  of  his  schedule;  and  I  promised 
him  that  we  will  keep  to  the  schedule. 

And  then,  Dr.  Nye  is  going  to  stay  a  little  longer,  and  join  the 
other  members  of  the  panel,  and  we  will  quickly  move  to  their  tes- 
timony. And  I  hope  we  will  have  a  good  dialog  on  this  subject. 

We  are  here  today  to  examine  what  some  people,  perhaps  too  few 
a  number  in  our  Government,  perceive  as  an  increasing  threat,  and 
a  very  significant  new  component  of  National  security  and,  indeed, 
foreign  policy. 

We  have  won  a  lot  of  wars  in  this  country,  most  recently  the  cold 
war.  But  we  have  never  before  faced  an  enemy  that  positions  itself 
as  the  new  global  mafias  do.  We  have  never  faced  an  enemy  that 
uses  the  kinds  of  resources  it  does  in  the  way  that  it  does,  which 
literally  brings  death  and  destruction  to  the  communities,  to  our 
streets,  to  our  schools  and  the  country. 

It  is  not  alone  in  doing  that,  obviously;  we  bear  responsibility 
ourselves.  We  play  a  very  significant  role,  through  the  demand  side 
of  the  narcotics  equation. 

But  anyone  who  has  been  involved  in  law  enforcement  under- 
stands that  this  enemy,  which  is  often  fairly  invisible  and  usually 
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beyond  our  shores,  is  a  vast  army;  and  it  operates  with  equally 
vast  wealth.  Its  weapons  of  war  are,  frankly,  more  sophisticated 
than  those  at  our  command,  or  at  least  those  we  have  chosen  to 
use. 

It  scoffs  at  our  borders;  it  ignores  all  of  our  rules;  and  it  is  the 
most  serious  criminal  threat  that  any  Nation  or  group  of  Nations 
have  faced  in  history.  And  it  is  now,  I  believe,  one  of  the  most  im- 
portant National  security  threats  that  we  face. 

Why? 

As  we  will  learn  today,  from  the  Director  of  the  CIA,  and  from 
the  FBI  and  the  Justice  Department  and  others,  whether  it  is  Af- 
ghanistan to  Pakistan,  or  Russia  to  Italy,  or  Nigeria  to  Hong  Kong, 
to  Los  Angeles,  to  New  York,  Colombia  to  Mexico,  the  global  mafia 
not  only  exists,  but  it  is  growing. 

Its  agents  have  infiltrated  literally  tens  of  thousands  of  commu- 
nities on  every  continent,  selling  not  just  narcotics  but  weapons 
and  human  beings.  And  they  are  gathering  intelligence,  and  they 
build  networks  of  influence  and  power. 

Today,  the  wealthiest  of  our  world  citizens  does  not  just  include 
the  Bill  Gates'  of  Microsoft,  but  it  includes  a  dozen  or  so  people 
who  live  in  places  like  Cali,  Colombia,  and  elsewhere  in  Latin 
America;  in  tax  havens  in  the  Caribbean  or  of  the  Mediterranean; 
who  float  from  country  to  country,  some  of  them  with  no  home  at 
all,  perpetual  travelers  who  hold  passports  from  many  countries 
and  pay  taxes  to  none. 

In  Colombia  alone,  there  are  more  than  a  dozen  of  these  narcot- 
ics multibillionaires.  These  international  criminals  are  using  their 
money,  not  just  to  buy  businesses,  but  to  buy  government  officials; 
and  just  like  intelligence  agencies,  these  international  criminal  or- 
ganizations have  agents  place  inside  governments  all  over  the 
world,  helping  them  to  understand  and  even  to  change  the  laws  of 
the  countries  that  they  deal  with;  as  we  will  learn  in  the  course 
of  testimony. 

The  threat  is  not  confined  to  Latin  America,  as  we  though  it  had 
been  in  the  past.  In  Russia,  for  example,  the  mafia  consists  of  3,000 
to  4,000  gangs,  who  control  as  much  as  40  percent  of  the  entire 
economy  of  the  county,  according  to  no  less  of  a  source  than  the 
Russian  Government  itself. 

In  Asia,  heroin  brokers  collaborate  with  Nigerian  enterprises  to 
emulate  the  marketing  successes  of  the  Colombian  cartel. 

And  in  America,  ethnic,  identifiable  and  based  criminal  organiza- 
tions thrive,  bribing — throughout  the  Americas — bribing  political 
organizations,  officials,  killing  informants  and  honest  cops  and 
journalists;  and  trafficking  in  illegal  goods  from  cocaine  to  heroin 
and  machine  guns  and  plastic  explosives. 

What  was  once  a  problem  for  the  Italian  Government,  its  inabil- 
ity to  gain  full  control  over  the  mafia  which  controlled  sections  of 
Sicily,  is  now  a  pervasive,  worldwide  phenomenon. 

Portions  of  Mexico,  Peru,  Turkey,  Burma,  Colombia,  Suriname, 
the  Ukraine,  China,  among  other  countries,  are  literally  under  the 
control  of  criminal  gangs. 

This  morning,  we  will  hear  from  CIA  Director  Woolsey,  from  As- 
sistant Secretary  of  State  Gelbard,  from  Assistant  Attorney  Harris, 
about  how  senior  U.S.  officials  view  these  problems.  And  they  will 


help  us  define  not  just  the  problem,  but  what  it  will  take  to  do 
something  about  this  problem. 

This  afternoon,  the  FBI  will  provide  testimony  on  the  global 
scope  of  international  crime  and  ethnic  gangs,  and  the  DEA  will 
provide,  for  the  first  time  in  a  public  forum,  a  detailed  look  inside 
the  networks  of  the  drug  kingpins. 

Tomorrow  morning,  we  will  take  testimony  from  a  Colombian, 
Gabriel  Taboada,  who  has  personally  bribed  diplomats  from  a  num- 
ber of  different  countries  on  behalf  of  the  cartel;  and  who  has  testi- 
fied, and  who  has  been  extremely  helpful  in  a  number  of  Federal 
court  cases  in  this  country,  and  whose  testimony  has  been  verified 
through  that  process  by  a  number  of  our  Justice  agencies. 

And  tomorrow  afternoon,  we  will  hear  from  a  group  of  experts  on 
the  Russian  criminality,  Asian  gangs,  and  the  growing 
globalization  of  crime. 

Before  we  take  the  testimony,  I  want  to  say  three  quick  things 
about  a  couple  of  particular  problems. 

First,  regarding  Colombia.  I  have  been  deeply  disturbed  about 
policy  in  Colombia.  Not  of  the  government  as  a  whole,  but  of  a  few 
who  seem  prepared  to  advocate  not  just  the  legalization  of  cocaine, 
but  a  willingness  to  negotiate  plea  agreements,  minimalist  plea 
agreements,  with  the  highest  drug  kingpins. 

It  is  our  country's  belief  that  such  plea  agreements  would  threat- 
en the  fundamental  U.S.  interests  and,  in  the  long  run,  threaten 
Colombia's  security,  as  well.  It  is  our  belief,  and  I  hold  this  very 
strongly,  that  the  message  from  this  country  and  others  must  be 
that  there  is  no  safe  haven  for  drug  kingpins,  anywhere  in  the 
world. 

Second,  Panama's  decertification  for  not  cooperating  with  the 
United  States  in  fighting  drugs  was,  regrettably,  fully  deserved  this 
year. 

We  missed  an  historic  opportunity  in  the  aftermath  of  the  re- 
moval of  General  Noriega,  to  make  certain  that  Panama  was  no 
longer  the  haven  for  drug  traffickers  and  drug  money  laundering, 
that  predicated  the  removal  of  General  Noriega. 

President  Endara  sat  in  my  office  personally,  and  assured  me  in 
the  days  following  that  invasion  that  it  was  his  intention  and  oth- 
ers to  change  the  laws  and  to  take  advantage  of  that  opportunity. 
And  it  was  on  that  condition  ^feh at  the  United  States  of  America  re- 
leased some  $400  million  of  aid. 

I  regret  to  say  that,  that  has  not  taken  place,  those  changes.  In- 
stead, we  replaced  a  system  of  organized  crime  under  Noriega  with 
a  system  of  disorganized  crime,  under  the  current  government. 

Panama  is  again  moving  huge  quantities  of  cocaine  through  the 
Colon  Free  Zone  into  the  United  States.  Its  judicial  system  is  frus- 
trating swift  prosecution  of  traffickers;  and  its  financial  and  bank- 
ing system  are  an  open  invitation  for  criminals  to  launder  money. 

We  need  to  ratify  the  Mutual  Legal  Assistance  Treaty;  but  not- 
withstanding our  need  to  do  that,  there  are  going  to  be  great  dif- 
ficulties in  our  relationship  with  Panama,  if  the  elections  do  not 
produce  a  leader  who  is  willing  to  take  advantage  of  change. 

And  finally,  regarding  Russia  and  organized  crime,  we  are  facing 
the  prospects  of  major  catastrophe,  unless  we  can  help  the  Rus- 
sians build  resistance  to  what  is  happening  there. 


I  spoke  the  other  day  with  Congressman  Gephardt,  who  had  just 
returned  from  a  trip,  who  had  some  startling  and  disturbing  stories 
to  tell  of  instances  that  individuals  related  to  him  firsthand,  of  how 
business  is  done  there;  and  of  the  influence  of  organized  crime. 

It  is  cheaper  and  easier  to  buy  a  bank  in  Russia  today  than  a 
Mercedes.  According  to  some  reports,  Russian  criminals  are  now 
networking  with  other  mafias  in  other  countries,  including  the 
United  States.  The  prospects  of  that  are  certainly  chilling,  and  we 
need  to  deal  with  that. 

This  has  not  been  traditionally  treated  as  a  National  security 
issue.  During  the  cold  war,  it  was  very  easy  for  us  to  talk  about 
putting  trillions  of  dollars  into  an  easily  identifiable  enemy,  to  re- 
spond to  relatively  easy  struggles,  or  definable  struggles.  And  we 
placed  great  resources  at  the  disposal  of  those  entities  charged  with 
the  responsibility  of  protecting  this  Nation's  interests. 

I  would  respectfully  submit,  without  being  an  alarmist  or  with- 
out trying  to  heighten  the  rhetoric,  that  this  increase  of  criminality 
is  being  felt  on  a  daily  basis  in  every  one  of  the  communities  of  this 
country. 

And  when  kids  are  caught  in  the  crossfire  of  a  turf  war  of  drug 
lords,  it  is  related — whether  it  is  in  New  York  or  Boston  or  Los  An- 
geles— it  is  related  to  what  is  happening  in  these  other  countries. 

So  we  have  a  major  task  ahead  of  us;  which  is  to  define  a  strat- 
egy, to  fight  this  semi-hot,  but  not  as  easily  definable,  cold  war  that 
we  face.  I  am  delighted  that  the  Director  of  the  Intelligence  Agency 
and  others  have  come  here  today,  to  help  us  lay  on  the  table  the 
proper  definition  of  this  threat,  and  the  proper  strategy  for  re- 
sponding to  it. 

I  am  personally  convinced  that  all  of  our  efforts  at  nation  build- 
ing, at  democracy  building,  the  aid  money  we  put  into  these  efforts 
and  much  of  the  investment  of  our  foreign  policy,  are  at  risk,  if  we 
do  not  adequately  assist  these  Nations  to  resist  the  penetration  of 
their  Governments  and  of  their  institutions  by  criminal  activity. 

And  all  of  that  affects  our  treaties,  and  our  ability,  not  to  men- 
tion our  ability  to  compete  in  the  marketplace. 

The  Cayman  Islands  control  some  $400  billion  of  assets  for 
26,000  residents  which  comes  down,  I  think,  to  $15  million  of  value 
per  resident. 

Now  obviously,  all  the  money  is  not  sitting  there,  but  by  virtue 
of  being  invested  and  passed  through  there,  it  avoids  taxes;  it  in- 
creases the  burdens  on  our  corporations;  it  provides  an  extraor- 
dinary outlet  for  fraud,  as  we  will  see  in  some  of  the  evidence  that 
will  be  put  forward  today. 

Mr.  Director,  thank  you,  for  taking  time  to  be  with  us  today.  I 
know  you  have  important  testimony,  and  I  look  forward  to  hearing 
it. 

STATEMENT  OF  HON.  R.  JAMES  WOOLSEY,  DIRECTOR, 
CENTRAL  INTELLIGENCE  AGENCY;  ACCOMPANIED  BY  DR. 
JOSEPH  NYE,  CHAIRMAN,  NATIONAL  INTELLIGENCE  COUN- 
CIL, CENTRAL  INTELLIGENCE  AGENCY 

Mr.  Woolsey.  Thank  you,  Mr.  Chairman.  It  is  an  honor  to  be 
here,  and  I  appreciate  the  opportunity  to  discuss  the  issue  of  inter- 
national organized  crime. 


The  activities  of  such  groups  range  from  the  production  and  sale 
of  illegal  drugs  to  support  terrorist  groups,  smuggling  illegal  aliens, 
engaging  in  financial  and  banking  fraud,  and  attempting  to  broker 
the  purchase  of  materials  for  the  production  of  weapons  of  mass  de- 
struction. 

We  are  all  aware  of  the  enormous  financial  resources,  inter- 
national links,  and  the  proclivity  for  violence  that  characterize 
these  criminal  groups.  But  organized  crime  groups  also  rely  in- 
creasingly on  technology  and  on  sophisticated  international  busi- 
ness techniques  to  maintain  their  operations  and  to  thwart  law  en- 
forcement efforts. 

Indeed,  some  criminal  organizations  use  sophisticated  marketing 
assessments  to  guide  their  operations,  and  study  trade  patterns  to 
facilitate  smuggling.  Many  groups,  and  the  most  capable  drug-traf- 
ficking organizations,  have  fluid  and  decentralized  structures  to 
allow  them  not  only  to  adapt  to  rapid  changes  in  the  marketplace, 
but  to  challenges  either  from  competitors  or  governments. 

The  picture  can  often  be  a  stark  one,  with  criminal  organizations 
undermining  governments,  disrupting  local  economies,  and  driving 
up  exponentially  the  rate  of  violent  crime. 

Just  as  we  have  focused  for  decades  on  understanding  the  mo- 
tives and  policies  of  adversaries,  so  here  too  we  are  devoting  our 
efforts  to  understanding  the  structure,  composition,  methods,  and 
goals  of  organized  criminal  groups;  whether  this  entails  drug  traf- 
fickers in  South  America,  the  Mafia  in  Italy,  the  Chinese  triads,  or 
organized  crime  in  the  former  Soviet  Union.  In  addition,  we  need 
to  understand  the  complex  interplay  between  their  illegal  activi- 
ties, their  efforts  to  forge  international  criminal  links,  their  money- 
laundering  schemes,  and  their  impact  on  Local,  and  even  national 
and  regional  stability. 

Mr.  Chairman,  there  is  a  major  difference  between  the  challenge 
posed  by  international  crime  and  that  posed  by  nations  who  have 
been  our  adversaries.  As  a  rule,  nations  do  not  exist  in  a  constant 
state  of  conflict.  Even  during  the  long  struggle  of  the  cold  war, 
when  cooperation  was  not  feasible,  communication  was  possible. 
From  quiet  diplomacy  to  public  demarches,  from  hotlines  to  sum- 
mitry, the  means  could  be  found  to  try  to  settle  some  disputes. 
Often,  the  negotiating  table  was  just  a  phone  call  away.  I  sat  at 
negotiating  tables  with  Soviet  officials  many  times,  during  the  cold 
war. 

With  organized  crime  there  is  no  such  table.  The  tools  of  diplo- 
macy have  no  meaning  to  groups  whose  business  revolves  around 
drug  trafficking,  extortion,  and  murder.  And  when  international  or- 
ganized crime  can  threaten  the  stability  of  regions  and  the  very  vi- 
ability of  nations,  the  issues  are  far  from  being  exclusively  in  the 
realm  of  law  enforcement.  They  also  become  a  matter  of  National 
security. 

To  meet  the  challenges  posed  by  these  groups,  cooperation  be- 
tween the  worlds  of  intelligence  and  law  enforcement  is  not  a 
choice;  it  is  a  necessity.  This  is  not  just  my  view.  It  is  shared  by 
Attorney  General  Janet  Reno,  by  FBI  Director  Louis  Freeh,  and  by 
the  heads  of  other  agencies  in  both  the  law  enforcement  and  the 
intelligence  communities. 


I  also  believe  that  active  involvement  and  support  of  the  mem- 
bers of  Congress,  including  this  committee,  is  vital  in  helping  us 
craft  the  most  effective  responses  to  international  organized  crime. 
And  I  believe  we  must  also  maintain  and  expand  our  cooperative 
efforts  with  other  countries — be  they  old  friends  or  former  adver- 
saries— in  order  to  expose  and  defeat  international  crime. 

This  morning,  I  would  like  to  review  several  organized  crime  is- 
sues, describe  the  efforts  under  way  in  the  intelligence  community 
to  address  these  issues,  and  highlight  the  growing  relationship  be- 
tween the  worlds  of  intelligence  and  law  enforcement. 

Narcotics  trafficking  is  the  international  criminal  activity  with 
the  most  serious  impact  on  societies,  and  it  is  the  most  substantial 
moneymaker  for  criminal  groups.  For  these  reasons,  Mr.  Chairman, 
I  will  devote  much  of  my  opening  statement  to  this  issue. 

Drug  trafficking  is  a  crisis  that  literally  spans  the  globe.  Let  me 
begin  with  Latin  America.  As  you  are  aware,  Mr.  Chairman,  Latin 
American  narcotics  traffickers,  particularly  the  Cali  drug  groups — 
control  the  hugely  profitable  worldwide  cocaine  trade.  Latin  traf- 
fickers are  the  sole  suppliers  of  cocaine,  essentially,  to  the  U.S. 
market.  They  orchestrate  the  production  of  cocaine  base  in  Peru  in 
Bolivia;  its  shipment  to  Colombia  for  final  refining;  and  its  trans- 
port through  Central  America,  Mexico  or  the  Caribbean  into  the 
United  States. 

Coca  leaf  production  in  South  America  is  sufficient  to  produce 
nearly  800  metric  tons  of  cocaine.  If  only  half  the  cocaine  produced 
from  it  annually  were  shipped  to  the  United  States,  it  would  have 
a  wholesale  value  on  the  order  of  $10  billion  and  perhaps  five  times 
that  value  on  the  streets. 

Not  content  with  dominating  the  cocaine  market,  Colombian 
drug  organizations  have  sought  to  build  their  own  capability  to 
produce  heroin:  opium  poppy  cultivation  has  increased  substan- 
tially in  Colombia,  and  heroin  processing  labs  are  multiplying.  As 
a  result,  traffickers  are  also  stepping  up  their  efforts  to  ship  heroin 
into  the  United  States. 

Although  North  America  is  the  dominant  market  for  these  drugs, 
the  trafficking  groups  are  expanding  into  Europe  as  well.  Colom- 
bian traffickers  are  increasingly  using  groups  in  Brazil,  Argentina, 
Chile,  and  Venezuela  to  transship  cocaine  to  Europe,  though  dis- 
tribution remains  in  the  hands  of  European — principally,  Italian — 
organized  crime.  This  year,  European  authorities  already  have 
seized  over  11  metric  tons  of  cocaine,  compared  to  about  16  metric 
tons  for  all  of  last  year. 

In  the  Far  East,  the  drug  menace  comes  from  the  production  of 
heroin.  Burma  remains  the  world's  largest  opium  producer,  ac- 
counting for  some  70  percent  of  world  production  and  90  percent 
of  the  estimated  2,800  metric  tons  of  opium  produced  in  the  Golden 
Triangle  in  1993.  Although  most  of  the  opium  produced  is  actually 
consumed  in  the  region,  more  than  half  of  the  refined  heroin  avail- 
able in  the  United  States  comes  from  Southeast  Asia. 

Large  amounts  of  heroin  are  also  produced  in  Southwest  Asia, 
where  opium  is  grown  in  Pakistan  and  Afghanistan.  Most  of  the 
opium  is  processed  into  morphine  base  in  Pakistan,  although  opiate 
processing  is  increasing  in  Afghanistan.  Most  of  the  Southwest 
Asian  heroin  which  is  consumed  in  the  West  transits  Turkey,  to  be 


delivered  to  organized  crime  groups  for  distribution  in  Europe  or 
in  the  United  States. 

Ethnic  Chinese  organized  crime  groups — sometimes  called  tri- 
ads— are  involved  in  a  host  of  criminal  enterprises,  including  smug- 
gling aliens  into  the  United  States.  These  triads  are  fluid  associa- 
tions of  criminals  and  quasi-legitimate  businessmen  based  on  con- 
tact networks  and  cultural,  geographic  and  linguistic  ties.  They 
span  international  boundaries  to  reach  out  wherever  there  is  a  siz- 
able ethnic  Chinese  community.  For  example,  those  smuggled  into 
the  United  States — and  there  were  100,000  last  year,  approxi- 
mately— are  indentured  to  criminal  groups  who  arranged  their  ille- 
gal entry.  These  aliens  comprise  a  potential  recruitment  pool  for 
criminal  enterprises. 

What  sustains  these  triads,  in  large  measure,  is  drug  trafficking 
in  heroin.  The  triads  play  an  important  role  in  worldwide  heroin 
trafficking  by  facilitating  transport  and  by  providing  a  network  of 
contacts  for  triad  affiliated  smugglers.  They  play  a  particularly  im- 
portant role  in  moving  heroin  through  transshipment  hubs,  such  as 
Hong  Kong,  Taiwan  and  Singapore,  due  to  their  influence  over 
transportation  unions  and  over  snipping  companies. 

Italian  organized  crime  reaps  huge  profits  from  trafficking,  both 
in  cocaine  and  heroin.  The  mafia  has  been  actively  marketing  her- 
oin for  over  40  years,  with  most  of  the  heroin  originating  in  South- 
west Asia.  A  government  crackdown  in  the  mid-1980's  led  to  the 
dismantlement  of  heroin  laboratories  in  Sicily  and  Calabria.  Un- 
daunted, Italian  groups  began  to  acquire  refined  heroin,  primarily 
through  Turkish  brokers. 

In  addition  to  drawing  heroin  from  Southwest  Asia,  Italian  orga- 
nized crime  has  turned  to  South  America  for  cocaine.  The  reason 
is  simple:  In  Europe,  where  the  user  population  is  growing,  cocaine 
sells  for  two  to  three  times  the  U.S.  price.  Italian  criminal  groups 
were  implicated  in  record  cocaine  seizures  in  Italy  and  France  ear- 
lier this  year  that  netted  a  total  of  6.7  tons. 

Finally,  I  need  to  mention  Nigerian  criminal  enterprises.  Al- 
though these  criminal  groups  have  established  a  reputation  in  the 
United  States  for  significant  credit  card  fraud,  they  also  play  a 
major  role  in  drug  trafficking.  The  State  Department  earlier  this 
month  reported  that  some  35  to  40  percent  of  all  heroin  entering 
the  United  States  is  brought  in  by  Nigerians.  Nigerians  specialize 
in  one  part  of  the  trafficking  chain:  transporting  drugs  from  bro- 
kers to  wholesale  distributors  in  consumer  countries.  They  carry  a 
significant  portion  of  the  heroin  produced  in  Southeast  Asia  from 
Thailand  through  Lagos  to  Europe.  In  the  1990's,  they  expanded 
their  activities  further,  to  include  carrying  South  American  cocaine 
from  Brazil  to  Europe  via  Lagos. 

Mr.  Chairman,  the  debilitating  impact  of  drug  trafficking  takes 
many  forms:  Political  corruption,  terrorism,  violence,  and  serious 
economic  dislocations.  Let  me  briefly  describe  each  of  these. 

Drug  kingpins  in  South  America  have  gone  beyond  Local  corrup- 
tion to  influence  not  only  a  broad  array  of  Government  officials,  but 
elections  and  decision-making  at  the  National  level.  For  example, 
lawyers  working  for  the  Cali  kingpins  helped  to  shape  last  year's 
legislative  reform  of  the  legal  system — a  reform  whose  very  provi- 
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sions  the  kingpins  are  now  using  in  an  attempt  to  gain  easy  plea- 
bargaining  agreements. 

The  drug  industry  has  established  mutually  beneficial  arrange- 
ments with  insurgent  or  terrorist  groups  in  a  number  of  countries, 
notably  with  the  Sendero  Luminoso,  or  Shining  Path,  in  Peru,  and 
the  revolutionary  armed  forces,  or  FARC,  in  Colombia.  While  the 
relationships  between  these  insurgents  or  terrorist  groups  and 
drug  traffickers  has  been  contentious  at  times,  insurgents  are 
sometimes  paid  to  provide  security  services  for  drug  traffickers, 
they  often  tax  drug  operations  in  order  to  fund  their  terror  cam- 
paigns, and  in  some  instances,  they  are  directly  involved  in  drug 
cultivation  and  production. 

Drug  traffickers,  and  other  members  of  international  organized 
criminal  groups  are  notoriously  violent.  In  response  to  the  anti- 
Mafia  campaigns  launched  in  the  early  1980's,  the  Mafia  murdered 
chief  anti-Mafia  judges  Falcone  and  Borsellino  in  the  summer  of 
1992.  Last  May,  the  Archbishop  of  Guadalajara  was  gunned  down 
by  traffickers,  and  last  month  an  Italian  priest  in  Naples  who  had 
urged  his  parishioners  to  reject  the  Neapolitan-based  Camorra 
criminal  organization  was  shot  dead  in  church  while  preparing  for 
Mass. 

In  South  America,  homicide  levels  in  the  town  of  Cali — home  of 
the  most  powerful  trafficking  groups  in  Colombia — rival  those  in 
Bogota,  a  city  with  four  times  the  population.  Colombian  press  re- 
ports link  Colombian  kingpin  Ivan  Urdinola  to  over  100  murders. 

The  estimated  $200-$300  billion  in  drug  profits  alone  generated 
by  drug  trafficking  has  spawned  a  huge  industry  to  service  the 
needs  of  the  kingpins  to  disguise  the  illegal  source  of  their  money. 
Western  and  Latin  American  organized  crime  groups,  such  as  the 
Cali  cartel,  depend  primarily  on  international  wire  transfers  to 
launder  their  illicit  funds.  Much  of  it  goes  through  offshore  banking 
centers,  such  as  Panama  and  the  Cayman  Islands.  In  Latin  Amer- 
ica and  Europe,  traffickers  are  turning  increasingly  to  independent 
launderers  to  handle  their  funds.  These  are  often  successful  busi- 
nessmen with  connections  in  their  own  right  who  can  move  money 
quickly  and  confidentially  across  international  borders.  To  frustrate 
international  law  enforcement  pressures,  organized  crime  groups 
are  exploiting  emerging  offshore  financial  centers  in  Asia,  including 
in  such  locales  as  Vanuatu. 

The  impact  of  money-laundering  and  infiltration  of  Local  econo- 
mies can  be  devastating.  In  a  country  such  as  Colombia,  which  is 
being  flooded  with  U.S.  currency,  the  inflow  of  funds  has  pushed 
up  the  value  of  the  peso  to  the  point  where  locally  produced  goods 
are  no  longer  competitive  in  the  global  marketplace.  In  fact,  coun- 
tries such  as  Colombia  and  Venezuela  are  witnessing  the  wholesale 
displacement  of  legitimate  businesses  from  sectors  of  the  economy 
such  as  construction,  tourism  and  agriculture  because  launderer- 
controlled  companies  are  using  their  laundering  commissions  as 
subsidies  to  undercut  their  competitors. 

Mr.  Chairman,  while  narcotics  trafficking  is  the  preeminent  il- 
licit activity  of  organized  crime,  there  are  other  areas  of  concern 
that  we  monitor  carefully.  I  mentioned  terrorism  in  the  case  of 
Peru  and  Columbia.  Let  me  take  a  few  minutes  to  discuss  the  issue 
of  proliferation  of  weapons  of  mass  destruction. 


Although  they  are  not  yet  heavily  involved  in  these  activities,  or- 
ganized crime  groups  have  the  financial  means  and  the  clandestine 
networks  which  could  appeal  to  potential  customers  eager  to  ac- 
quire expertise  or  material  for  weapons  of  mass  destruction.  I  will 
speak  to  the  topic  of  organized  crime  and  nuclear  safety  in  Russia 
later  in  my  remarks.  But  let  me  say  that  we  can  ill  afford  to  as- 
sume that  because  brokering  such  transactions  has  not  been  a 
major  activity  of  organized  crime  in  the  past,  we  can  therefore 
relax  our  guard  and  be  confident  that  such  a  contingency  will  not 
develop  in  the  future. 

The  CIA's  Nonproliferation  Center  seeks  to  uncover  and  interdict 
attempts  by  countries  seeking  weapons  of  mass  destruction  to  ac- 
quire technology,  designs,  components  and  military  systems.  Tech- 
nology often  ends  up  being  illegally  procured  for  a  weapons  pro- 
gram through  a  complex  web  of  procurement  agents,  brokers, 
banks,  manufacturers,  freight  forwarders,  shippers,  false  end-users, 
secondary  freight  forwarders,  and  secondary  shippers — in  sum: 
through  a  transfer  network  designed  to  circumvent  existing  safe- 
guards and  restrictions.  The  intelligence  community  works  with 
Customs,  the  FBI,  as  well  as  with  other  foreign  governments  to 
monitor  potentially  dangerous  transfers  of  material.  Here  too,  co- 
operation is  going  to  remain  critical. 

Mr.  Chairman,  let  me  now  turn  to  an  issue  of  growing  concern 
to  the  Russian  Government  and  to  other  governments  throughout 
the  former  Soviet  Union:  the  significant  rise  in  organized  crime. 

Organized  crime  is  not  a  new  phenomenon  in  Russian  or  Soviet 
history.  During  the  Soviet  era,  criminal  groups  and  the  black  mar- 
ket functioned  almost  as  an  extension  of  the  Communist  Party  and 
the  KGB,  who  used  a  "second  economy"  for  their  own  purposes. 
These  criminal  organizations  have  outlived  the  State  that  fostered 
them. 

As  part  of  their  reform  programs,  Russia  and  other  successor 
States  to  the  Soviet  Union  have  moved — in  various  degrees — to  de- 
centralize their  economies,  reduce  the  intrusive  nature  of  their  in- 
ternal security  apparatus,  and  open  their  borders.  Yet  these 
steps — necessary  for  the  transition  to  democracy  and  a  market 
economy — when  combined  with  severe  economic  dislocation  and 
with  widespread  corruption,  have  led  to  significant  expansions  in 
organized  crime. 

Indeed,  President  Yeltsin  stated  in  his  Federation  Address  in 
February  that  organized  crime  was  the  number  one  problem  facing 
Russia.  Their  statistics  bear  him  out.  According  to  the  Russian 
Ministry  of  Internal  Affairs,  there  are  roughly  5,700  organized 
crime  groups  in  Russia,  with  an  additional  1,000  in  the  former  So- 
viet republics.  Many  of  these  organizations  are  actually  small, 
Local  groups  of  petty  thieves,  and  would  not  fit  a  Western  defini- 
tion of  "organized  crime."  But  of  the  5,700,  approximately  200  are 
large,  sophisticated  criminal  organizations  engaged  in  criminal  ac- 
tivity throughout  the  former  Soviet  Union  and  in  29  other  coun- 
tries. Evidence  of  this  growth  is  widespread. 

Russian  Interior  Ministry  officials  said  earlier  this  year  that 
40,000  State  and  private  enterprises  are  controlled  by  organized 
crime,  and  that  criminal  groups  using  such  tactics  as  bribery,  kid- 
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napping  and  murder  were  gaining  controlling  influence  over  many 
of  Russia's  1,800  banks. 

A  recent  report  prepared  by  President  Yeltsin's  staff  concluded 
that  70  to  80  percent  of  privatized  enterprises  and  commercial 
banks  have  been  victims  of  extortion. 

Russian  criminal  groups  are  actively  involved  in  the  illegal  trans- 
port and  sale  of  narcotics,  antiques,  icons,  raw  materials,  stolen  ve- 
hicles, illegal  immigrants,  weapons,  and  some  nuclear  materials. 

We  have  not  seen  significant  quantities  of  weapons-grade  mate- 
rials or  any  nuclear  warheads  smuggled  out  of  the  former  Soviet 
Union,  but  there  have  been  various  reports  of  thefts  of  low-grade 
nuclear  materials.  In  many  cases,  the  thieves  or  smugglers  have 
been  apprehended.  There  nave  also  been  reports  of  offers  to  sell 
such  materials  on  the  black  market,  but  these  generally  have  been 
scams.  However,  we  remain  concerned  about  the  potential  for  in- 
volvement of  organized  crime  in  this  area  because  these  groups 
have  the  resources  with  which  to  bribe  nuclear  weapons  handlers, 
or  employees  at  facilities  with  weapons-grade  nuclear  material. 
They  also  have  established  smuggling  networks  that  could  be  used 
to  move  such  material  out  of  the  former  Soviet  Union. 

Criminal  groups  are  also  targeting  the  financial  sector,  where 
economic  reforms  have  led  to  explosions  in  the  number  of  banks, 
in  the  complexity  of  their  transactions,  and  in  the  geographic  scope 
of  their  activities.  Banking  regulators,  long  accustomed  to  watching 
over  relatively  few  banks  in  a  closed  economic  system,  are  over- 
whelmed. As  such,  these  banks  have  become  a  particular  target  for 
money-laundering  schemes.  Indeed,  links  have  been  forged  between 
Russian  and  Italian  organized  crime  groups  to  move  money 
through  the  Russian  banking  system.  In  addition  to  taking  advan- 
tage of  thee  banks,  organized  crime  groups  have  set  up  front  com- 
panies throughout  Eastern  Europe  and  Russia. 

The  power  of  Russian  organized  crime  is  largely  due  to  their  ties 
to  corrupt  government  officials.  The  low  pay  and  inherent  uncer- 
tainty of  the  political  system  appears  to  have  convinced  many  offi- 
cials at  all  levels  to  feather  their  nests  while  they  can.  Organized 
crime  has  been  more  than  willing  to  exploit  the  situation. 

Criminal  groups  may  be  spending  as  much  as  30  to  50  percent 
of  their  profits  trying  to  buy  off  well-connected  government  offi- 
cials, including  customers,  militia,  and  police  officials. 

Former  and  current  security  service  officers  are  being  recruited 
by  organized  criminal  groups  who  seek  to  benefit  from  their  oper- 
ational skills  and  international  connections. 

The  military  has  not  been  immune  from  the  lure  of  organized 
crime.  This  should  not  come  as  a  surprise  to  anyone  who  has  mon- 
itored the  Russian  armed  forces  since  the  collapse  of  the  Soviet 
Union.  The  rule  has  been  inadequate  funding;  poor  housing;  erratic 
pay;  insufficient  food,  fuel,  clothing;  manning  shortfalls;  and  declin- 
ing morale.  These  conditions  make  members  of  the  Russian  mili- 
tary especially  susceptible  to  criminals  who  want  to  purchase 
weapons  or  to  use  military  vehicles  to  transport  contraband,  includ- 
ing narcotics.  In  addition,  military  personnel — including  special 
forces  personnel — are  being  recruited  by  organized  criminal  groups 
who  value  their  skills,  particularly  witn  various  types  of  weapons. 
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The  assassination  earlier  this  month  of  a  reputed  Mafia  kingpin 
in  Moscow  may  provide  a  glimpse  of  the  capability  of  some  of  these 
groups.  The  victim  was  snot  once  in  the  head  and  twice  in  the 
chest,  with  a  sniper's  rifle,  from  a  distance  of  200  yards. 

The  proliferation  of  organized  crime  in  Russia  has  also  been  fol- 
lowed by  increased  ties  between  these  criminal  groups  and  orga- 
nized crime  abroad.  Let  me  cite  several  examples: 

In  mid- 1992,  Italian  and  Russian  organized  crime  groups  met  in 
Czechoslovakia  and  allegedly  agreed  tnat  the  Italians  would  pro- 
vide the  knowhow  to  acquire  and  distribute  drugs,  while  the  Rus- 
sians would  provide  security  for  transit  routes  and  distribution  net- 
works. 

Russian  criminal  groups  have  forged  similar  ties  with  Colombian 
cocaine  traffickers,  helping  them  develop  new  routes  into  Europe. 
Russian  criminals  are  also  transporting  narcotics  from  Iran,  Af- 
ghanistan, Pakistan,  and  the  Central  Asian  States  to  Russia  for 
transshipment  to  Europe  and  North  America. 

In  February  1993,  Peruvian  police  broke  up  a  drug  ring  that  was 
allegedly  shipping  cocaine  to  Italy  by  way  of  Moscow,  in  the  soles 
of  shoes. 

So  pervasive  is  the  problem  of  organized  crime  in  Russia  that  a 
poll  conducted  in  Russian  cities  in  March  of  this  year  reported  a 
plurality  of  23  percent  who  believed  that  organized  crime  was  run- 
ning the  country.  The  same  poll  reported  that  only  14  percent 
thought  President  Yeltsin  was  in  control. 

Mr.  Chairman,  the  ramifications  are  enormous.  For  Russia  itself, 
there  is  a  real  threat  that  the  surge  in  crime  will  sour  the  Russian 
people  on  President  yeltsin's  reform  program  and  drive  them  into 
the  arms  of  Russia's  hardline  political  forces.  Public  fear  of  crime 
has  been  cited  as  a  primary  motivation  for  about  three-quarters  of 
those  who  voted  for  Vladimir  Zhirinovsky  in  the  December  legisla- 
tive elections;  and  a  memorandum  released  by  president  Yeltsin's 
office  this  January  explicitly  warned  that  rampant  crime  threatens 
to  bring  Zhirinovsky  or  other  "national  socialists"  to  power  in  the 
1996  presidential  election. 

Beyond  the  threat  to  Russian  reform,  the  growth  of  organized 
crime  could  seriously  affect  our  efforts  worldwide  to  combat  inter- 
national crime.  Today,  Russian  organized  criminal  groups  do  not 
yet  constitute  a  "Mafia,"  in  the  sense  of  a  mechanism  of  central 
control  over  the  various  groups.  We  could  say  that  Russian  orga- 
nized crime  is  still  in  an  "organizing"  stage.  But  our  concern  is  not 
only  with  the  current  problem  of  Russian  organized  crime,  but  with 
its  future  potential. 

Eventually,  through  a  Darwinian  process  of  survival  of  the  fit- 
test, many  of  these  criminal  groups  could  be  eliminated  or  absorbed 
by  stronger  rivals.  The  daily  occurrence  of  mob  shootouts  and  exe- 
cutions is  a  manifestation  of  this  process.  If  these  groups  move  be- 
yond their  organizing  stage,  and  form  what  could  be  called  a  crimi- 
nal politburo,  Russians  and  the  international  community  will  be 
dealing  with  a  powerful  and  resourceful  adversary. 

Mr.  Chairman,  let  me  finally  address  the  work  we  are  doing  in 
meeting  the  challenge  posed  by  international  organized  crime. 

There  is  no  one  body  of  expertise  that  will  win  the  battle  against 
international   organized  crime.   The   intelligence   community  uses 
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historians,  sociologists  and  linguists  to  track  these  groups;  financial 
analysts  and  economists  to  understand  and  expose  money-launder- 
ing schemes;  technical  experts  to  track  efforts  by  organized  crime 
to  circumvent  barriers  or  safeguards  against  proliferation  of  weap- 
ons of  mass  destructions;  and  political  analysts  to  assess  the  im- 
pact of  organized  crime  on  political  and  economic  stability  in  the 
former  Soviet  Union,  or  of  narcotrafficking  in  Latin  America  or  in 
Asia. 

I  have  also  established  in  the  National  Intelligence  Council  the 
position  of  National  Intelligence  Officer  for  Global  and  Multilateral 
Affairs.  In  this  position,  Dr.  Enid  Schoettle,  who  is  here  today, 
oversees  estimates  on  a  whole  range  of  issues,  including  organized 
crime,  the  environment,  population,  and  other  demographic  trends, 
the  United  Nations,  multilateral  peacekeeping,  and  AIDS.  She 
brings  considerable  expertise  and  experience  to  the  office  based  on 
her  years  at  the  Council  on  Foreign  Relations  and  the  Ford  Foun- 
dation, as  well  as  her  own  scholarly  research. 

In  addition,  we  are  devoting  more  resources  to  organized  crime 
issues  within  the  intelligence  community,  and  I  intend  to  review 
our  resource  commitments  in  this  area  over  the  next  several 
months. 

Mr.  Chairman,  since  narcotics  is  the  principal  money-making 
venture  for  organized  crime,  we  devote  considerable  resources  to 
our  counternarcotics  center,  established  5  years  ago  this  month,  to 
obtain  information  necessary  for  disrupting  and  dismantling  key 
drug-trafficking  organizations.  Our  work  has  contributed  to  the 
success  of  Colombia's  Pablo  Escobar  Task  Force,  arrests  of  drug 
kingpins  in  Bolivia  and  Peru,  disruption  of  front  companies  in  Pan- 
ama and  Venezuela,  and  seizure  of  large  amounts  of  money  and  il- 
licit drugs  worldwide.  We  will  continue  to  focus  our  attention  on 
obtaining  information  necessary  for  disrupting  and  dismantling  the 
entire  process  of  drug  trafficking — from  transportation,  to  finances, 
to  the  chain  of  command — whether  in  Latin  America  or  the  Far 
East. 

The  seizure  of  financial  assets  is  critical  to  crippling  drug  organi- 
zations. Indeed,  it  can  often  prove  more  damaging  to  these  organi- 
zations than  confiscation  of  drugs  themselves.  Exposing  money- 
laundering  operations,  and  highlighting  the  pernicious  effects  of 
money-laundering  on  local  economies,  may  be  paying  off.  Panama 
has  tightened  its  cross-border  currency  regulations  very  recently. 
Last  year,  Venezuela  enacted  that  country's  first  anti-money-laun- 
dering statutes.  Soon  after  that  law  took  effect,  it  was  used  to  dis- 
mantle a  large  criminal  group  which  had  been  laundering  over  a 
million  dollars  a  day  for  the  Colombia  cartels. 

However,  much  still  needs  to  be  done.  Governments  in  some 
countries,  such  as  the  Bahamas,  Colombia,  and  Russia,  have  not 
yet  criminalized  money-laundering. 

The  work  against  organized  crime  is  resource  intensive,  requir- 
ing case  officers  and  agents  abroad,  signals  intercepts,  and  even 
satellite  imagery. 

The  work  here  is  no  less  painstaking  and  demanding:  unraveling 
local  Chinese  dialects  used  by  some  Chinese  triads;  tracing  money 
transfers  through  three  continents;  and  piecing  together  drug 
smuggling  operations  from  South  America  or  East  Asia.  In  our 


13 

world  of  diminished  resources,  we  are  working  to  ensure  that  every 
dollar  that  we  use  on  this  subject  is  spent  judiciously  and  effec- 
tively. 

We  also  need  to  ensure  the  closest  of  cooperation  between  the 
worlds  of  intelligence  and  law  enforcement. 

Last  fall,  Attorney  General  Reno  singled  out  terrorism,  drug  traf- 
ficking, and  international  money  laundering  as  achieving  such  a 
degree  of  sophistication  as  to  threaten  U.S.  National  security  inter- 
ests. 

The  creation  of  the  Counterterrorism  Center  at  the  CIA  in  1986 
has  provided  us  with  one  means  of  bringing  the  operational,  tech- 
nological, and  analytical  capabilities  of  the  intelligence  community 
together,  with  representatives  from  appropriate  law  enforcement 
agencies  detailed  to  the  centers  to  contribute  their  perspective  and 
their  expertise.  The  successful  prosecution  in  the  World  Trade  Cen- 
ter bombings  is  an  example  of  the  importance  and  success  of  close 
cooperation  between  intelligence  and  law  enforcement 
counterterrorism  efforts. 

However,  the  conclusion  that  we  should  combine  our  assets  to 
deal  with  organized  crime  is  not  so  simple.  While  transnational 
threats  can  blur  the  distinctions  between  intelligence  and  law  en- 
forcement, we  still  need  to  be  cognizant  of  statutory  law,  constitu- 
tional rights,  and  the  different  missions  of  intelligence  and  of  law 
enforcement. 

For  this  reason,  the  Attorney  General  and  I  set  up  a  task  force 
last  year  to  examine  the  most  effective  way  to  enhance  cooperation 
so  that  both  intelligence  and  law  enforcement  officials  benefit  to 
the  disadvantage  of  drug  traffickers,  smugglers,  terrorists,  and 
other  criminals.  That  report  is  in  its  final  stages  of  preparation; 
and,  while  it  would  be  premature  for  me  to  go  into  great  detail  at 
this  time,  I  think  four  points  warrant  particular  mention: 

First,  the  two  communities  need  to  understand  one  another  bet- 
ter in  order  to  be  most  effective  at  what  each  does  best.  Rotational 
assignments  and  crosstraining  are  two  possibilities. 

Second,  because  of  the  changing  world  and  the  increasing  overlap 
in  areas  of  interest,  we  need  to  establish  better  mechanisms  for  in- 
formation sharing  and  effective  information  retrieval.  As  you  are 
aware,  over  the  last  year  the  CIA  has  been  striving  to  implement 
a  number  of  recommendations  made  by  the  Agency's  Inspector 
General  to  improve  recordkeeping  in  the  Operations  Directorate. 

Third,  while  we  will  work  to  ensure  that  the  needs  of  law  en- 
forcement agencies  for  our  intelligence  are  met,  we  must  be  sen- 
sitive to  the  limitations — legal  and  policy — on  the  intelligence  com- 
munity's participation  in  law  enforcement  activities.  Law  enforce- 
ment is  an  important  consumer  of  intelligence.  It  is  one  that  brings 
into  play  different  cultures,  different  rules,  and  different  objectives. 
These  at  times  may  create  an  understandable  tension.  Thus,  it 
must  be  clear  to  all  what  we  can  and  what  we  cannot  do. 

Finally,  we  must  be  sensitive  to  the  important  need  to  protect 
sources  and  methods  of  intelligence,  not  only  to  protect  our  own  of- 
ficers abroad  as  well  as  the  agents  they  recruit,  but  to  protect  the 
invaluable  intelligence  liaison  relationships  that  we  have  with  key 
allies  and  with  friends  worldwide.  This  is  not  a  new  concern,  but 
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it  is  one  that  will  bear  careful  handling,  as  intelligence  and  law  en- 
forcement work  more  closely  together. 

Mr.  Chairman,  while  the  recommendations  of  the  task  force  can 
help  bring  our  two  worlds  closer  together,  we  have  already  worked 
to  deepen  the  cooperative  links  between  CIA  and  FBI.  I  meet  regu- 
larly with  the  Attorney  General,  as  well  as  with  the  Director  of  the 
FBI.  For  example,  within  the  past  few  weeks,  the  Attorney  General 
and  I  reviewed  a  joint  CIA-FBI  presentation  on  Russian  organized 
crime.  One  result  of  that  session  has  been  a  series  of  interagency 
meetings  as  law  enforcement  and  intelligence  agencies  better  focus 
our  efforts  collectively  on  this  critical  issue. 

In  addition,  over  the  past  year  alone,  the  CIA — the  Office  of  the 
General  Counsel,  as  well  as  the  Directorate  of  Intelligence,  the  Di- 
rectorate of  Operations,  and  each  of  our  centers — has  hosted  nu- 
merous sessions  with  U.S.  Attorneys,  prosecutors,  and  law  enforce- 
ment officers,  many  of  whom  have  had  little  if  any  previous  expo- 
sure to  the  intelligence  community.  Through  both  general  and  spe- 
cialized briefings  and  exchanges  about  counterterrorism, 
counternarcotics,  nonproliferation  and  economic  intelligence  activi- 
ties— including  activities  directed  at  foreign  bribery,  corruption, 
and  other  anticompetitive  practices — we  are  taking  steps  to  ensure 
effective  cooperation  and  coordination  between  the  two  commu- 
nities. 

Let  me  conclude  with  one  final  point.  Unlike  wars  fought  in  the 
past  between  nations,  there  will  not  be  a  decisive,  final  victory  in 
the  war  against  international  crime.  Rather,  our  success  will  be 
measured  in  increments:  the  arrest  of  a  kingpin;  the  disruption  of 
the  money-laundering  enterprise.  The  struggle  will  be  long,  pains- 
taking, and  arduous.  Often,  the  public  will  not  read  about  our  suc- 
cesses because  we  are  trying  to  protect  our  sources  and  methods, 
as  we  provide  critical  intelligence  to  the  FBI,  DEA,  Customs,  and 
foreign  intelligence  services  that  are  preparing  to  move  against 
other  targets.  But  I  can  promise  the  members  of  this  committee 
and  the  other  members  of  the  Congress  that  we  will  do  our  best 
to  ensure  that  together — the  world  of  intelligence  and  the  world  of 
law  enforcement — we  will  remain  active  and  vigilant  in  this  fight 
against  international  organized  crime. 

Thank  you,  Mr.  Chairman. 

[The  prepared  statement  of  Mr.  Woolsey  follows:] 

Prepared  Statement  of  R.  James  Woolsey 

Mr.  Chairman,  I  appreciate  the  opportunity  to  discuss  the  issue  of  international 
organized  crime.  The  activities  of  such  groups  range  from  the  production  and  sale 
of  illegal  drugs  to  support  for  terrorist  groups,  smuggling  illegal  aliens,  engaging  in 
financial  and  banking  fraud,  and  could  even  involve  attempting  to  broker  the  pur- 
chase of  materials  for  the  production  of  weapons  of  mass  destruction. 

We  are  all  aware  of  the  enormous  financial  resources,  international  links,  and 
proclivity  for  violence  that  characterize  these  criminal  groups.  But  organized  crime 
groups  also  rely  increasingly  on  technology  and  sophisticated  international  business 
techniques  to  maintain  their  operations  and  thwart  law  enforcement  efforts.  Indeed, 
some  criminal  organizations  use  sophisticated  marketing  assessments  to  guide  their 
operations,  and  study  trade  patterns  to  facilitate  smuggling.  Many  groups  and  the 
most  capable  drug  trafficking  organizations — have  fluidand  decentralized  structures 
to  allow  them  not  only  to  adapt  to  rapid  changes  in  the  marketplace,  but  to  chal- 
lenges, either  from  competitors  or  governments.  The  picture  can  often  be  a  stark 
one,  with  criminal  organizations  undermining  governments,  disrupting  local  econo- 
mies, and  driving  up  exponentially  the  rate  ofviolent  crime. 
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Just  as  we  have  focused  for  decades  on  understanding  the  motives  and  policies 
of  adversaries,  so  here  too  we  are  devoting  our  efforts  to  understanding  the  struc- 
ture, composition,  methods  and  goals  of  organized  criminal  groups,  whether  this  en- 
tails drug  traffickers  in  South  America,  the  Mafia  in  Italy,  the  Chinese  Triads,  or 
organized  crime  in  the  former  Soviet  Union.  In  addition  we  need  to  understand  the 
complex  interplay  between  their  illegal  activities,  their  efforts  to  forge  international 
criminal  links,  their  money  laundering  schemes,  and  their  impact  on  local,  and  even 
national  and  regional  stability. 

Mr.  Chairman  there  is  a  major  difference  between  the  challenge  posed  by  inter- 
national crime  and  that  posed  by  nations  who  have  been  our  adversaries.  As  a  rule, 
nations  do  not  exist  in  a  constant  state  of  conflict.  Even  during  the  long  struggle 
of  the  cold  war,  when  cooperation  was  not  feasible,  communication  was  possible. 
From  quiet  diplomacy  to  public  demarches,  from  hot-lines  to  summitry,  the  means 
could  be  found  to  try  to  settle  disputes.  Often,  the  negotiating  table  was  just  a 
phone  call  away. 

With  organized  crime  there  is  no  such  table.  The  tools  of  diplomacy  have  no  mean- 
ing to  groups  whose  business  revolves  around  drug  trafficking,  extortion,  and  mur- 
der. And  when  international  organized  crime  can  threaten  the  stability  of  regions 
and  the  very  viability  of  nations,  the  issues  are  far  from  being  exclusively  in  the 
realm  of  law  enforcement;  they  also  become  a  matter  of  national  security. 

To  meet  the  challenges  posed  by  these  groups,  cooperation  between  the  worlds  of 
intelligence  and  law  enforcement  is  not  a  choice,  it  is  a  necessity.  This  is  not  just 
my  view;  it  is  shared  by  Attorney  General  Janet  Reno,  by  FBI  Director  Louis  Freeh, 
and  by  the  heads  of  other  agencies  in  both  communities. 

I  also  believe  that  the  active  involvement  and  support  of  the  members  of  Con- 
gress, including  this  committee,  is  vital  in  helping  us  craft  the  most  effective  re- 
sponses to  international  organized  crime.  And  I  believe  we  must  also  maintain  and 
expand  our  cooperative  efforts  with  other  countries — be  they  old  friends  or  former 
adversaries — in  order  to  expose  and  defeat  international  crime. 

This  morning  I  would  like  to  review  several  organized  crime  issues,  describe  the 
efforts  underway  in  the  intelligence  community  in  addressing  these  issues,  and 
highlight  the  growing  relationship  between  the  worlds  of  intelligence  and  law  en- 
forcement. 

NARCOTICS 

Narcotics  trafficking  is  the  international  criminal  activity  with  the  most  serious 
impact  on  societies — and  it  is  the  most  substantial  money-maker  for  criminal 
groups.  For  these  reasons,  Mr.  Chairman,  I  will  devote  much  of  my  opening  state- 
ment to  this  issue. 

Drug  trafficking  is  a  crisis  that  literally  spans  the  globe.  Let  me  begin  with  Latin 
America.  As  you  are  aware  Mr.  Chairman,  Latin  American  narcotics  traffickers — 
particularly  the  Cali  drug  groups — control  the  hugely  profitable  worldwide  cocaine 
trade.  Latin  traffickers  are  the  sole  suppliers  of  cocaine  to  the  U.S.  market.  They 
orchestrate  the  production  of  cocaine  base  in  Peru  and  Bolivia,  its  shipment  to  Co- 
lombia for  final  refining,  and  its  transport  through  Central  America,  Mexico,  or  the 
Caribbean  into  the  United  States.  Coca  leaf  production  in  South  America  is  suffi- 
cient to  produce  nearly  800  metric  tons  of  cocaine.  If  only  half  the  cocaine  produced 
from  it  were  shipped  to  the  United  States,  it  could  have  a  wholesale  value  on  the 
order  of  $10  billion,  and  perhaps  five  times  that  value  on  the  streets. 

Not  content  with  dominating  the  cocaine  market,  Colombian  drug  organizations 
have  sought  to  build  their  own  capability  to  produce  heroin:  opium  poppy  cultivation 
has  increased  substantially  in  Colombia,  and  heroin  processing  labs  are  multiplying. 
As  a  result,  traffickers  are  also  stepping  up  their  efforts  to  ship  heroin  to  the  United 
States. 

Although  North  America  is  the  dominant  market  for  these  drugs,  the  trafficking 
groups  are  expanding  into  Europe  as  well.  Colombian  traffickers  are  increasingly 
using  groups  in  Brazil,  Argentina,  Chile  and  Venezuela  to  transship  cocaine  to  Eu- 
rope, though  distribution  remains  in  the  hands  of  European — principally  Italian — 
organized  crime.  This  year  European  authorities  already  have  seized  over  11  metric 
tons  of  cocaine,  compared  with  about  16  metric  tons  for  all  of  last  year. 

In  the  Far  East  the  drug  menace  comes  from  the  production  of  heroin,  with 
Burma  remaining  the  worlds  largest  opium  producer,  accounting  for  some  70  per- 
cent of  world  production,  and  90  percent  of  the  estimated  2,800  metric  tons  of  opium 
produced  in  the  Golden  Triangle  in  1993.  Although  most  of  the  opium  produced  is 
actually  consumed  in  the  region,  more  than  half  of  the  refined  heroin  available  in 
the  United  States  comes  from  Southeast  Asia. 

Large  amounts  of  heroin  are  also  produced  in  Southwest  Asia,  where  opium  is 
grown  in  Pakistan  and  Afghanistan.  Most  of  the  opium  is  processed  into  morphine 
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base  in  Pakistan,  although  opiate  processing  is  increasing  in  Afghanistan.  Most  of 
the  Southwest  Asian  heroin  which  is  consumed  in  the  West  transits  Turkey,  to  be 
delivered  to  organized  crime  groups  for  distribution  in  Europe  or  the  United  States. 

Ethnic  Chinese  organized  crime  groups — sometimes  called  triads — are  involved  in 
a  host  of  criminal  enterprises,  including  smuggling  aliens  into  the  United  States. 
These  triads  are  fluid  associations  of  criminals  and  quasi-legitimate  businessmen 
based  on  contact  networks  and  cultural,  geographic  and  linguistic  ties.  They  span 
international  boundaries  to  reach  out  wherever  there  is  a  sizable  ethnic  Chinese 
community.  For  example,  those  smuggled  into  the  United  States — and  there  were 
100,000  last  year — are  indentured  to  criminal  groups  who  arranged  their  illegal 
entry.  These  aliens  comprise  a  potential  recruitment  pool  for  criminal  enterprises. 

What  sustains  these  triads  in  large  measure  is  drug  trafficking  in  heroin.  The  tri- 
ads play  an  important  role  in  worldwide  heroin  trafficking  by  facilitating  transport 
and  providing  a  network  of  contacts  for  triad-affiliated  smugglers.  They  play  a  par- 
ticularly important  role  in  moving  heroin  through  transshipment  hubs  such  as  Hong 
Kong,  Taiwan  and  Singapore,  due  to  their  influence  over  transportation  unions  and 
shipping  companies. 

Italian  organized  crime  reaps  huge  profits  from  trafficking  both  in  cocaine  and 
heroin.  The  Mafia  has  been  actively  marketing  heroin  for  over  forty  years,  with 
most  of  the  heroin  originating  in  Southwest  Asia.  A  government  crackdown  in  the 
mid-1980s  led  to  the  dismantlement  of  heroin  laboratories  in  Sicily  and  Calabria. 
Undaunted,  Italian  groups  began  to  acquire  refined  heroin  primarily  through  Turk- 
ish brokers. 

In  addition  to  drawing  heroin  from  Southwest  Asia,  Italian  organized  crime  has 
turned  to  South  America  for  cocaine.  The  reason  is  simple:  in  Europe,  where  the 
user  population  is  growing,  cocaine  sells  for  two  to  three  times  the  US  price.  Italian 
criminal  groups  were  implicated  in  record  cocaine  seizures  in  Italy  and  France  ear- 
lier this  year  that  netted  a  total  of  6.7  tons. 

Finally,  I  need  to  mention  Nigerian  criminal  enterprises.  Although  these  criminal 
groups  have  established  a  reputation  in  the  United  States  for  significant  credit  card 
Fraud,  they  play  a  major  role  in  drug  trafficking.  The  State  Department  earlier  this 
month  reported  that  some  35  to  40  percent  of  all  heroin  entering  the  United  States 
is  brought  in  by  Nigerians.  Nigerians  specialize  in  one  part  of  the  trafficking  chain: 
transporting  drugs  from  brokers  to  wholesale  distributors  in  consumer  countries. 
They  carry  a  significant  portion  of  the  heroin  produced  in  Southeast  Asia  from  Thai- 
land through  Lagos  to  Europe.  In  the  1990s  they  expanded  their  activities  further 
to  include  carrying  South  American  cocaine  from  Brazil  to  Europe  via  Lagos. 

Mr.  Chairman,  the  debilitating  impact  of  drug  trafficking  takes  many  forms:  polit- 
ical corruption,  terrorism,  violence,  and  serious  economic  dislocations.  Let  me  briefly 
describe  each  of  these. 

Drug  kingpins  in  South  America  have  gone  beyond  local  corruption  to  influence 
not  only  a  broad  array  of  government  officials,  but  elections  and  decisionmaking  at 
the  national  level.  For  example,  lawyers  working  for  the  Cali  kingpins  helped  to 
shape  last  yearls  legislative  reform  of  the  legal  system — a  reform  whose  very  provi- 
sions the  kingpins  are  now  using  in  an  attempt  to  gain  easy  plea  bargaining  agree- 
ments. 

The  drug  industry  has  established  mutually  beneficial  arrangements  with  insur- 
gent or  terrorist  groups  in  a  number  of  countries,  notably  the  Sendero  Luminoso  in 
Peru,  and  the  Revolutionary  Armed  Forces,  or  FARC,  in  Columbia.  While  the  rela- 
tionship between  these  insurgents  or  terrorist  groups  and  drug  traffickers  has  been 
contentious  at  times,  insurgents  are  sometimes  paid  to  provide  security  services  for 
drug  traffickers,  they  often  "tax"  drug  operations  in  order  to  fund  their  terror  cam- 
paigns, and,  in  some  instances,  they  are  directly  involved  in  drug  cultivation  and 
production. 

Drug  traffickers  and  other  members  of  international  organized  criminal  groups 
are  notoriously  violent.  In  response  to  the  anti-Mafia  campaigns  launched  in  the 
early  1980s,  the  Mafia  murdered  chief  anti-Mafia  judges  Falcone  and  Borsellino  in 
the  summer  of  1992.  Last  May  the  Archbishop  of  Guadalajara  was  gunned  down  by 
traffickers,  and  last  month  an  Italian  priest  in  Naples  who  had  urged  his  parishion- 
ers to  reject  the  Neapolitian  based  Camorra  criminal  organization  was  shot  dead  in 
church  while  preparing  for  mass. 

In  South  America  homicide  levels  in  the  town  of  Cali — home  of  the  most  powerful 
trafficking  groups  in  Colombia — rival  those  of  Bogota,  a  city  with  four  times  the 
population.  Colombian  press  reports  link  Colombian  kingpin  Ivan  Urdinola  to  over 
100  murders. 

The  estimated  $200  to  300  billion  in  drug  profits  alone  generated  by  drug  traffick- 
ing has  spawned  a  huge  industry  to  service  the  needs  of  the  kingpins  to  disguise 
the  illegal  source  of  their  money.  Western  and  Latin  American  organized  crime 
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croups,  such  as  the  Cali  cartel,  depend  primarily  on  international  wire  transfers  to 
launder  their  illicit  funds.  Much  of  it  goes  through  offshore  banking  centers  such 
as  Panama  and  the  Cayman  Islands.  In  Latin  America  and  Europe,  traffickers  are 
turning  increasingly  to  independent  launderers  to  handle  their  funds.  These  are 
often  successful  businessmen  with  connections  in  their  own  right  who  can  move 
money  quickly  and  confidentially  across  international  borders.  To  frustrate  inter- 
national law  enforcement  pressures,  organized  crime  groups  are  exploiting  emerging 
offshore  financial  centers  in  Asia,  including  in  such  locales  as  Vanuatu. 

The  impact  of  money  laundering  and  infiltration  of  local  economies  can  be  dev- 
astating. In  countries  such  as  Colombia,  which  is  being  flooded  with  US  currency, 
the  inflow  of  funds  has  pushed  up  the  value  of  the  peso  to  the  point  where  locally 
produced  goods  are  no  longer  competitive  in  the  global  marketplace.  In  fact,  coun- 
tries such  as  Colombia  and  Venezuela  are  witnessing  the  wholesale  displacement  of 
legitimate  businesses  from  sectors  of  the  economy  such  as  construction,  tourism,  and 
agriculture  because  launderer-controlled  companies  are  using  their  laundering  com- 
missions as  subsidies  to  undercut  their  competitors. 

WEAPONS  OF  MASS  DESTRUCTION 

Mr.  Chairman,  while  narcotics  trafficking  is  the  preeminent  illicit  activity  of  orga- 
nized crime,  there  are  other  areas  of  concern  that  we  monitor  carefully.  I  mentioned 
terrorism  in  the  case  of  Peru  and  Colombia.  Let  me  take  a  few  minutes  to  discuss 
the  issue  of  proliferation  of  weapons  of  mass  destruction. 

Although  they  are  not  yet  heavily  involved  in  these  activities,  organized  crime 
groups  have  the  financial  means  and  the  clandestine  networks  which  could  appeal 
to  potential  customers  eager  to  acquire  expertise  or  material  for  weapons  of  mass 
destruction.  I  will  speak  to  the  topic  of  organized  crime  and  nuclear  safety  in  Russia 
later  in  my  remarks  today.  But  let  me  say  that  we  can  ill  afford  to  assume  that 
because  brokering  such  transactions  has  not  been  a  major  activity  9f  organized 
crime  in  the  past,  we  can  therefore  relax  our  guard  and  be  confident  that  such  a 
contingency  will  not  develop  in  the  future. 

The  CIA's  Nonproliferation  Center  seeks  to  uncover  and  interdict  attempts.by 
countries  seeking  weapons  of  mass  destruction  to  acquire  technology,  designs,  com- 
ponents and  military  systems.  Technology  often  ends  up  being  illegally  procured  for 
a  weapons  program  through  a  complex  web  of  procurement  agents,  brokers,  banks, 
manufacturers,  freight  forwarders,  shippers,  false  end-users,  secondary  freight  for- 
warders, and  secondary  shippers — in  sum:  through  a  transfer  network  designed  to 
circumvent  existing  safeguards  or  restrictions.  The  intelligence  community  works 
with  Customs,  FBI,  as  well  as  "with  other  foreign  governments  to  monitor  poten- 
tially dangerous  transfers  of  material.  Here  too,  such  cooperation  will  remain  criti- 
cal. 

RUSSIA  AND  THE  FSU 

Mr.  Chairman,  let  me  now  turn  to  an  issue  of  growing  concern  to  the  Russian  gov- 
ernment and  to  other  governments  throughout  the  former  Soviet  Union:  the  signifi- 
cant rise  in  organized  crime. 

Organized  crime  is  not  a  new  phenomenon  in  Russian  or  Soviet  history.  During 
the  Soviet  era,  criminal  groups  and  the  black  market  functioned  almost  as  an  exten- 
sion of  the  Communist  party  and  the  KGB,  who  used  a  "second  economy"  for  then- 
own  purposes.  These  criminal  organizations  have  outlived  the  state  which  fostered 
them. 

As  part  of  their  reform  programs,  Russia  and  other  successor  states  to  the  Soviet 
Union  have  moved — in  various  degrees — to  decentralize  their  economies,  reduce  the 
intrusive  nature  of  their  internal  security  apparatus  and  open  their  borders.  Yet, 
these  steps — necessary  for  the  transition  to  democracy  and  a  market  economy — 
when  combined  with  severe  economic  dislocation  and  widespread  corruption,  have 
led  to  significant  expansion  in  organized  crime. 

Indeed,  President  Yeltsin  stated  in  his  Federation  Address  in  February  that  orga- 
nized crime  was  the  number  one  problem  facing  Russia.  Their  statistics  bear  him 
out.  According  to  the  Russian  Ministry  of  Internal  Affairs  there  are  roughly  5,700 
organized  crime  groups  in  Russia,  with  an  additional  1,000  in  the  other  former  So- 
viet republics.  Many  of  these  organizations  are  actually  small,  local  groups  of  petty 
thieves,  and  would  not  fit  a  Western  definition  of  "organized  crime."  However,  of  the 
5,700,  200  are  large,  sophisticated  criminal  organizations  engaged  in  criminal  activ- 
ity throughout  the  former  Soviet  Union  and  in  29  other  countries.  Evidence  of  this 
growth  is  widespread: 

— Russian  interior  ministry  officials  said  earlier  this  year  that  40,000  state 
and  private  enterprises  are  controlled  by  organized  crime,  and  that  criminal 
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groups  using  such  tactics  aa  bribery,  kidnapping  and  murder  were  gaining  con- 
trolling influence  over  many  of  Russia's  1,800  banks. 

— A  recent  report  prepared  by  President  Yeltsin's  staff  concluded  that  70  to 
80  percent  of  privatized^  enterprises  and  commercial  banks  have  been  victims 
of  extortion. 
Russian  criminal  groups  are  actively  involved  in  the  illegal  transport  and  sale  of 
narcotics,  antiques,  icons,  raw  materials,  stolen  vehicles,  illegal  immigrants,  weap- 
ons, and  some  nuclear  materials. 

We  have  not  seen  significant  quantities  of  weapons-grade  materials  or  any  nu- 
clear warheads  smuggled  out  of  the  former  Soviet  Union,  but  there  have  been  var- 
ious reports  of  thefts  of  low  grade  nuclear  materials.  In  many  cases  the  thieves  or 
smugglers  have  been  apprehended.  There  have  also  been  reports  of  offers  to  sell 
such  materials  on  the  black  market,  but  these  generally  have  been  scams.  However, 
we  remain  concerned  about  the  potential  for  involvement  of  organized  crime  in  this 
area  because  these  groups  have  the  resources  with  which  to  bribe  nuclear  weapons 
handlers  or  employees  at  facilities  with  weapons-grade  nuclear  material.  They  also 
have  established  smuggling  networks  that  could  be  used  to  move  such  material  out 
of  the  former  Soviet  Union. 

Criminal  groups  are  also  targeting  the  financial  sector,  where  economic  reforms 
have  led  to  explosions  in  the  number  of  banks,  in  the  complexity  of  their  trans- 
actions, and  in  the  geographic  scope  of  their  activities.  Banking  regulators,  long  ac- 
customed to  watching  over  relatively  few  banks  in  a  closed  economic  system,  are 
overwhelmed.  As  such,  these  banks  have  become  a  particular  target  for  money  laun- 
dering schemes.  Indeed,  links  have  been  forged  between  Russian  and  Italian  orga- 
nized crime  groups  to  move  money  through  the  Russian  banking  system.  In  addition 
to  taking  advantage  of  these  banks,  organized  crime  groups  have  set  up  front  com- 
panies throughout  Eastern  Europe  and  Russia. 

The  power  of  Russian  organized  crime  is  largely  due  to  their  ties  to  corrupt  gov- 
ernment officials.  The  low  pay  and  inherent  uncertainty  of  the  political  system  ap- 
pears to  have  convinced  many  officials  at  all  levels  to  feather  their  nests  while  they 
can.  Organized  crime  has  been  more  than  willing  to  exploit  the  situation: 

— Criminal  groups  may  be  spending  as  much  as  30  to  50  percent  of  their  prof- 
its trying  to  buy  off  well-connected  government  officials,  including  customs,  mi- 
litia and  police  officials. 

— Former  and  current  security  service  officers  are  being  recruited  by  orga- 
nized criminal  groups  who  seek  to  benefit  from  their  operational  skills  and 
international  connections. 

— The  military  has  not  been  immune  from  the  lure  of  organized  crime.  This 
should  not  come  as  surprise  to  anyone  who  has  monitored  the  Russian  armed 
forces  since  the  collapse  of  the  Soviet  Union.  The  rule  has  been  inadequate 
funding,  poor  housing,  erratic  pay,  insufficient  food,  fuel,  and  clothing,  manning 
shortfalls,  and  declining  morale.  These  conditions  make  members  of  the  Russian 
military  especially  susceptible  to  criminals  who  want  to  purchase  weapons  or 
use  military  vehicles  to  transport  contraband — including  narcotics.  In  addition, 
military  personnel — including  special  forces  personnel — are  being  recruited  by 
organized  criminal  groups  who  value  their  skills,  particularly  with  various  types 
of  weapons. 

The  assassination  earlier  this  month  of  a  reputed  Mafia  kingpin  in  Moscow  may 
provide  a  glimpse  of  the  capability  of  some  of  these  groups.  The  victim  was  shot 
once  in  the  head  and  twice  in  the  chest  with  a  sniper's  rifle  from  a  distance  of  two 
hundred  yards. 

The  proliferation  of  organized  crime  in  Russia  has  also  been  followed  by  increased 
ties  between  these  criminal  groups  and  organized  crime  abroad.  Let  me  cite  several 
examples: 

— In  mid  1992  Italian  and  Russian  organized  crime  groups  met  in  Czecho- 
slovakia and  allegedly  agreed  that  the  Italians  would  provide  the  "know-how" 
to  acquire  and  distribute  drugs,  while  the  Russians  would  provide  security  for 
transit  routes  and  distribution  networks. 

— Russian  criminal  groups  have  forged  similar  ties  with  Colombian  cocaine 
traffickers,  helping  them  develop  new  routes  into  Europe.  Russian  criminals  are 
also  transporting  narcotics  from  Iran,  Afghanistan,  Pakistan,  and  the  Central 
Asian  states  to  Russia  for  transshipment  to  Europe  and  North  America. 

—In  February  1993,  Peruvian  police  broke  up  a  drug  ring  that  was  allegedly 
shipping  cocaine  to  Italy  by  way  of  Moscow  in  the  soles  of  shoes. 

So  pervasive  is  the  problem  of  organized  crime  in  Russia  that  a  poll  conducted 
in  Russian  cities  in  March  of  this  year  reported  a  plurality  of  23  percent  who  be- 
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lieved  that  organized  crime  was  running  the  country — while  only  14  percent  thought 
that  President  Yeltsin  was  in  control. 

Mr.  Chairman,  the  ramifications  are  enormous.  For  Russia  itself,  there  is  a  real 
threat  that  the  surge  in  crime  will  sour  the  Russian  people  on  Yeltsin's  reform  pro- 
gram and  drive  them  into  the  arms  of  Russia's  hardline  political  forces.  Public  fear 
of  crime  has  been  cited  as  a  primary  motivation  for  about  three-fourths  of  those  who 
voted  for  Valdimir  Zhirinovsky  in  the  December  legislative  elections,  and  a  memo- 
randum released  by  President  Yeltsin's  office  this  January  explicitly  warned  that 
rampant  crime  threatens  to  bring  Zhirinovsky  or  other  "national  socialists"  to  power 
in  the  1996  presidential  elections. 

Beyond  the  threat  to  Russian  reform,  the  growth  of  organized  crime  could  seri- 
ously affect  our  efforts  worldwide  to  combat  international  crime.  Today,  Russian  or- 
ganized criminal  groups  do  not  yet  constitute  a  "mafia"  in  the  sense  of  a  mechanism 
of  central  control  over  the  various  groups — we  could  say  that  Russian  organized 
crime  is  still  in  an  "organizing"  stage.  But  our  concern  is  not  only  with  the  current 
problem  of  Russian  organized  crime,  but  with  its  future  potential.  Eventually, 
through  a  Darwinian  process  of  survival  of  the  fittest,  many  of  these  criminal 
groups  could  be  eliminated  or  absorbed  by  stronger  rivals.  The  daily  occurrence  of 
mob  shootouts  and  executions  is  a  manifestation  of  this  process.  If  these  groups 
move  beyond  their  organizing  stage  and  form  what  could  be  called  a  "criminal  polit- 
buro,"  Russians  and  the  international  community  will  be  dealing  with  a  powerful 
and  resourceful  adversary. 

MEETING  THE  CHALLENGE 

Mr.  Chairman,  let  me  finally  address  the  work  we  are  doing  in  meeting  the  chal- 
lenge posed  by  international  organized  crime.  There  is  no  one  Dody  of  expertise  that 
will  win  the  battle  against  international  organized  crime.  The  intelligence  commu- 
nity uses  historians,  sociologists  and  linguists  to  track  these  groups,  financial  ana- 
lysts and  economists  to  expose  money  laundering  schemes,  technical  experts  to  track 
efforts  by  organized  crime  to  circumvent  barriers  or  safeguards  against  the  pro- 
liferation of  weapons  of  mass  destruction,  and  political  analysts  to  assess  the  impact 
of  organized  crime  on  political  and  economic  stability  in  the  former  Soviet  Union  or 
of  narcotrafficking  in  Latin  America  or  Asia. 

I  have  also  established  in  the  National  Intelligence  Council  the  position  of  Na- 
tional Intelligence  Officer  for  Global  and  Multilateral  Affairs.  In  this  position,  Dr. 
Enid  Schoettle  oversees  estimates  on  a  whole  range  of  issues,  including  organized 
crime,  the  environment,  population  and  other  demographic  trends,  the  United  Na- 
tions, multilateral  peacekeeping,  and  AIDS.  She  brings  considerable  experience  and 
expertise  to  the  office  based  on  her  years  at  the  Council  on  Foreign  Relations  and 
the  Ford  Foundation,  as  well  as  her  scholarly  research. 

In  addition  we  are  devoting  more  resources  to  organized  crime  issues  within  the 
intelligence  community,  and  I  intend  to  review  our  resource  commitments  in  this 
area  over  the  next  several  months. 

Mr.  Chairman,  since  narcotics  is  the  principal  money-making  venture  for  orga- 
nized crime,  we  devote  considerable  resources  to  our  counternarcotics  center — estab- 
lished five  years  ago  this  month — to  obtain  information  necessary  for  disrupting  and 
dismantling  key  drug  trafficking  organizations.  Our  work  has  contributed  to  the 
success  of  Colombia's  Pablo  Escobar  Task  Force,  arrests  of  drug  kingpins  in  Bolivia 
and  Peru,  disruption  of  front  companies  in  Panama  and  Venezuela,  and  seizure  of 
large  amounts  of  money  and  illicit  drugs  worldwide.  We  will  continue  to  focus  our 
attention  on  obtaining  information  necessary  for  disrupting  and  dismantling  the  en- 
tire process  of  drug  trafficking — from  transportation,  to  finances,  to  the  chain  of 
command — whether  in  Latin  America  or  in  the  Far  East. 

The  seizure  of  financial  assets  is  critical  to  crippling  drug  organizations,  and,  in- 
deed, can  often  prove  more  damaging  to  these  organizations  than  confiscation  of 
drugs  themselves.  Exposing  money  laundering  operations,  and  highlighting  the  per- 
nicious effects  of  money  laundering  on  local  economies  may  be  paying  off?  Panama 
has  tightened  its  cross-border  currency  regulations.  Last  year,  Venezuela  enacted 
that  country's  first  antimoney  laundering  statutes.  Soon  after  that  law  took  effect, 
it  was  used  to  dismantle  a  large  criminal  group  which  had  been  laundering  over 
a  million  dollars  per  day  for  the  Colombian  cartels. 

However,  much  still  needs  to  be  done.  Governments  in  some  countries — such  as 
the  Bahamas,  Colombia,  and  Russia — have  not  yet  criminalized  money  laundering. 

The  work  against  organized  crime  is  resource  intensive,  requiring  case  officers 
and  agents  abroad,  signals  intercepts,  and  even  satellite  imagery.  The  work  here  is 
no  less  painstaking  and  demanding:  unraveling  local  Chinese  dialects  used  by  some 
Chinese  triads,  tracing  money  transfers  through  three  continents,  or  piecing  to- 
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gether  drug  smuggling  operations  from  South  America  or  East  Asia.  In  our  world 
of  diminished  resources  we  are  working  to  ensure  that  every  dollar  is  spent  judi- 
ciously and  effectively. 

We  also  need  to  ensure  the  closest  of  cooperation  between  the  worlds  of  intel- 
ligence and  law  enforcement. 

Last  fall,  Attorney  General  Reno  singled  out  terrorism,  drug  trafficking,  and  inter- 
national money  laundering  as  achieving  such  a  degree  of  sophistication  as  to  threat- 
en U.S.  national  security  interests. 

The  creation  of  the  Counterterrorism  Center  in  1986  has  provided  us  with  one 
means  of  bringing  the  operational,  technological,  and  analytical  capabilities  of  the 
intelligence  community  together,  with  representatives  from  appropriate  law  enforce- 
ment agencies  detailed  to  the  centers  to  contribute  their  perspective  and  expertise. 
The  successful  prosecution  in  the  World  Trade  Center  bombings  is  an  example  of 
the  importance  and  success  of  close  cooperation  between  intelligence  and  law  en- 
forcement counterterrorism  efforts. 

However,  the  conclusion  that  we  should  combine  our  assets  to  deal  with  organized 
crime  is  not  so  simple.  While  transnational  threats  can  blur  the  distinctions  be- 
tween intelligence  and  law  enforcement,  we  still  need  to  be  cognizant  of  statutory 
law,  constitutional  rights,  and  the  different  missions  of  intelligence  and  law  enforce- 
ment. 

For  this  reason,  the  Attorney  General  and  I  set  up  a  task  force  last  year  to  exam- 
ine the  most  effective  way  to  enhance  cooperation  so  that  both  intelligence  and  law 
enforcement  officials  benefit  to  the  disadvantage  of  drug  traffickers,  smuggler.,  ter- 
rorists, and  other  criminals.  That  report  is  in  its  final  stages,  and,  while  it  would 
be  premature  for  me  to  go  into  great  detail  at  this  time,  I  think  four  points  warrant 
particular  mention: 

— First,  the  two  communities  need  to  understand  one  another  better  in  order 
to  be  most  effective  at  what  each  does  best.  Rotational  assignments  and  cross- 
training  are  two  possibilities. 

— Second,  because  of  the  changing  world  and  increasing  overlap  in  areas  of 
interest,  we  need  to  establish  better  mechanisms  for  information-sharing  and  ef- 
fective information  retrieval.  As  you  are  aware,  over  the  last  year  CIA  has  been 
striving  to  implement  a  number  of  recommendations  made  by  the  Agency's  In- 
spector General  to  improve  recordkeeping  in  the  Operations  Directorate. 

— Third,  while  we  will  work  to  ensure  that  the  needs  of  law  enforcement 
agencies  for  our  intelligence  are  met,  we  must  be  sensitive  to  the  limitations — 
legal  and  policy — on  the  intelligence  community's  participation  in  law  enforce- 
ment activities.  Law  enforcement  is  an  important  consumer  of  intelligence,  but 
one  that  brings  into  play  different  cultures,  different  rules,  and  different  objec- 
tives. These  at  times  may  create  an  understandable  tension.  Thus,  it  must  be 
clear  to  all  what  we  can  and  cannot  do. 

— Finally,  we  must  be  sensitive  to  the  important  need  to  protect  sources  and 
methods  of  intelligence,  not  only  to  protect  our  own  officers  abroad  as  well  as 
the  agents  they  recruit,  but  to  protect  the  invaluable  intelligence  liaison  rela- 
tions we  have  with  key  allies  and  friends  worldwide.  This  is  not  a  new  concern, 
but  one  that  will  bear  careful  handling  as  intelligence  and  law  enforcement 
work  closer  together. 

Mr.  Chairman,  while  the  recommendations  of  the  task  force  can  help  bring  our 
two  worlds  together,  we  have  already  worked  to  deepen  the  cooperative  links  be- 
tween CIA  and  FBI.  I  meet  regularly  with  the  Attorney  General,  as  well  as  with 
the  Director  of  the  FBI.  For  example,  within  the  past  few  weeks  the  Attorney  Gen- 
eral and  I  reviewed  a  joint  CIA-FBI  presentation  on  Russian  organized  crime.  One 
result  of  that  session  has  been  a  series  of  interagency  meetings  as  law  enforcement 
and  intelligence  agencies  better  focus  our  efforts  collectively  on  this  critical  issue. 

In  addition,  over  the  past  year  alone,  the  CIA — the  Office  of  General  Counsel,  as 
well  as  the  Directorate  of  Intelligence,  the  Directorate  of  Operations,  and  each  of 
the  centers — has  hosted  numerous  sessions  with  US  Attorneys,  prosecutors,  and  law 
enforcement  officers,  many  of  whom  have  had  little  if  any  previous  exposure  to  the 
Intelligence  Community.  Through  both  general  and  specialized  briefings  and  ex- 
changes about  counterterrorism,  counternarcotics,  nonproliferation  and  economic  in- 
telligence activities — including  activities  directed  at  foreign  bribery,  corruption  and 
other  anticompetitive  practices — we  are  taking  steps  to  ensure  effective  cooperation 
and  coordination  between  the  two  communities. 

Let  me  conclude  with  one  final  point.  Unlike  wars  fought  in  the  past  between  na- 
tions, there  will  not  be  a  decisive,  final  victory  in  the  war  against  international 
crime.  Rather,  our  success  will  be  measured  in  increments:  the  arrest  of  a  kingpin, 
the  disruption  of  a  money  laundering  enterprise.  The  struggle  will  be  long,  painstak- 
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ing  and  arduous.  Often  the  public  will  not  read  about  our  successes  because  we  are 
trying  to  protect  our  sources  and  methods  as  we  provide  critical  intelligence  to  the 
FBI,  DEA,  Customs  and  foreign  intelligence  services  preparing  to  move  against 
other  targets.  But  I  can  promise  the  members  of  this  committee,  and  the  other 
members  of  Congress,  that  we  will  do  our  best  to  ensure  that  together — the  world 
of  intelligence  and  the  world  of  law  enforcement — we  will  remain  active  and  vigilant 
in  this  fight  against  international  organized  crime.  Thank  you. 

Senator  Kerry.  Thank  you  very  much,  Mr.  Director.  I  think  the 
testimony  you  have  given  us  is  a  very  important  testimony  on  a 
number  of  different  levels. 

Number  one,  you  are  the  first  Director  of  the  CIA  to  ever  testify 
publicly  on  this  subject,  and  to  place  it  in  the  National  security 
terms  that  you  have  defined.  I  think  that  is  a  very  important  step. 

Mr.  Gates,  I  think,  made  a  speech  on  it — not  on  the  whole  sub- 
ject— but  mentioned  in  his  speech  that  this  was  an  increasing 
threat.  But  this  is  the  first  time  that  we  have  had  the  agency  re- 
sponsible for  gathering  foreign  intelligence  put  into  this  context 
this  kind  of  information;  and  a  number  of  things  you  have  said 
here  today  are  new  to  the  committee. 

For  instance,  your  statement  about  low-grade  nuclear  trans- 
actions is  something  that  we  had  not  heard. 

Your  statement  about  the  specificity  of  the  impact  of  money  in 
Colombia  on  the  law-making  process  is  significant. 

Your  statement  about  the  impact  in  Venezuela  and  Colombia  of 
the  subsidy,  and  of  the  undercutting  of  legitimate  businesses,  I 
think,  is  profoundly  important  statement  in  putting  into  context 
the  competitive  playing  field  questions  that  are  raised  in  this;  and 
we  will  explore  that  much  more,  in  the  course  of  the  next  2  days, 
in  thinking  about  the  impact  of  some  of  these  tax  havens  and  other 
entities. 

In  keeping  with  trying  to  get  you  out  of  here  as  I  said  I  would, 
I  am  going  to  wait  until  the  other  panel  is  on,  to  raise  some  ques- 
tions about  some  of  those  areas;  and,  perhaps,  to  show  them  some 
evidence  of  the  degree  to  which  this  offer  of  criminality  becomes  ab- 
surd, when  you  see  advertisements  in,  "The  Economist,"  and  else- 
where, for  the  offering  of  these  services. 

But,  let  me  just  also  comment  on  this:  I  particularly  appreciate 
your  comments  regarding  the  relationship  with  domestic  law  en- 
forcement. I  think  it  is  very  good  to  hear  that,  from  the  Director 
of  the  agency.  It  is  a  very  important  issue  to  Americans. 

That  balance  is  something  that  we  will  have  to  work  very  care- 
fully to  preserve,  both  in  terms  of  preserving  the  larger  interests 
that  we  share,  in  terms  of  the  structure  of  our  Government;  but 
also,  preserving  the  efficiency  of  the  process.  There  is  no  way  that 
the  FBI  or  any  of  our  agencies  can  pass  up  on  the  capacity  that 
your  agency  has,  to  provide  intelligence  in  this  area. 

And  second,  since  so  many  of  the  dark  figures  operating  in  these 
subculture  networks  are  engaged,  many  times,  in  support  of  terror- 
ism, overtly  or  in  the  transaction  of  weapons  and  arms  sales,  and 
so  forth,  it  is  impossible  not  to  begin  to  weave  the  fabric  together, 
of  what  this  threat  really  means. 

This  committee  discovered  to  its  surprise  the  degree  to  which 
that  existed,  in  our  early  examinations  of  this  8  years  ago;  and  par- 
ticularly, ran  across  it  as  we  saw  some  of  the  figures  selling  guns 
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in  Latin  America  during  the  Contra  conflict,  and  the  narcotics 
transactions,  and  so  forth. 

Many  of  those  same  figures  then  reemerged,  in  the  course  of  the 
Iran-Contra  affair,  and  were  some  of  the  people  that  Oliver  North 
turned  to  in  his  private  network  to  help  create  those  transactions. 

You  then  see  tnem  later  on,  in  other  scandals  like  BNL  or  else- 
where, or  in  Hong  Kong;  so  there  is  a  clear  connection.  And  I  ap- 
preciate very  much  your  statement  regarding  that. 

Russia  is  of  enormous  importance,  obviously,  on  a  number  of  lev- 
els: Is  the  level  of  organized  crime  capable,  conceivably,  of  control- 
ling the  government,  at  some  point  in  the  future? 

Mr.  Woolsey.  Well,  it  is  a  complex  question,  Mr.  Chairman.  The 
opinion  poll  results  that  I  mentioned  earlier,  I  think,  are  telling. 
Organized  crime  is  causing  some  people,  substantial  numbers  of 
people  in  Russia,  to  lose  faith  in  the  effectiveness  of  their  Govern- 
ment; and  it  is  causing  some  of  them  to  yearn  for  an  iron  hand  to 
clean  up  their  streets. 

It  is  tainting  the  reform  process.  People  are  increasingly  worried 
that  the  revolutionary  changes  of  the  last  2  or  3  years  may  have 
diminished  their  personal  safety.  And  the  widespread  corruption  in 
the  government,  which  is  fueled  in  part  by  organized  criminal 
groups,  also  adds  to  people's  cynicism.  It  also  exacerbates  their 
general  discontent  with  the  politics. 

Organized  crime  today  probably  does  not  control  the  Russian 
Government,  but  it  is  a  major  influence  on  some  parts  of  it.  There 
undoubtedly  are  ties  between  top-level  organized  crime  leaders  and 
some  substantial  political  officials.  These  criminal  leaders  have  ob- 
tained, to  some  extent,  a  degree  of  legitimacy  in  the  system. 

Often  they  are  considered  to  be  successful  businessmen,  even 
philanthropists,  rather  than  strictly  crime  bosses.  In  this  capacity, 
they  associate  closely  with  political  officials  and  with  other  busi- 
nessmen. Given  the  number  of  businesses  that  are  controlled  or  in- 
fluenced by  organized  crime,  it  would  be  difficult  in  Russia  for  gov- 
ernment officials — even  senior  Government  officials — to  avoid  asso- 
ciating with  them. 

But  I  think,  when  measuring  this,  it  is  important  to  put  it  into 
perspective.  During  the  Communist  era,  the  system  was  supported 
by  the  triad,  if  you  will,  of  the  Communist  Party,  the  KGB,  and  the 
military.  Today,  things  are  much  more  complex.  I  suppose  you 
would  say  there  are  about  five  legs  to  that  stool  instead  of  three: 
the  political  establishment,  the  various  security  services  since  the 
old  KGB  has  been  broken  up,  the  military,  enterprise  directors,  and 
organized  crime. 

And  while  earlier  I  described  the  resources  and  influence  of  orga- 
nized crime,  it  is  difficult  to  measure  it  precisely  and  its  relation- 
ship to  the  other  four  actors.  But  it  is  definitely  part  of  the  mix. 
Organized  crime  is  a  major  set  of  forces  in  the  country,  and  it  has 
produced  a  major  portion  of  the  worry  and  concern  that  many  of 
us  in  the  West  have  with  respect  to  certain  aspects  of  the  future 
of  the  Russian  Government. 

Senator  Kerry.  I  appreciate  the  detailed  answer.  That  is  very 
helpful,  and  I  may  followup  a  little  later  with  Dr.  Nye  on  some  as- 

Eects  of  the  relationship,  what  it  means.  But  let  me  turn  to  Colom- 
ia. 
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How  much  influence  does  the  Cali  organization  have,  in  your 
judgment,  over  the  Government  of  Colombia,  or  over  the  affairs  of 
Colombia? 

Mr.  Woolsey.  Well,  let  me  start  by  giving  some  positive  credit 
where  credit  is  due.  President  Gaviria  continues  to  support  a  hard 
line  against  the  Cali  kingpins.  His  defense  minister  is  personally 
overseeing  operations  against  the  Cali  group.  President  Gaviria 
also  oversaw  systematic  reform  of  the  judicial  system  that  signifi- 
cantly improved  the  Government's  ability  to  try  and  convict  drug 
traffickers,  and  the  Gaviria  administration  has  also  reformed  the 
national  police,  in  part  to  counter  extensive  corruption  in  the  police 
force.  I  think  it  is  also  positive  that  each  branch  of  the  armed 
forces  has  its  own  inspector  general's  office  that  pursues  allegations 
of  corruption. 

But  the  Cali  kingpins  use  vast  economic  and  political  resources, 
together  with  selective  violence,  to  attempt  to  undermine  the  gov- 
ernment's will  and  its  capability  to  target  what  they  do.  The  Cali 
groups  focus  primarily  on  those  institutions  that  are  most  involved 
in  the  antidrug  effort:  the  national  police,  military,  and  judiciary. 
They  have  not  succeeded,  we  do  not  believe,  in  suborning  the  high- 
est levels  of  the  current  administration,  but  they  have  penetrated, 
in  some  cases,  the  Colombian  security  services,  and  this  provides 
them  with  warning  of  upcoming  government  operations. 

They  use  corruption,  intimidation,  and  threats  to  sway  judges 
and  prosecutors  who  are  acting  against  them.  The  traffickers  have 
extensive  contacts  among  local  and  regional  politicians,  who  in  turn 
lobby  against  strong  antidrug  initiatives.  The  traffickers  have  used 
their  influence  in  the  Colombian  Congress  to  pass  legislation  that 
protects  them  from  harsh  penalties  for  trafficking. 

In  1991,  for  example,  both  the  Cali  and  Medellin  kingpins,  wor- 
ried about  being  extradited  to  the  United  States,  successfully  lob- 
bied for  a  constitutional  ban  on  extradition.  Cali  lawyers  also  have 
been  involved  in  ensuring  that  the  new  criminal  code  includes  pro- 
visions for  reduced  sentences  to  traffickers  who  surrender. 

The  traffickers  also  use  media  contacts  a  lot.  They  work  hard  at 
trying  to  reduce  popular  support  for  the  government's  actions 
against  them.  The  press  reports  that  Cali  groups  helped  foment 
popular  protests  against  the  U.S.  civic  action  troop  deployment  in 
the  Cauca  Valley  in  January.  That  valley  is  Cali's  principal  base 
for  drug  operations.  Whereas  the  Cali  operators  historically  have 
not  been  so  overtly  violent  as  their  Medellin  counterparts,  they  do 
use  threats  of  violence  to  intimidate  government  officials. 

So  it  is  a  complex  situation  in  which  the  top  levels  of  the  govern- 
ment, to  date,  have  held  out.  Important  parts  of  the  top  levels  of 
government,  and  certainly  President  Gaviria,  have  held  out  against 
the  influence  of  these  traffickers,  but  it  is  a  very  difficult  fight  in- 
deed. 

Senator  Kerry.  Do  you  need  significant  increase  of  resources  or 
do  we  need  the  ability  to  increase  our  targeting  of  money  launder- 
ing and  financial  transactions  generally,  and  your  ability  to  provide 
intelligence  on  it? 

Mr.  Woolsey.  It  is  sort  of  like  what  deep  throat  said  to  Wood- 
ward and  Bernstein,  Mr.  Chairman;  follow  the  money.  It  is  prob- 
ably the  cartel's  principal  point  of  vulnerability.  It  is  an  extremely 
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difficult  intelligence  target,  and  it  is  difficult  in  part  because  many 
foreign  governments  have  no  requirements,  including  no  reporting 
requirements  regarding  currency  entering  their  country.  Once  the 
currency  gets  into  the  banking  system,  it  becomes  even  harder  to 
detect.  Launderers  can  easily  move  money  through  electronic  funds 
transfers  and  throughout  the  world.  Transfers  amount  to  more 
than  $1  trillion  every  business  day. 

So  efforts  to  follow  the  money  go  right  at  the  heart  of  our  long 
term  ability  to  get  a  handle  on  international  organized  crime,  and 
particularly  narcotics  trafficking.  We  are  developing  within  the  in- 
telligence community  and  cooperating  parts  of  the  U.S.  Govern- 
ment substantial  expertise  here.  But  it  is  a  matter  that  I  should 
not  be  too  explicit  about  in  public. 

It  is  a  matter  which  involves  substantial  technology,  the  need  for 
highly  trained  and  very  bright  individuals  who  could  be  making  a 
lot  more  money  on  the  outside  than  operating  computers  and  un- 
derstanding financial  flows  at  government  salaries.  It  involves  a 
good  deal  of  coordination  across  different  parts  of  the  law  enforce- 
ment part  of  the  government,  as  well  as  through  the  intelligence 
community. 

I  would  say  we  are  close  to  the  bone  here,  as  we  are  throughout 
much  of  the  intelligence  community,  in  resources.  The  real  reduc- 
tions in  the  community  for  each  of  the  past  5  years  have  taken 
some  toll  here.  But  within  these  reduced  real  resources,  we  are  ori- 
enting, as  much  as  we  can,  to  this  problem,  and  devoting  a  lot  of 
time  and  attention  to  it.  In  your  other  capacity  as  a  member  of  our 
oversight  committee,  we  can  get  into  some  detail  in  executive  ses- 
sion about  ways  in  which  we  might  be  able  to  do  something  more. 

Senator  Kerry.  Well,  I  appreciate  that  and  I  would  like  to  do 
that.  I  am  glad  for  your  answer  on  that,  because  it  focuses  us  on 
one  of  the  most  frustrating  aspects  of  all  regarding  this.  We  have 
been  after  this  for  a  number  of  years  on  the  committee  with  the 
Bush  administration  previously,  in  trying  to  get  people  to  focus  on 
the  relationship  of  some  of  our  best  friends  in  the  world,  our  great 
allies,  who  are  condoning  and/or  encouraging  predator  activities 
that  have  an  enormous  negative  impact  not  just  on  our  life,  but  on 
theirs  also. 

The  money  is  indeed  one  of  the  keys  to  this.  If  you  look  at  a 
country  like  Panama,  we  have  barely  begun  to  leverage  Panama  to 
take  the  actions  we  think  they  ought  to,  and  yet  Panama  uses  the 
American  dollar.  That  dollar  has  to  come  back  through  New  York, 
has  to  come  through  the  CHIP  system,  has  to  clear  here,  and  we 
continue  to  allow  them  to  engage  in  activity,  using  our  dollar,  that 
spreads  mayhem  in  our  streets.  I  have  agreed  before  that  that  is 
unacceptable;  we  can  get  into  it  later  today.  But  if  we  are  not  pre- 
pared to  take  a  tough  line  on  those  things,  we  are  really  going  to 
frustrate  our  citizens  and  waste  an  awful  lot  of  money. 

The  second  thing,  I  would  say  as  a  former  prosecutor,  that  I  can 
remember  the  difference  between  what  we  were  able  to  do  before 
we  got  some  resources  and  afterward.  I  mean,  we  went  through  a 
period  where  we  had  12,000  backlogged  cases  and  we  could  not  de- 
liver justice  barely  ever,  and  frustrated  citizens  knew  it  and  were 
angry  about  it.  But  once  we  got  some  resources  so  we  could  put 
some  computers  in  and  docket  the  system  and  begin  to  set  up  spe- 
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cial  courts  and  special  trials  and  move  them,  we  could  try  and  seri- 
ous felony  from  90  days  of  arrest  until  conviction. 

We  currently  have  a  resource-starved  strategy  with  respect  to  all 
of  this,  and  unless  we  begin  to  employ — the  FENCEN  has  been  set 
up,  but  we  still  have  a  long  way  to  go  from  where  we  are  today 
and  its  ability  to  truly  make  sense  out  of  these  international  trans- 
actions and  to  create  transparency  in  the  international  market- 
place. 

Mr.  Woolsey.  We  do,  Mr.  Chairman.  Correct. 

Senator  Kerry.  Thank  you  for  your  presence  today. 

Mr.  Woolsey.  Thank  you.  And,  Mr.  Chairman,  if  I  might,  in 
view  of  not  only  the  hearing  today,  but  also  your  position  as  a 
former  prosecutor,  as  well  as  a  member  of  my  oversight  committee, 
if  I  might  just  add  one  point  relevant  to  the  issue  of  intelligence 
community/law  enforcement  cooperation. 

Yesterday  on  television,  in  response  to  some  questions,  I  indi- 
cated that  in  the  aftermath  of  the  cold  war,  the  CIA  had  been  able 
to  obtain  a  large  number  of  leads  which  could  become  cases  in  the 
field  of  counterespionage.  You  will  appreciate  that  I  should  have 
limited  myself  to  saying  leads,  because  the  intelligence  community 
provides  the  lion's  snare  of  leads  for  counterintelligence;  but  when 
we  turn  them  over  to  the  law  enforcement  authorities  in  the  Jus- 
tice Department,  that  is  where  the  decision  is  made  whether  they 
should  become  a  case  or  not. 

So  I  wanted  to  make  that  emendation,  if  I  might,  and  I  appre- 
ciate your  giving  me  the  opportunity  here  today  to  talk  about  the 
many  aspects  of  law  enforcement  and  intelligence  community  co- 
operation. 

Senator  Kerry.  Well,  I  appreciate  your  comment.  I  particularly 
appreciate  your  testimony  today.  I  think  it  may  signal  a  new  de- 
parture in  our  ability  to  try  to  create  a  stronger  strategy  and  know 
where  we  are  going.  So  thank  you  very  much. 

Mr.  Woolsey.  Thank  you,  Mr.  Chairman. 

Senator  Kerry.  If  I  could  ask  our  second  panel  to  come  forward, 
Mr.  Gelbard  and  Ms.  Harris,  and  we  will  move  right  into  the  next 
testimony.  And,  Dr.  Nye,  why  do  you  not  just  sit  tight,  and  we  will 
include  all  three  of  you  there. 

Ambassador,  thank  you  very  much;  I  am  glad  to  welcome  you 
here.  And,  General,  thank  you  for  being  here;  we  appreciate  your 
presence  very  very  much. 

Why  do  you  not  lead  off,  Ambassador,  and  then,  Ms.  Harris,  if 
you  would  follow,  and  then  we  will  go  into  some  questions  and  an- 
swers. Just  pull  the  mike  close  to  you  so  that  everybody  can  hear, 
and  please  proceed. 

STATEMENT  OF  HON.  ROBERT  S.  GELBARD,  ASSISTANT  SEC- 
RETARY FOR  INTERNATIONAL  NARCOTICS  MATTERS,  DE- 
PARTMENT OF  STATE 

Ambassador  Gelbard.  Thank  you  very  much,  Mr.  Chairman.  In 
the  interest  of  time,  I  will  submit  my  full  statement  for  the  record 
and  provide  a  briefer  version  of  it. 

Senator  Kerry.  Let  me  just  say  for  the  record,  then,  that  all  tes- 
timony will  be  placed  in  the  record  in  full,  as  if  read,  and  we  appre- 
ciate your  summary. 
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Ambassador  Gelbard.  Thank  you.  And  I  will  also  try  to  avoid 
duplicating  some  of  the  things  that  Director  Woolsey  said  in  his 
opening  statement. 

This  is  my  first  opportunity  to  appear  before  the  committee  since 
I  was  confirmed  in  present  capacity  last  November,  Mr.  Chairman. 
There  is  much  to  report.  We  are  reminded  daily  by  stories  from 
Russia,  Colombia,  and  virtually  every  American  community  that 
international  narcotics  trafficking  and  organized  crime  are  insid- 
ious threats  to  our  interests.  They  endanger  democracy  and  sus- 
tainable development  abroad,  undermining  the  cornerstones  of  our 
policies  to  make  America  more  secure  and  competitive.  They  bring 
addiction,  crime,  violence,  disease,  and  poverty  to  the  streets  of 
America. 

Mr.  Chairman,  at  my  confirmation  hearing,  over  which  you  pre- 
sided, I  said  that  a  guiding  principle  for  this  administration  would 
be  no  more  business  as  usual  on  narcotics.  You  have  seen  this  in 
the  President's  decision  on  certification,  in  the  President's  new 
strategy,  in  the  State  Department's  proposed  reorganization,  in  the 
new  Peace,  Prosperity,  and  Democracy  Act,  and  in  the  toughest 
and  most  honest  international  narcotics  control  strategy  report  we 
have  ever  delivered. 

Let  me  review  briefly  the  key  elements  of  the  new 
counternarcotics  strategy.  First,  we  will  support  stronger  demo- 
cratic institutions  that  demonstrate  a  commitment  to  narcotics  con- 
trol. Strong  institutions  are  essential  for  effective  operations  and 
key  to  enabling  host  governments  to  shoulder  more  of  the  drug  con- 
trol burden. 

Second,  we  will  integrate  antidrug  efforts  with  sustainable  devel- 
opment programs  to  strengthen  the  economies  of  key  drug  coun- 
tries. This  creates  economic  alternatives  to  the  narcotics  trade  and 
increases  the  resources  host  nations  can  devote  to  narcotics  control. 

Third,  we  will  seek  greater  counternarcotics  involvement  of  mul- 
tilateral and  regional  organizations.  The  involvement  of  these  enti- 
ties can  save  us  money  and  augment  our  efforts  by  undertaking 
programs  that  complement  ours,  operate  where  our  access  is  lim- 
ited, and  attract  additional  donors  to  the  effort. 

Finally,  we  are  dedicated  to  achieving  more  effective  law  enforce- 
ment operations  against  the  major  trafficking  organizations.  Recent 
enforcement  operations  in  Colombia  and  elsewhere  convince  us  the 
time  is  right  for  stepping  up  this  effort.  We  want  to  encourage 
greater  evidence  sharing,  tougher  action  on  chemicals  and  money 
controls,  extraditions,  and  other  measures  to  expose,  apprehend, 
and  convict  the  international  drug  trafficking  organizations. 

Mr.  Chairman,  this  is  not  a  budget  hearing,  but  let  me  assure 
you  we  have  used  fiscal  restraint  in  planning  tnis  strategy.  Our  fis- 
cal year  1995  request  is  below  what  we  requested  in  ooth  fiscal 
year  1994  and  fiscal  year  1993.  I  hope  this  committee  can  find  a 
way  to  reinforce  our  strategy  and  budget  concerns  as  the  1995 
budget  process  develops. 

On  April  1st,  the  President  issued  the  strongest  counternarcotics 
certification  in  the  history  of  the  law.  10  of  26  countries  were  either 
denied  certification  or  granted  only  a  national  interest  certification. 
This  is  twice  the  number  last  year.  The  President's  decision  af- 
fected allies  and  pariah  nations  alike. 
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Three  countries,  Nigeria,  Bolivia,  and  Peru,  had  never  received 
anything  less  than  full  certification  before.  Panama  and  Laos,  both 
of  whom  had  been  fully  certified  in  recent  years,  were  given  na- 
tional interest  certifications.  Of  the  remaining  five  countries,  we 
gave  national  interest  certifications  to  Afghanistan  and  Lebanon, 
and  we  continued  to  deny  certification  to  Burma,  Iran,  and  Syria. 

These  were  difficult  decisions,  I  can  assure  you,  but  I  think  we 
sent  a  powerful  signal  to  foreign  and  domestic  audiences  alike. 
First,  international  narcotics  control  is  a  key  foreign  policy  concern 
that  the  United  States  will  put  ahead  of  other  bilateral  interests 
when  it  is  important.  Second,  we  will  no  longer  wink  at  inaction. 
Countries  know  what  we  expect;  it  is  their  choice  to  challenge  our 
resolve. 

Third,  we  expect  concrete  results.  After  years  of  supplying  assist- 
ance and  building  institutions,  we  now  expect  key  drug  countries 
to  be  responsible  for  their  own  antidrug  programs.  Fourth,  we  are 
going  to  cut  waste  from  global  drug  control  programs.  If  assistance 
is  not  being  used  effectively,  we  will  shift  it  elsewhere.  And  finally, 
many  countries  where  we  have  important  narcotics  bilateral  inter- 
ests will  be  electing  new  governments  soon.  They  should  put  nar- 
cotics control  at  the  top  of  their  agendas. 

We  have  a  simple  message;  in  the  Clinton  administration,  nar- 
cotics certification  is  an  honest  process.  I  have  begun  to  explore 
ways  of  keeping  the  attention  of  key  drug  countries  focused  on 
achieving  concrete  narcotics  control  goals.  I  look  forward  to  work- 
ing with  the  committee  on  the  most  effective  ways  to  do  this. 

Let  me  turn  briefly  to  the  threat  of  international  organized 
crime.  The  international  criminal  justice  office  in  my  bureau  had 
its  genesis  last  year  when  the  United  States  began  to  face  a  grow- 
ing Chinese  alien  smuggling  problem.  While  resolving  this  crisis, 
we  made  two  important  discoveries.  The  overall  international  orga- 
nized crime  threat  to  our  interests  is  more  serious  than  we  had  as- 
sumed, and  the  State  Department  has  a  key  role  to  play  in  organiz- 
ing the  U.S.  Government's  international  response. 

We  see  alarming  trends.  Traditional  crime  syndicates  are  build- 
ing partnerships  across  the  globe,  moves  that  extend  their  reach, 
diversify  their  bases,  and  make  them  increasingly  invulnerable  to 
local  law  enforcement  efforts.  They  are  diversifying  into  a  wide 
range  of  contraband  such  as  narcotics,  alien,  and  weapon  smug- 
gling. Criminal  service  industries  such  as  money  laundering  and 
document  forgery,  that  run  the  business  end  of  organized  crime, 
are  today  more  sophisticated  than  ever. 

These  developments  represent  direct  threats  to  U.S.  interests. 
Foreign  b^sed  international  crime  organizations  can  safely  aim 
their  operations  at  the  United  States.  They  jeopardize  American 
lives  and  business  abroad,  restrict  trade,  and  discourage  new  ven- 
tures. Our  goal  is  to  build  greater  cooperation  among  nations  to 
eliminate  organized  criminal  groups,  strengthen  law  enforcement 
institutions  in  newly  emerging  democracies,  and  improve  efforts  in 
the  United  Nations  and  other  international  organizations,  to  com- 
bat organized  crime. 

In  visits  to  Asia,  Europe,  and  South  America  since  my  confirma- 
tion, I  have  found  the  political  will  for  greater  cooperation.  We 
want  to  integrate  law  enforcement  cooperation  and  international 
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criminal  justice  fully  into  U.S.  foreign  policy  to  complement  other 
U.S.  Government  foreign  and  international  organizations  programs. 

Mr.  Chairman,  this  past  year  we  achieved  some  significant 
breakthroughs  in  attacking  the  drug  cartels  in  Latin  America. 
Pablo  Escobar,  the  last  of  the  Medelhn  kingpins,  is  dead.  His  de- 
mise occurred  not  only  because  of  outstanding  work  by  the  Colom- 
bian police  but  also  because,  in  the  end,  he  had  nowhere  to  flee. 
International  concern  had  made  him  a  virtual  prisoner  in  his  own 
country. 

The  leadership  of  the  Cali  Cartel  is,  I  believe,  destined  to  a  simi- 
lar fate.  Other  trafficker  organizations  are  under  pressure  in  Peru, 
Bolivia,  Ecuador,  and  Mexico.  Record  cocaine  seizures  and  declin- 
ing coca  cultivation  in  Peru  have  cut  into  the  surplus  production 
that  characterized  the  trade  in  the  late  1980's  and  early  1990's. 

The  stakes  remain  high.  The  President  has  responded  with  a 
new  approach.  The  new  strategy  does  more  than  sustain  the  pres- 
sure of  the  narcotics  trade;  it  attacks  at  the  economic  and  political 
heart  of  the  trade,  and  raises  the  stakes  against  those  who  oppose 
or  obstruct.  We  have  built  this  strategy  on  lessons  learned.  We  be- 
lieve it  can  work  and  we  know  the  consequences  if  it  fails.  I  look 
forward  to  working  closely  with  the  members  of  this  committee  on 
implementing  this  new  strategy. 

Thank  you  very  much,  Mr.  Chairman. 

[The  prepared  statement  of  Ambassador  Gelbard  follows:] 

Prepared  Statement  of  Ambassador  Robert  Gelbard 

Mr.  Chairman  and  Members  of  the  Committee:  Thank  you  for  inviting  me  to  dis- 
cuss counternarcotics  certification  and  major  narcotics  and  international  crime  prob- 
lems confronting  the  United  States  today.  I  hope  to  discuss  well  the  new  budget, 
policies,  and  programs  for  the  State  Department  s  Bureau  of  International  Narcotics 
Matters  (INM).  This  is  my  first  opportunity  to  appear  before  your  Committee  since 
I  was  confirmed  as  Assistant  Secretary  last  November.  I  am  also  responsible  for  de- 
veloping the  Department's  new  countercrime  mission  and  function.  At  the  Commit- 
tee's request,  I  will  focus  my  comments  primarily  on  narcotics  and  crime.  There  is 
much  that  is  new  to  report. 

Let  there  be  no  doubts:  the  administration  takes  the  problems  of  international 
narcotics  trafficking  and  crime  seriously.  We  are  reminded  daily  by  stories  from 
Russia,  Colombia,  and  the  streets  of  virtually  every  American  community  that  glob- 
al narcotics  trafficking  and  crime  are  insidious  post-cold  war  challenges  to  America's 
foreign  and  domestic  interests.  They  are  an  increasingly  dangerous  threat  to  democ- 
racy and  sustainable  development  abroad — undermining  the  cornerstones  of  our 
policies  to  make  America  more  secure  and  competitive  in  today's  world.  Moreover, 
the  growing  nexus  between  international  drug  traffickers  and  other  organized  crime 
syndicates  is  adding  a  dangerous  new  element  to  this  threat.  The  effects  on  Amer- 
ican society  if  we  fail  to  address  these  problems  abroad  will  be  direct  and  unambig- 
uous: more  addiction,  crime,  violence,  disease,  and  poverty.  We  are  strengthening 
our  response  to  both  threats. 

With  respect  to  narcotics  control,  our  approach  can  be  capsulized  in  five  words: 
no  more  business  as  usual.  You  have  already  seen  this  in  the  President's  decision 
on  certification;  in  the  President's  new  strategy;  in  the  Department's  proposed  reor- 
ganization; in  the  new  Peace,  Prosperity  ana  Democracy  Act;  and  in  the  toughest 
and  most  honest  International  Narcotics  Control  Strategy  Report  we  have  ever  sent 
up.  It  is  also  reflected  in  our  FY  1995  counternarcotics  budget  request.  INM,  with 
its  program  focus  on  institution-building  and  long  experience  in  the  source  coun- 
tries, is  in  a  strong  position  to  carry  out  the  President's  strategy. 

INM's  FY  95  request— $252  million  total  and  $232  million  for  international  nar- 
cotics control — reflects  important  organizational  changes  to  streamline  Department 
management  and  fundamental  program  and  policy  shifts  to  make  international  drug 
control  efforts  more  effective.  For  example,  this  is  the  first  budget  to  consolidate 
under  INM  management  several  counternarcotics  accounts  that  were  formerly  frag- 
mented throughout  the  Department.  These  include  counternarcotics  economic  and 
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military  assistance  that  was  previously  funded  through  Economic  Support  Funds 
(ESF),  Foreign  Military  Financing  (FMF),  and  International  Military  Education  and 
Training  (IMET)  accounts.  (The  INM  budget  also  includes  for  the  first  time  approxi- 
mately $5  million  for  anticrime  programs  and  $15  million  for  counterterronsm  as- 
sistance.) 

The  request  for  $232  million  for  counternarcotics  demonstrates  fiscal  restraint.  It 
is  lower  than  the  total  funding  requested  in  both  FY  93  and  FY  94  for  INM,  and 
counternarcotics  ESF,  FMF,  and  IMET.  Our  FY  95  request,  however,  seeks  to 
counter  the  growing  threat  international  narcotics  poses  to  America's  security  and 
welfare  by  restoring  some  of  the  deep  cuts  made  in  the  FY  94  budget.  The  consolida- 
tion of  counternarcotics  ESF,  FMF,  and  IMET  funds  into  the  INM  budget  was  di- 
rected by  the  President.  It  allows  greater  efficiency  and  coherence,  for  both  the  Leg- 
islative and  Executive  Branches,  and  answers  congressional  criticisms  that  past 
counternarcotics  funds  were  disguised  military  or  economic  assistance  programs.  We 
will  still  use  AID's  and  DOD's  expertise  to  administer  specific  antidrug  programs, 
but  the  overall  program  will  be  managed  by  INM. 

Our  FY  95  budget  advances  important  policy  and  program  initiatives  that  we 
began  implementing  this  year  following  a  comprehensive  review  of  our  global 
antinarcotics  effort.  That  review  found  that  past  strategies,  emphasizing  interdiction 
in  the  transit  zone,  had  become  too  narrow,  costly,  ana  militarized  to  respond  to  the 
full  range  of  drug  threats  we  now  face.  For  instance,  interdiction  was  having  little 
effect  on  stanching  the  growing  political  and  economic  power  that  drug  syndicates 
were  acquiring  through  corruption,  violence,  and  intimidation  in  drug  source  and 
transit  countries.  Emerging  and  weak  democracies  were  particularly  vulnerable. 

The  review  also  concluded  that  the  emergence  of  democratic,  market-oriented  gov- 
ernments created  new  opportunities  for  international  narcotics  control.  These  gov- 
ernments are  more  likely  to  recognize  the  adverse  effects  of  the  narcotics  trade  and 
have  the  political  will  and  commitment  to  respond.  But  until  they  develop  strong 
institutions,  they  are  vulnerable  to  trafficker  corruption  and  intimidation. 

We  have  designed  our  FY  95  counternarcotics  program  to  respond  to  both  the 
challenges  and  opportunities  highlighted  by  the  policy  review.  It  builds  on  lessons 
from  the  past  and  is  framed  by  the  understanding  that  funding  will  continue  to  be 
tight.  We  will  sustain  and  strengthen  efforts  that  have  worked,  launch  new  initia- 
tives, andiettison  programs  that  have  become  too  costly  and  ineffective.  Our  FY  95 
budget  reflects  the  first  full  stride  in  a  long-term  strategy  to  achieve  a  more  perma- 
nent solution,  greater  host  nation  self-reliance,  and  eventually  a  smaller  U.S.  inter- 
national drug  control  program. 

Accordingly,  the  budget  promotes  a  balanced  approach  that  integrates  institution- 
building,  sustainable  development,  and  law  enforcement  measures  into  comprehen- 
sive, country-specific  programs.  It  also  includes  new  initiatives  to  increase  the 
counternarcotics  involvement  of  multilateral  and  regional  organizations  and  puts  in- 
creased focus  on  the  cocaine  source  countries. 

Allow  me  to  briefly  outline  the  highlights  of  our  budget,  program,  and  strategy 
objectives. 

First,  we  will  support  the  development  of  stronger  democratic  counternarcotics  in- 
stitutions in  countries  that  demonstrate  a  commitment  to  narcotics  control.  This  is 
critical  for  convincing  host  governments  to  shoulder  more  of  the  drug  control  bur- 
den. Strong  and  accountable  institutions  are  the  foundation  for  an  effective  policy; 
they  are  essential  for  successful  operations.  The  stronger  the  institutions,  and  the 
more  responsive  they  are  to  public  concerns  and  respectful  of  the  rule  of  law,  the 
less  likely  they  are  to  succumb  to  the  corrosive  influence  of  narcocorruption  and  in- 
timidation. 

Strengthening  the  institutional  base  starts  with  enacting  good  drug  control  laws 
and  then  building  the  judicial,  enforcement,  and  penal  organizations  to  enforce 
them.  This  must  include  building  respect  for  the  rule  of  law  and  human  rights.  Ad- 
ministration of  justice  programs  that  serve  both  our  broader  democracy-building  and 
our  drug  control  objectives  will  be  a  maior  part  of  this  effort.  So  too  will  be  training 
and,  in  selected  countries,  support  to  the  military,  with  emphasis  in  both  cases  on 
human  rights.  Other  important  elements  include  public  awareness  and  demand  re- 
duction programs  to  alleviate  the  adverse  social  effects  of  the  drug  trade  and  to 
build  public  support  for  antidrug  programs. 

Over  55  percent  of  our  budget  supports  institution-building.  We  will  back  strong 
judicial  reform  programs  in  Bolivia  and  Peru  as  well  as  continue  to  enhance  the 
interdiction  and  investigative  capabilities  of  their  law  enforcement  agencies  through 
training  and  commodity  support.  In  Colombia,  the  government  has  agreed  to  as- 
sume the  costs  of  judicial  reform,  allowing  us  to  phase  out  AID's  long-standing  pro- 
gram. But  we  will  continue  to  monitor  the  judicial  system  closely,  providing  advice, 
training,  and  other  support  to  strengthen  the  judicial  process.  Most  of  the  increased 
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FY  95  assistance  to  Colombia  will  go  toward  restoring  the  tactical  capabilities  of  the 
police  and  military  so  that  they  will  be  in  a  better  position  to  conduct  sweeps  and 
investigations  against  Cali  and  other  major  trafficking  organizations,  and  to  eradi- 
cate opium  and  coca  crops. 

Second,  we  will  integrate  our  antidrug  efforts  with  sustainable  development  pro- 
grams, focusing  on  both  macro  and  micro  objectives.  Strengthening  the  economies 
of  key  drug  countries  creates  economic  alternatives  to  narcotics  production  and  traf- 
ficking and  increases  the  resources  host  nations  can  devote  to  narcotics  control. 
Macro  objectives  are  aimed  at  broad-based  growth  that  expands  income  and  employ- 
ment alternatives  throughout  the  economy  and  includes  such  measures  as  balance 
of  payments  supports  and  other  programs  to  generate  foreign  trade  and  investment. 
Micro  objectives — targeted  in  and  outside  drug-producing  areas — are  important  for 
ensuring  that  small  producers  have  viable  alternatives  for  narcotics  crops.  Such 

g rejects — funded  with  money  formerly  made  available  through  counternarcotics 
SF — are  important  for  helping  to  extend  government  authority  and  presence  into 
drug  producing  areas. 

Nearly  one-fourth  of  our  budget  is  for  sustainable  development;  when  added  to 
crop  control,  this  increases  to  nearly  one-third.  It  will  be  a  major  part  of  our  Bolivia 
ana  Peru  programs.  In  particular,  we  intend  to  increase  micro  initiatives  signifi- 
cantly in  Peru — source  of  nearly  60  percent  of  the  world's  coca  leaf — as  a  first  step 
in  a  much  stronger  effort  to  attack  coca  cultivation.  We  will  also  sustain  effective 
crop  control  and  alternative  development  programs  in  Asian  opium- producing  coun- 
tries of  Pakistan,  Laos,  and  Thailand.  Despite  occasional  interruptions,  long-term 
poppy  cultivation  trends  are  down  in  every  country  where  INM  has  crop  control  pro- 
grams. 

Third,  we  will  seek  to  involve  multilateral  and  regional  organizations  in  our 
counternarcotics  programs  and  objectives.  Multilateral  organizations  can  augment 
our  institution-building  and  sustainable  development  initiatives  by  undertaking  pro- 
grams that  complement  ours,  operating  where  our  access  is  limited,  and  attracting 
additional  international  donors  to  the  antidrug  effort.  We  will  increase  support  to 
our  traditional  partners  such  as  the  UN  and  its  specialized  agencies — UNDCP, 
UNICEF,  and  UNDP.  We  have  recently  undertaken  the  first-ever  initiatives  to  seri- 
ously engage  international  financial  institutions  and  multilateral  development 
banks  in  the  counternarcotics  effort.  We  will  be  coordinating  with  them  more  closely 
to  ensure  that  their  programs  complement  our  counternarcotics  and  sustainable  de- 
velopment objectives  in  host  nations. 

Although  only  5  percent  of  our  budget  is  for  international  organizations,  we  have 
underscored  the  significance  we  attach  to  this  effort  by  doubling  this  allocation  over 
our  FY  93  and  FY  94  budgets.  Through  these  organizations  we  can  support  drug 
control  programs  worldwide;  however,  we  are  targeting  the  bulk  of  our  contributions 
on  narcotics  control  problems  in  Asia  and  the  former  Soviet  republics.  In  this  way 
we  hope  to  overcome  some  of  the  resource,  staffing,  security,  and  political  problems 
of  working  in  these  areas  while  still  ensuring  that  important  programs  to  cope  with 
the  worsening  global  heroin  problem  are  sustained  or  initiated. 

Our  fourth  objective  is  to  achieve  more  effective  law  enforcement  operations 
against  the  kingpins  and  their  organizations — a  goal  supported  by  institution-build- 
ing and  sustainable  development  initiatives  which  enhance  the  political  will  and 
ability  of  host  nations  to  move  in  this  direction.  Recent  enforcement  operations  in 
Colombia  and  other  countries  convince  us  the  time  is  ripe  for  stepping  up  this  effort. 
Progress,  of  course,  will  depend  on  the  effectiveness  of  institution-building  and  other 
initiatives,  but  the  institutional  building  blocks,  evidence,  and  commitment  are  al- 
ready in  place  to  be  more  aggressive  on  this  front.  We  want  to  encourage  greater 
evidence  sharing,  tougher  action  on  chemical  and  money  controls,  extraditions,  and 
other  measures  to  weaken  the  major  organizations,  and  eventually  expose,  appre- 
hend, and  convict  their  leaders.  Targeting  the  leadership  of  the  trade  disrupts  their 
entire  organization,  makes  narcotics  trafficking  less  profitable,  and  blunts  the  ef- 
fects of  corruption  and  intimidation,  the  most  dangerous  drug-related  threats  to 
democratic  political  systems. 

From  an  operational  standpoint,  this  objective  has  several  cost-cutting  appeals. 
Most  of  our  funding  support  is  embedded  in  our  institution-building  and  training 
initiatives.  Success  will  depend  fundamentally  on  securing  the  commitment  of  for- 
eign governments  to  set  their  drug  enforcement  sights  on  the  kingpins.  It  will  be 
achieved  through  good  intelligence  and  police  work  and  not  necessarily  through  the 
constant  application  of  high-cost  technology  as  has  been  the  case  with  interdiction. 

Mr.  Chairman,  that  is  a  very  brief  review  of  our  budget  request  for  next  year  and 
the  new  strategy  it  supports.  While  I  realize  this  is  not  a  budget  hearing,  I  hope 
this  Committee  can  find  a  way  to  reinforce  our  strategy  and  budget  concerns  as  the 
1995  budget  process  develops. 
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CERTIFICATION 


I  promised  at  my  confirmation  hearing  that  there  would  be  no  more  business  as 
usual  on  international  narcotics  policy.  I  meant  it.  In  fact,  I  would  not  be  in  this 
position  today  if  I  did  not  believe  it.  We  will  be  holding  countries  that  receive  our 
antidrug  assistance  or  ascribe  to  the  UN  Convention  on  Illicit  Drugs  increasingly 
accountable  for  their  counternarcotics  performance. 

You  have  already  seen  some  of  these  changes.  On  April  1,  the  President  in  accord- 
ance with  the  requirements  of  the  Foreign  Assistance  Act,  issued  the  strongest 
counternarcotics  certification  ever.  The  Act  requires  the  President  to  identify  the 
major  drug  producing  and  transit  countries  and  determine  whether  they  have  fully 
cooperated  with  the  United  States  or  taken  adequate  steps  on  their  own  in  narcotics 
control.  The  United  States  must  cut  off  most  forms  of  assistance  to  those  countries 
that  have  not  been  certified  and  vote  against  their  requests  for  loans  from  multilat- 
eral development  banks.  For  countries  found  not  to  be  fully  cooperating,  the  Presi- 
dent may  grant  certification  if  imposing  these  sanctions  would  threaten  the  vital  in- 
terests of  the  United  States. 

This  year,  10  of  26  countries  were  either  decertified  or  were  granted  only  a  na- 
tional interest  certification.  More  countries  than  ever  have  been  placed  in  these  cat- 
egories. It  is  also  double  the  number  so  categorized  every  year  since  1990.  Among 
these  are  not  just  pariah  nations,  but  also  countries  with  which  we  have  strong  bi- 
lateral relations. 

•  Three  countries — Nigeria,  Bolivia,  and  Peru — had  never  received  anything 
less  than  full  certification.  Nigeria  was  denied  certification  for  failing  to  take 
satisfactory  action  to  curb  blatant  corruption  and  trafficking.  Bolivia  and  Peru 
did  not  meet  the  requirements  for  full  certification  primarily  for  their  insuffi- 
cient steps  to  attack  coca  cultivation,  but  they  were  granted  national  interest 
certifications. 

•  Two  countries — Panama  and  Laos — which  had  once  been  denied  certifi- 
cation but  had  been  fully  certified  in  recent  years,  have  been  given  national  in- 
terest certifications.  Panama  has  failed  to  address  squarely  its  money  launder- 
ing role,  the  most  critical  drug  control  problem  in  the  country.  Laos  has  not 
been  responsive  to  information-sharing  requests,  nor  has  it  successfully  sus- 
tained pressure  to  reduce  opium  production. 

•  Of  the  remaining  five  countries,  we  gave  national  interest  certifications  to 
Afghanistan  and  Lebanon  because  it  is  in  our  vital  interest  that  they  continue 
to  receive  economic  or  military  assistance.  We  continued  to  deny  certification  to 
Burma,  Iran,  and  Syria. 

I  can  assure  you,  these  were  difficult  decisions.  They  took  into  account  a  number 
of  important  U.S.  foreign  policy  interests.  The  fact,  however,  that  the  President  de- 
cided not  to  certify  fully  so  many  countries,  including  several  that  had  never  before 
faced  decertification,  sends  powerful  narcotics  control  messages  to  foreign  and  do- 
mestic audiences  alike: 

•  International  narcotics  control  is  a  key  foreign  policy  concern  that  the  U.S. 
will  put  ahead  of  other  bilateral  interests  if  necessary. 

•  We  will  no  longer  coddle  weak  excuses  for  inaction;  countries  know  what 
we  expect,  it  is  their  choice  to  challenge  our  resolve. 

•  We  expect  concrete  results.  After  years  of  supplying  assistance  and  build- 
ing institutions,  we  now  expect  key  drug  countries  to  be  responsible  for  their 
own  antidrug  programs. 

•  We  are  going  to  cut  waste  from  global  drug  control  programs.  If  assistance 
is  not  being  used  effectively,  it  will  be  shifted  elsewhere. 

•  Many  countries  where  we  have  important  narcotics  bilateral  interests  will 
be  electing  new  governments  soon;  they  should  put  narcotics  control  at  the  top 
of  their  agendas  with  us. 

We  want  this  to  be  an  effective  step  toward  securing  greater  international  narcot- 
ics control  cooperation.  I  believe  it  will  be.  In  fact,  I  have  a  simple  message  for  the 
governments  of  the  world,  the  American  people,  and  the  Congress:  From  this  day 
on,  narcotics  certification  is  an  honest  process. 

We  obviously  would  prefer  to  make  substantive  progress  through  cooperative  rela- 
tionships rather  than  impose  sanctions  owing  to  a  lack  of  cooperation.  Nevertheless, 
this  certification  decision  has  given  our  foreign  counternarcotics  policy  stronger 
credibility.  It  is  important  to  sustain  this  momentum.  I  intend  to  begin  exploring 
soon,  in  Washington  and  at  posts  abroad,  improved  ways  of  keeping  the  attention 
of  key  drug  countries  focused  on  achieving  concrete  narcotics  control  goals.  I  wel- 
come a  dialogue  with  this  Committee  on  how  the  Legislative  and  Executive 
Branches  can  do  this  most  effectively. 
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INTERNATIONAL  CRIME 

While  traveling  as  the  new  INM  Assistant  Secretary  in  Asia  and  elsewhere,  I 
have  been  struck  by  the  seriousness  of  the  global  crime  problem  and  the  need  to 
develop  a  better  international  response  to  it.  The  Secretary  of  State  decided  last 
year  to  include  an  International  Criminal  Justice  Office  in  my  bureau  at  a  time 
when  the  United  States  faced  a  growing  Chinese  alien  smuggling  problem.  In  the 
process  of  successfully  addressing  this  threat,  we  reached  two  important  conclu- 
sions: the  overall  international  organized  crime  threat  to  our  interests  is  more  seri- 
ous than  we  had  assumed,  and  the  State  Department  has  a  key  role  to  play  in  orga- 
nizing the  U.S.  Government's  international  response.  Accordingly,  we  are  requesting 
a  $4,756  million  budget  for  this  office  in  FY  95. 

There  is  still  much  that  we  do  not  know  about  the  international  organized  crime 
threat,  but  what  we  do  know  is  alarming.  We  see  traditional  crime  syndicates  ex- 
panding efforts  to  associate  with  criminarcounterparts  across  the  globe,  moves  that 
extend  their  reach,  diversify  their  base,  and  make  them  increasingly  invulnerable 
to  local  law  enforcement  efforts.  The  evolving  relationship  between  the  Italian 
Mafia,  Russian  organized  crime,  and  the  Colombian  cocaine  cartels  is  a  case  in 
point.  The  diversification  of  criminal  networks  into  a  wide  range  of  contraband,  such 
as  narcotics,  alien,  and  weapons  smuggling,  is  another  concern.  We  note  the  growth 
and  increasing  sophistication  of  illicit  service  industries"  that  help  run  the  business 
end  of  organized  crime  operations  such  as  money  laundering  and  document  forgery. 
And  finally,  as  we  look  to  Russia,  we  are  increasingly  concerned  about  the  ability 
of  powerful  crime  networks  to  subvert  emerging  democracies  and  free-market  econo- 
mies by  imposing  their  own  ruthless  brand  oi  control  over  honest  businesses  and 
citizens. 

Organized  crime's  ability  to  operate  with  virtual  impunity  in  many  countries  is 
a  direct  threat  to  the  United  States.  These  groups  jeopardize  the  ability  of  Ameri- 
cans to  do  business  abroad.  Operations  directed  against  Americans,  their  busi- 
nesses, and  their  foreign  business  partners  or  entities  result  in  injury  or  loss  of  life, 
degradation  of  profits,  restriction  of  trade,  and  they  discourage  new  ventures.  From 
secure  foreign  bases,  international  criminal  organizations  can  safely  aim  their  oper- 
ations at  the  United  States. 

We  want  to  build  greater  cooperation  among  nations  to  eliminate  organized  crimi- 
nal groups,  strengthen  law  enforcement  institutions  in  newly  emerging  democracies, 
and  improve  efforts  in  the  UN  and  other  international  institutions  to  combat  orga- 
nized crime.  Last  January,  I  led  an  interagency  delegation  to  China  and  Southeast 
Asia  to  forge  new  cooperative  ties  between  U.S.  and  Asian  law  enforcement  agencies 
to  address  international  crime.  I  know  from  my  talks  last  week  with  officials  in 
Prague  and  Vienna  that,  working  with  domestic  law  enforcement  agencies  and  our 
European  allies,  we  must  address  the  organized  crime  threat  to  economic  and  politi- 
cal reforms  in  Eastern  Europe  and  Russia. 

Most  of  the  funding  for  this  program  will  be  used  to  train  law  enforcement  per- 
sonnel, including  investigators  and  prosecutors,  in  support  of  building  democratic  in- 
stitutions through  judicial  reform  and  rule  of  law  policies  and  programs  worldwide. 
Our  assistance  is  designed  to  complement  that  already  being  provided  by  the  U.S. 
Government,  other  countries,  and  international  organizations.  The  new  office  has  al- 
ready arranged  for  the  Department  of  Justice  (IClTAP)  to  provide  training  in  sup- 
port of  the  United  Nations  program  in  Somalia  to  re-establish  the  Somali  police.  We 
intend  to  focus  new  resources  on  filling  the  gaps  in  training  in  Eastern  Europe,  Rus- 
sia, the  Caribbean,  and  East  Asia. 

CONCLUSION 

Let  me  conclude,  Mr.  Chairman,  by  acknowledging  the  frustration  many  of  you 
have  had  about  the  effectiveness  of  our  past  counternarcotics  efforts.  I  do  not  pre- 
tend that  there  is  an  easy  solution  to  this  problem.  Nor  am  I  here  to  say  everything 
we  have  done  in  the  past  has  failed.  Indeed,  all  of  us  who  have  stuck  with  this  chal- 
lenge have  significant  accomplishments  to  our  credit. 

Just  in  the  past  year  we  have  achieved  several  important  breakthroughs  in  at- 
tacking the  drug  cartels  in  Latin  America.  Pablo  Escobar — the  last  of  the  Medellin 
kingpins — is  dead.  His  demise  occurred  not  only  because  of  outstanding  work  by  the 
Colombian  police,  but  also  because,  in  the  end,  he  had  nowhere  to  flee — inter- 
national concern  had  made  him  a  virtual  prisoner  in  his  own  country.  The  leader- 
ship of  the  Cali  cartel,  for  all  the  trouble  they  are  causing  us,  is  in  the  same  situa- 
tion and,  I  believe,  destined  to  meet  a  similar  fate.  "El  Vaticano,"  Peru's  most  noto- 
rious kingpin,  was  arrested  in  Colombia,  extradited  to  Peru,  and  is  now  serving  a 
life  sentence.  Other  kingpins  and  their  organizations  are  under  unprecedented  pres- 
sure in  Bolivia,  Ecuador,  and  Mexico.  The  combination  of  record  worldwide  cocaine 
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seizures  in  recent  years  and  declining  coca  cultivation  in  Peru,  even  if  due  mostly 
to  natural  causes,  has  cut  into  much  of  the  surplus  production  that  characterized 
the  trade  in  the  late  1980s  and  early  1990s.  Of  course,  the  industry  has  already  re- 
sponded by  starting  new  cultivations,  but  for  now  supplies  are  pinched  like  never 
before. 

I  am  here  to  say  that  the  stakes  in  terms  of  America's  security  and  welfare  are 
too  high  for  us  to  abandon  or  disengage  from  the  international  narcotics  control  ef- 
fort. The  President  has  decided  to  shift  our  focus  and  alter  our  approach.  The  in- 
creasingly dangerous  nature  of  the  threat,  new  opportunities,  and  current  funding 
realities  require  it.  We  have  found  a  way  to  make  this  shift  that  does  more  than 
simply  sustain  the  pressure  on  the  global  narcotics  trade.  Indeed,  our  new  strategy 
attacks  at  the  criminal,  economic,  and  political  heart  of  the  trade  and  raises  the 
stakes  against  everyone  who  opposes  or  obstructs  international  narcotics  control 
progress.  We  have  built  this  strategy  on  lessons  learned  over  the  past  two  decades. 
We  riave  enough  evidence  to  know  that  it  can  work  if  given  time  and  support,  and 
that  the  consequences  are  dire  if  it  is  allowed  to  fail. 

I  look  forward  to  working  closely  with  the  Members  of  this  Committee  in  imple- 
menting this  new  strategy. 

Senator  Kerry.  Thank  you  very  much,  Mr.  Ambassador.  Ms. 
Harris. 

STATEMENT  OF  HON.  JO  ANN  HARRIS,  ASSISTANT  ATTORNEY 
GENERAL,  CRIMINAL  DIVISION,  DEPARTMENT  OF  JUSTICE 

Ms.  Harris.  With  your  permission,  I  ask  that  my  written  state- 
ment be  received  by  the  subcommittee  in  its  entirety,  and  that  I 
be  permitted  also  to  briefly  summarize. 

Senator  Kerry.  Without  objection,  so  ordered. 

Ms.  Harris.  Mr.  Chairman,  I  would  like  to  focus  on  two  issues 
among  many  of  the  concerns  of  your  subcommittee  and  the  Depart- 
ment of  Justice.  The  first  issue  is  the  proposed  Panamanian  mu- 
tual legal  assistance  treaty,  which  we  will  call  the  MLAT.  And  sec- 
ond, the  background  and  present  status  of  the  U.S.-Colombian  evi- 
dence sharing  project. 

You  have  asked  that  we  provide  an  assessment  of  the  value  of 
the  proposed  U.S. -Panamanian  MLAT  in  light  of  the  current  condi- 
tions in  Panama.  Briefly  put,  it  is  the  Department's  view  that  the 
situation  in  Panama,  particularly  the  apparent  continuation  of 
Panama's  role  as  a  primary  money  laundering  center  in  the  region, 
only  underscores  the  reason  for  and  a  need  for  the  expeditious  ap- 
proval of  an  MLAT  with  Panama. 

Panama  remains  a  jurisdiction  of  choice  for  the  deposit,  transfer, 
and  shipment  of  illegally  derived  monies,  and  its  continuing  posi- 
tion as  a  pivot  point  for  the  transit  of  illegal  funds  from  narcotics 
trafficking  and,  I  must  say,  other  profit-generating  crime,  has  been 
clearly  and  consistently  documented  by  U.S.  law  enforcement  au- 
thorities in  case  after  case. 

And  it  is  precisely  because  of  this  situation  that  the  Department 
strongly  supports  the  MLAT's  prompt  ratification.  Without  it,  we 
have  very  limited  access  to  legal  assistance  and  evidence  in  Pan- 
ama. Panama's  Law  23  that  was  passed,  I  think,  in  1986,  does  per- 
mit Panamanian  officials  to  provide  information  when  requested  by 
foreign  authorities,  but  it  applies  only  to  drug  and  drug  money 
laundering  offenses.  It  does  not  provide  access  to  witness  inter- 
views and  depositions,  and  it  has  been  subject  to  distinctly  dif- 
ferent interpretations  and  applications  by  Panama. 

The  Department  believes  that  the  MLAT's  implementation  will 
give  U.S.  authorities  an  instrument  for  much-needed  access  to  in- 


34 

formation  and  evidence  in  Panama,  and  that  this  information  is 
likely  to  prove  significant  in  both  national  and  international  efforts 
against  money  laundering,  its  underlying  crimes,  including  drug 
trafficking,  and  other  crimes. 

Mr.  Chairman,  if  I  may  just  speak  briefly  about  money  launder- 
ing in  particular.  It  is  an  insidious  crime  that  undermines  the 
world's  financial  systems,  indeed  the  economies  of  the  world.  An  ef- 
fective strategy  to  combat  any  form  of  money  laundering,  whether 
the  laundering  is  of  white  collar,  narcotic,  or  nonnarcotic  proceeds, 
must  recognize  that  while  the  degree  of  sophistication  and  organi- 
zation may  differ,  the  principal  method  by  which  the  laundering  it- 
self occurs  remains  the  same.  A  strategy  to  attack  money  launder- 
ing must  be  one  that  is  coordinated,  flexible,  and  multidisciplinary 
in  nature,  and  international  in  scope.  We  are  committed  to  such  an 
approach.  The  proposed  Panama  MLAT  will  aid  in  this  work. 

Let  me  add  that  we  do  not  view  ratification  of  the  MLAT  as  some 
sort  of  reward  for  Panama.  Rather,  it  is  a  potentially  vital  legal 
tool  for  fighting  money  laundering  in  Panama  and  elsewhere.  It 
will  also  give  us  a  realistic  means  of  assessing  Panama's  future 
level  of  commitment  to  international  cooperation  in  law  enforce- 
ment initiatives  against  narcotics  trafficking,  money  laundering, 
and  other  transnational  criminal  activity.  In  short,  we  will  know 
about  their  cooperation  because  under  the  MLAT  we  can  make  re- 
quests and  document  what  we  are  looking  for  and  their  response. 

Let  me  turn  briefly  to  Colombia.  In  recent  public  presentations, 
both  here  and  in  Colombia,  Dr.  Gustavo  de  Greiff,  the  Colombian 
prosecutor  general,  has  said  that  the  international  drug  control  ef- 
fort failed  largely  because  the  consuming  nations  have  been  unable 
or  unwilling  to  control  domestic  demand.  He  has  urged  decrimi- 
nalization of  possession  and  use  of  illicit  drugs  and  even  advocated 
the  legalization  of  trafficking  as  a  way  to  reduce  the  profit  motive. 

Colombia's  President  Gaviria  has  repeatedly  said  that  he  dis- 
agrees with  Dr.  de  Greiff  s  outrageous  positions  and  that  they  are 
not  policies  or  pronouncements  of  the  Government  of  Colombia. 
Nevertheless,  Dr.  de  Greiffs  public  statements  have  jeopardized 
the  continued  effectiveness  of  the  U.S.-Colombian  evidence  sharing 
project,  particularly  in  view  of  his  position  in  the  Government  of 
Colombia  and  his  recent  secret  negotiations  with  Cali  Cartel  lead- 
ers. 

As  you  are  aware,  in  response  to  trafficker-sponsored  violence, 
President  Gaviria,  who  was  elected  in  1990,  promised  to  end  extra- 
dition of  Colombian  traffickers  to  the  United  States.  A  new  Colom- 
bian Constitution  which  took  effect  in  July  of  1991  prohibits  the  ex- 
tradition of  Colombian  nationals.  Anticipating  this  ban,  the  Gov- 
ernment of  Colombia  issued  a  series  of  so-called  state  of  siege  de- 
crees which  provided  that  traffickers  who  surrendered  and  con- 
fessed to  trafficking-related  offenses  would  not  be  extradited  and 
would  be  afforded  generous  sentence  reductions. 

Simultaneously,  the  Colombian  judicial  system  was  reformed, 
converting  a  traditional  inquisitorial  system  to  an  accusatorial  sys- 
tem much  closer  to  our  own.  I  give  you  this  background  to  talk 
about  our  evidence  sharing  project.  Of  importance  was  the  creation, 
in  that  connection,  of  the  position  of  the  Fiscal  General  de  la 
Nacion.  That  is  the  prosecutor  general  of  the  nation  and  the  pros- 
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editor's  office  responsible  for  prosecuting  drug  traffickers  and  ter- 
rorists. 

At  that  point  in  early  1991,  we  recognized  both  that  Colombia's 
ban  on  extradition  of  its  nationals  diminished  the  prospects  for 
U.S.  prosecutions  of  cartel  leaders  and,  two,  that  their  investiga- 
tion and  effective  prosecution  was  beyond  the  capability  of  the 
fledgling  Colombian  justice  system.  Moreover,  the  Colombian 
courts  and  investigative  agencies  had  no  reliable  records  or  useable 
evidence  against  these  Colombian  nationals  who  had  worked  at 
their  illicit  trade  for  so  many  years  from  within  Colombia. 

Of  particular  concern  to  us  were  those  traffickers  who,  under  the 
state  of  siege  decrees,  would  avoid  extradition  by  surrendering  to 
the  Colombians.  Among  them  were  some  of  the  most  notorious 
members  of  the  MedelTin  Cartel,  Pablo  Escobar  and  the  Ochoa 
brothers.  Therefore,  in  February  of  1991,  U.S.  and  Colombian  offi- 
cials reached  an  understanding  on  the  conditions  under  which  we 
would  make  available  to  them  evidence  from  United  States  inves- 
tigation and  prosecutions  relating  to  the  surrendering  traffickers, 
and  we  began  the  U.S. -Colombian  evidence  sharing  project. 

This  project  was  expanded  to  include  not  only  the  surrenderees, 
but  also  those  Colombian  nationals  who  were  in  Colombian  custody 
pending  extradition  to  the  United  States  at  the  time  the  constitu- 
tional ban  on  extradition  went  into  effect,  the  so-called 
extraditables.  And  more  recently  we  further  expanded  the  evidence 
sharing  project  to  include  cases  involving  other  notorious  Colom- 
bian traffickers  against  whom  the  U.S.  possesses  evidence,  such  as 
the  Cali  Cartel  leadership. 

To  date,  the  United  States  has  responded  to  requests  for  assist- 
ance from  Colombian  authorities  in  approximately  50  cases  relating 
to  124  different  individuals.  We  have  provided  comprehensive  evi- 
dence packages  pertaining  to  37  Colombian  traffickers,  including 
the  principal  leaders  of  the  Medellin  Cartel  and  several  kingpins 
who  have  been  linked  to  the  Cali  Cartel. 

The  documentary  evidence  we  have  provided  has  been  the  kind 
on  which  U.S.  prosecutors  regularly  achieve  drug  trafficking  convic- 
tions. We  have  also  made  it  possible  for  Colombian  authorities  to 
acquire  direct  witness  testimony  by  arranging  depositions  in  the 
United  States  at  which  Colombian  prosecutors  question  U.S.  law 
enforcement  agents  and  other  people,  some  of  whom  are  protected 
witnesses. 

Initially,  I  must  say  the  results  of  cases  prosecuted  in  Colombia 
were  disappointing.  In  some,  charges  were  dismissed  or  defendants 
acquitted  inexplicably.  Those  who  were  sentenced  received,  largely, 
automatic  reductions  under  Colombian  law.  Although  the  prosecu- 
tor general's  office  publicly  blamed  its  failures  on  the  U.S.  Govern- 
ment's reluctance  in  supplying  evidence,  in  face  to  face  meetings 
Dr.  de  Greiff  could  cite  no  specific  shortcomings.  Although  U.S. 
supplied  evidence  was  only  to  supplement  evidence  developed  by 
Colombian  prosecutors,  often  we  found  the  entire  Colombian  cases 
against  the  Colombian  traffickers  for  offenses  committed  in  Colom- 
bia have  seemed  to  rest  solely  on  the  evidence  supplied  by  us. 

After  our  initial  experience  with  the  evidence  sharing  project,  we 
conducted  a  seminar.  That  is,  the  Department  of  Justice  conducted 
a  seminar  for  Colombian  prosecutors  in  May  of  1993.  After  that 
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seminar,  the  U.S.-Colombian  evidence  sharing  project  achieved 
greater  successes.  Sentences  in  prosecutions  in  Colombia  were 
more  appropriately  reflecting  the  offenses  that  were  charged. 

But  I  must  tell  you,  recently  things  have  changed.  Our  con- 
fidence in  the  Colombian  legal  system  has  once  again  been  under- 
cut when  sentencings  of  the  Medellin  Cartel  leadership  were  inap- 
propriately lenient,  and  upper  echelon  traffickers  received  lighter 
sentences  than  their  less  culpable  underlings.  And  most  signifi- 
cantly, most  significantly,  at  no  time  have  the  traffickers  oeen 
forced  to  disgorge  their  ill  gotten  gains. 

A  little  more  background  and  I  will  finish  my  summary.  In  No- 
vember of  1993,  the  Colombian  criminal  procedure  code  was  re- 
vised permitting  greater  or  lesser  reductions  in  sentences  at  the 
recommendation  of  the  prosecutor  general,  who,  by  the  way,  is  not 
affiliated  with  the  executive  of  the  Colombian  Government,  but  is 
independent  from  the  executive  of  the  Colombian  Government.  This 
new  procedural  code  allows  an  individual  to  present  himself  to  the 
prosecutor  general  and  demand  to  be  confronted  with  any  charges 
against  him. 

If  charges  are  not  entered  and  proved  within  a  given  deadline, 
the  individual  is  given  an  effective  grant  of  immunity  spanning 
some  undefined  term.  Even  more  worrisome  is  the  fact  that  testi- 
mony can  no  longer  be  taken  anonymously.  This  may  require  the 
prosecutor  general  to  identify  to  the  traffickers  witnesses  who  have 
previously  testified  in  depositions  in  the  United  States  under  Co- 
lombian promises  that  their  identities  would  be  kept  secret. 

Most  disturbing  of  all,  however,  has  been  the  behavior  of  the 
prosecutor  general  himself,  Dr.  de  Greiff.  As  I  noted  before,  he  has 
publicly  stated  his  conclusion  that  the  international  drug  control  ef- 
fort has  failed,  and  he  has  urged  decriminalization.  In  separate 
meetings  with  U.S.  representatives  in  January  and  February,  de 
Greiff  agreed  to  consult  with  us,  that  is  with  the  United  States,  be- 
fore entering  into  plea  negotiations  in  any  case  in  which  the  United 
States  had  provided  or  was  being  asked  to  provide  substantial  evi- 
dence. He  failed,  however,  at  that  time,  to  disclose  that,  at  or  about 
that  very  same  time  he  was  personally  meeting  with  several  lead- 
ers of  the  Cali  Cartel  and  that  he  was  actively  engaged  in  negotiat- 
ing their  surrenders  and  pleas. 

From  reports  of  those  negotiations  and  from  the  traffickers  ap- 
proaches to  United  States  authorities,  they  have  tried — and  I  want 
to  underline  that  every  overture  to  United  States  authorities  has 
been  rejected.  But  from  the  reports  that  we  have  received  from  the 
negotiations  of  Dr.  de  Greiff,  it  is  clear  that  the  Cali  leaders  are 
primarily  worried  about  the  availability  and  strength  of  U.S.  evi- 
dence and  our  commitment  to  pursue  these  international  felons. 

Also,  I  must  note  that  only  a  few  weeks  ago  Dr.  de  Greiff  seri- 
ously breached  international  protocol  by  communicating  directly  to 
the  presiding  judge  regarding  the  substance  of  a  case  in  a  major 
United  States  prosecution  of  a  Colombian  national  charged  with  ex- 
tremely grave  offenses  in  this  country. 

We  in  the  Department  of  Justice  are  committed  to  supporting  Co- 
lombia in  its  struggle  to  bring  the  drug  kingpins  to  justice,  but  we 
must  question  Dr.  de  Greiff  s  resolve  and  his  intention  to  use  Unit- 
ed States  provided  evidence  aggressively  to  prosecute  these  major 


37 

traffickers  who  have  caused  irreparable  harm  to  the  citizens  bf  the 
United  States  and  Colombia. 

The  U.S.  Government  will  continue  to  provide  appropriate  advice 
and  assistance  to  Colombian  law  enforcement  authorities  through 
traditional  law  enforcement  channels.  We  cannot,  however,  under 
the  circumstances,  make  witnesses  available  unless  Colombia  takes 
reasonable  steps  to  assure  the  security  and  safety  of  these  wit- 
nesses and  their  families.  We  cannot  provide  U.S.  evidence  to  be 
compromised  in  lenient  plea  bargains  and  deals  in  which  the  car- 
tels' illicit  fortunes  remain  intact. 

We  cannot  provide  U.S.  evidence  unless  the  fiscal  general,  the 

Erosecutor  general,  consults  with  us  in  cases  in  which  evidence  has 
een  provided  by  us,  on  decisions  that  will  affect  both  of  our  inter- 
ests. Dr.  de  Greiff  s  policies,  if  they  continue,  will  produce  inappro- 
priate minimum  sentences  for  some  of  the  world's  major  narcotics 
traffickers,  permitting  their  organizations  to  remain  in  place  and 
their  enormous  fortunes  to  remain  untouched.  In  short,  under 
those  policies  the  cartels'  illicit  trade  will  simply  continue 
unabated,  and  we  are  very  concerned  about  it. 
Thank  you,  Mr.  Chairman. 
[The  prepared  statement  of  Ms.  Harris  follows:] 

Prepared  Statement  of  Jo  Ann  Harris 

Mr.  Chairman,  members  of  the  Subcommittee,  I  am  pleased  to  appear  before  you 
this  morning.  Indeed,  I  want  to  thank  the  subcommittee  for  giving  me  and  other 
representatives  of  the  executive  branch  the  opportunity  speak  about  the  Clinton  ad- 
ministration's commitment  to  dealing  with  the  range  o*  threats  posed  to  our  na- 
tional interest  by  international  crime. 

Because  the  subcommittee  will  later  hear  testimony  from  Mr.  John  Coleman  of 
the  Drug  Enforcement  Administration,  and  from  Mr.  James  Frier  of  the  Federal  bu- 
reau of  Investigation,  my  testimony  today  will  focus  on  matters  related  to  Colombia 
and  Panama.  Messrs.  Coleman  and  Frier  will  discuss  other  issues  in  detail. 

Mr.  Chairman,  one  of  the  most  important  lessons  of  my  tenure  at  the  Department 
of  Justice  has  been  the  influence  of  international  criminal  organizations  both  here 
and  overseas.  We  have  long  known  of  the  power  of  traditional  Italian  organized 
crime  groups,  such  as  the  Sicilian  Mafia,  within  Italy  and  their  reach  into  this  coun- 
try. We  are  painfully  aware  of  the  enormous  strength  of  the  Colombian  cartels.  They 
have  murdered  untold  numbers  in  Colombia  over  the  years,  and  every  day,  claim 
more  and  more  victims  in  the  United  States. 

But  that  is  not  all.  We  are  seeing  an  enormous  growth  in  the  power  of  Asian  orga- 
nized crime,  elements  of  which  engage  in  activities  that  include  smuggling  heroin 
and  smuggling  human  beings.  And  in  the  wake  of  the  Soviet  Union's  collapse,  orga- 
nized crime  is  flourishing  in  Russia  and  others  of  the  Newly  Independent  States, 
where  the  legal  systems  cannot  cope  with  rapid  social  and  economic  change.  In 
short,  crime  is  a  problem  for  us  in  all  corners  of  the  globe. 

Permit  me,  Mr.  Chairman,  to  speak  briefly  about  money  laundering,  an  insidious 
crime  which  undermines  the  world's  financial  system.  An  effective  strategy  to  com- 
bat any  form  of  money  laundering,  whether  the  laundering  be  of  white  collar,  nar- 
cotic or  nonnarcotic  proceeds,  must  recognize  that,  while  the  degree  of  sophistication 
and  organization  may  differ,  the  principal  methods  by  which  the  laundering  itself 
occurs  remains  the  same.  According  to  law  enforcement  and  the  Financial  Action 
Task  Force  (FATF),  few  novel  methods  of  money  laundering  are  emerging,  but  exist- 
ing methods  are  becoming  increasingly  sophisticated.  Thus,  a  strategy  to  attack 
money  laundering  of  any  stripe  must  be  part  of  a  coordinated  strategy  against  all 
forms  of  money  laundering. 

The  strategy  must  be  interagency,  multidisciplinary,  and  international.  It  must 
address  critical  issues,  including  jurisdictional  questions  among  agencies  and  the 
collection  and  sharing  of  information  between  the  intelligence  community,  law  en- 
forcement and  financial  regulators.  The  strategy  must  also  be  flexible,  recognizing 
regional  variations  in  the  way  money  is  laundered  and  the  differences  in  our  ability 
to  collect  intelligence,  recruit  informants,  and  influence  governments  and  financial 
sectors.  We  are  committed  to  such  an  approach. 
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Mr.  Chairman,  you  have  asked  that  we  provide  an  assessment  of  the  value  of  the 
proposed  U.S. -Panama  Mutual  Legal  Assistance  Treaty  (MLAT)  in  light  of  the  cur- 
rent conditions  in  Panama.  Succinctly  put,  it  is  the  Department's  view  that  the  situ- 
ation in  Panama,  particularly  the  apparent  continuation  of  Panama's  history  as  a 
Srimary  money  laundering  center  in  the  region,  only  underscores  the  need  for  expe- 
itiou  s  approval  of  that  MLAT. 

This  year's  International  Narcotics  Control  Strategy  Report  (INCSR)  on  Panama 
paints  a  bleak,  but  realistic  picture  of  Panama's  lack  of  positive  action  to  enact  and 
enforce  strict  anti-money  laundering  measures.  Panama  remains  a  jurisdiction  of 
choice  for  the  deposit,  transfer,  and  shipment  of  illegally -derived  monies;  and  its 
continuing  position  as  a  pivot  point  for  the  transit  of  illicit  funds  from  narcotics  traf- 
ficking and  other  profit-generating  crime  has  been  clearly  and  consistently  docu- 
mented by  U.S.  law  enforcement  authorities  in  case  after  case. 

But  it  is  precisely  because  of  this  situation  that  the  Department  strongly  supports 
the  MLATs  prompt  ratification.  Without  it,  U.S.  authorities  have  very  limited  ac- 
cess to  legal  assistance  and  evidence  in  Panama.  Historically,  Panama  has  not 
viewed  letters  rogatory  as  cognizable  legal  mechanisms  for  assistance  in  criminal 
matters.  Panamas  Thaw  23  of  December  31,  1986,  does  permit  Panamanian  officials 
to  provide  information  when  requested  by  foreign  authorities,  but  it  applies  only  to 
drug  and  drug  money  laundering  offenses;  moreover,  it  has  been  subject  to  distinctly 
different  interpretations  and  applications  by  Panama. 

Although  Law  23  has  proved  adequate  in  some  cases,  its  time-consuming  process 
and  the  lack  of  continuity  in  procedure  and  application  have  proven  frustrating  and, 
at  times,  have  nullified  the  usefulness  of  any  information  ultimately  produced. 
Moreover,  it  does  not  give  us  access  to  witness  interviews  and  depositions  in  Pan- 
ama, nor  have  procedures  for  producing  evidence  in  an  admissible  form;  and,  as  in- 
dicated earlier,  it  provides  no  help  whatsoever  in  criminal  matters  unrelated  to 
drugs. 

The  MLAT,  on  the  other  hand,  will  create  procedures,  obligations,  and  channels 
of  direct  communication  that  have  not  previously  existed  between  Panama  and  the 
United  States.  It  will  apply  to  the  full  panoply  of  conduct  criminalized  by  the  laws 
of  both  countries,  save  only  "pure  tax"  crimes.  We  will  have  a  mechanism  to  procure 
evidence  authenticated  in  a  manner  that  will  facilitate  its  admission  at  trial  and 
will  have  a  legal  basis  to  take  depositions  in  Panama  of  witnesses  unwilling  or  un- 
able to  testify  here.  This  MLAT  also  has  unique  specific  provisions  enabling  us  to 
use  it  as  a  means  of  obtaining  currency  transaction  information  (on  transactions  in 
amounts  in  excess  of  $10,000)  maintained  by  or  accessible  to  the  Government  of 
Panama. 

In  short,  the  Department  believes  the  MLATs  implementation  will  give  U.S.  au- 
thorities an  instrument  for  much-needed  access  to  information  and  evidence  in  Pan- 
ama that  is  likely  to  prove  significant  in  both  national  and  international  efforts 
against  money  laundering  and  its  underlying  crimes.  We  understand  that  some 
members  of  the  Subcommittee  may  worry  that  information  we  provide  Panamanian 
authorities  under  the  MLAT  could  fall  into  the  hands  of  individuals  who  would 
make  improper  or  illegal  use  of  it.  The  Department  is  fully  aware  of  reports  and 
allegations  of  corruption,  stemming  from  involvement  in  the  narcotics  trade  and 
money  laundering.  We  will  not  disclose  sensitive  information  unless  we  are  certain 
it  will  be  used  properly;  we  will  do  everything  necessary  to  maintain  the  integrity 
of  our  cases. 

Thet  me  add  that  we  do  not  view  ratification  as  some  sort  of  reward  to  Panama; 
rather,  it  is  a  potentially  vital  legal  tool  for  fighting  money  laundering  in  Panama 
and  elsewhere.  It  will  also  give  us  a  realistic  means  of  assessing  Panama's  future 
level  of  commitment  to  international  cooperation  in  law  enforcement  initiatives 
against  narcotics  trafficking,  money  laundering,  and  other  transnational  criminal 
activity. 

Mr.  Chairman,  let  me  now  turn  to  recent  developments  in  the  Republic  of  Colom- 
bia relating  to  international  drug  trafficking.  In  recent  public  presentations  both 
here  and  in  Colombia,  Dr.  Gustavo  de  Greiff,  the  Colombian  Prosecutor  General,  has 
said  that  the  international  drug  control  effort  has  failed,  largely  because  the  con- 
suming nations  have  been  unable  or  unwilling  to  control  domestic  demand.  He  has 
espoused  decriminalization  of  possession  and  use  of  illicit  drugs,  and  has  even  advo- 
cated legalization  of  trafficking  as  a  way  to  reduce  the  profit  motive. 

Colombia's  President  Gaviria  has  repeatedly  said  that  he  disagrees  with  Dr.  de 
Greiff  s  outrageous  positions  and  that  they  are  not  policies  or  pronouncements  of  the 
Government  of  Colombia.  Nevertheless,  Dr.  de  Greiff  s  public  statements  jeopardize 
the  continued  effectiveness  of  the  U.SyColombian  Evidence  Sharing  Project,  particu- 
larly in  view  of  his  position  in  the  Government  of  Colombia  and  his  secret  negotia- 
tions with  Cali  cartel  leaders. 


39 

As  you  are  aware,  in  response  to  trafficker-sponsored  violence,  related  to  extra- 
dition of  Colombian  nationals,  Colombia  adopted  a  new  Constitution  in  July  1991, 
which  prohibits  the  extradition  of  Colombians.  Anticipating  this  ban,  the  Govern- 
ment of  Colombia  issued  a  series  of  so-called  "state  of  siege  decrees  which  provided 
that  traffickers  who  surrendered  and  confessed  to  trafficking-reiated  offenses  would 
not  be  extradited  and  would  be  afforded  generous  sentence  reductions. 

In  1991,  Colombia  adopted  judicial  reform  legislation  that  became  effective  in  July 
1992;  it  largely  converted  the  Colombian  system  from  an  "inquisitorial"  system,  to 
an  "accusatorial"  system  more  similar  to  our  own.  Of  importance  was  creation  of  the 
position  of  Fiscal  General  de  la  Nacion  (Prosecutor  General  of  the  Nation)  and  of 
the  Fiscal'8  office,  the  Fiscalia,  which  is  responsible  for  prosecuting  drug  traffickers 
and  terrorists.  The  term  of  Dr.  de  Greiff,  the  first  Fiscal  General,  expires  in  1996. 

Though  we  are  accustomed  to  the  prosecutorial  authority  residing  in  the  executive 
branch,  the  Colombian  Fiscalia  is  part  of  the  independent  judiciary.  Thus,  the  Fiscal 
General  is  not  accountable  to  President  Gaviria's  administration. 

La  early  1991,  we  recognized  both  that  Colombia's  ban  on  extradition  of  its  nation- 
als diminished  the  prospects  for  U.S.  prosecutions  of  cartel  leaders  and  that  their 
investigation  and  effective  prosecution  was  beyond  the  capability  of  the  fledgling  Co- 
lombian justice  system.  Moreover,  the  Colombian  courts  and  investigative  agencies 
had  no  reliable  records  or  usable  evidence  against  these  Colombian  nationals  who 
had  plied  their  illicit  trade  for  so  many  years  from  within  Colombia. 

Oi  particular  concern  to  us  were  those  traffickers  who,  under  the  "state  of  siege" 
decrees,  would  avoid  extradition  by  surrendering  to  Colombian  authorities.  Among 
them  were  some  of  the  most  notorious  members  of  the  Medellin  Cartel — Pablo 
Escobar  and  the  Ochoa  brothers.  Therefore,  in  February  1991,  U.S.  and  Colombian 
officials  reached  an  understanding  on  the  conditions  under  which  we  would  make 
available  evidence  from  U.S.  investigations  and  prosecutions  on  the  surrendering 
traffickers.  That  understanding,  in  a  document  we  have  called  the  Declaration  of 
Intent  (DOI),  began  the  U.SyColombia  Evidence  Sharing  Project. 

The  DOI  has  helped  us  establish  regular  communication  channels  for  evidence 
sharing,  channels  which  run  directly  between  the  Department  of  Justice  and  the 
Fiscalia.  A  person  posted  to  our  Embassy  in  Bogota  facilitates  the  process.  Although 
the  DOI  applies  only  to  cases  involving  traffickers  who  surrendered  pursuant  to  the 
state  of  siege  decrees,  it  has  been  expanded  to  include  Colombian  nationals  who 
were  in  Colombian  custody  pending  extradition  to  the  United  States  at  the  time  the 
constitutional  ban  on  extradition  went  into  effect.  Since  then,  it  has  further  ex- 

6anded  to  cases  involving  other  notorious  Colombian  traffickers  against  whom  the 
r.S.  possesses  evidence. 

To  date,  the  U.S.  has  responded  to  requests  for  assistance  from  Colombian  au- 
thorities in  approximately  50  cases  relating  to  124  different  individuals.  We  have 
provided  comprehensive  evidence  packages  pertaining  to  37  Colombian  traffickers, 
including  the  principal  leaders  of  the  Medellin  Cartel  and  several  kingpins  who 
have  been  linked  to  the  Cali  Cartel. 

The  documentary  evidence  has  been  the  kind  on  which  U.S.  prosecutors  regularly 
achieve  drug  trafficking  convictions: 

•  laboratory  analysis  and  investigative  reports  on  seizures  of  hundreds  and 
thousands  of  kilograms  of  cocaine,  traceable  directly  to  the  individual  involved; 

•  hundreds  of  pages  of  trial  testimony  taken  from  parallel  prosecutions  of 
codefendants  in  the  U.S.; 

•  surveillance  videotapes  and  photographs,  often  showing  the  individual  con- 
ducting trafficking  activities; 

•  hundreds  of  tapes  and  transcripts  of  wiretaps  or  consensually  taped  con- 
versations recording  negotiations  to  sell  or  deliver  large  quantities  of  cocaine; 
and 

•  in  some  cases,  the  records  of  conviction  and  escape  of  Colombian  fugitives 
who  had  escaped  from  U.S.  custody. 

We  have  also  made  it  possible  for  Colombian  authorities  to  acquire  direct  witness 
testimony  by  arranging  depositions  in  the  United  States  at  which  Colombian  pros- 
ecutors question  U.S.  law  enforcement  agents  and  other  persons,  some  of  whom  are 
protectee-  witnesses.  The  witnesses  have  recounted  face-to-face  contact  with  the  sub- 
ject Colombian  traffickers,  either  as  law  enforcement  agents  or  informants  or  as  ad- 
mitted accomplices,  and  actual  participation  in  the  sale  or  delivery  of  cocaine  ship- 
ments to  the  U.S.  Several  co-actors  have  given  these  depositions  upon  the  Colom- 
bians' assurances  that  their  identity  would  remain  secret. 

Initially,  the  results  of  cases  prosecuted  in  Colombia  were  disappointing.  In  some, 
charges  were  dismissed  or  defendants  were  acquitted  inexplicably — some  cases  were 
dismissed  although  the  evidence  provided  included  the  defendant's  guilty  plea  pre- 
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viously  entered  in  the  U.S.  courts.  Th6se  who  were  sentenced  received  large  auto- 
matic reductions  under  Colombian  law.  Although  the  Fiscal  General's  office  publicly 
blamed  its  failures  on  the  United  States  Government's  "reluctance"  in  supplying  evi- 
dence, in  face  to  face  meetings,  Dr.  de  Greiff  could  cite  no  specific  shortcomings.  Al- 
though U.S.-supplied  evidence  was  only  to  supplement  that  developed  by  Colombian 
prosecutors,  often  the  entire  Colombian  cases  against  the  Colombian  traffickers  for 
offenses  committed  in  Colombia  have  seemed  to  rest  solely  on  evidence  supplied  by 
us. 

After  a  May  1993  seminar  for  Colombian  prosecutors,  U.S./Colombian  Evidence 
Sharing  Project  progressed,  sentences  in  several  mid-level  trafficker  cases  were 
more  appropriate.  However,  our  confidence  in  the  Colombian  legal  system  was  again 
undercut  when  the  sentencings  of  the  Medellin  Cartel  leadership  were  inappropri- 
ately lenient  and  upper  echelon  traffickers  received  lighter  sentences  than  their  less 
culpable  underlings.  Most  significantly,  at  no  time  have  the  traffickers  been  forced 
to  disgorge  their  ill-gotten  gains. 

In  November  1993,  the  Colombian  Criminal  Procedure  Code  was  revised,  permit- 
ting greater  or  lesser  reductions  in  sentences  at  the  recommendation  of  the  Fiscal. 
It  also  allows  an  individual  to  present  himself  to  the  Fiscalia  and  demand  to  be  con- 
fronted with  any  charges.  If  charges  are  not  entered  and  proved  within  the  given 
deadline,  the  individual  is  given  an  effective  grant  of  immunity  spanning  some  un- 
defined term.  Even  more  worrisome  is  the  fact  that  testimony  can  no  longer  be 
taken  anonymously;  this  may  require  the  Fiscalia  to  identify  to  the  traffickers  wit- 
nesses who  have  previously  testified  in  depositions  in  the  U.S.  under  Colombian 
promises  of  anonymity. 

We  have  reason  to  believe  that  some  code  provisions  were  adopted  at  the  behest 
of  the  traffickers,  to  help  them  preclude  extradition  from  third  countries  to  the  U.S. 
and  to  insulate  their  assets  from  seizure.  Already,  Helmer  "Pacho"  Herrera- 
Buitrago,  one  of  the  reputed  Cali  Cartel  kingpins,  has  presented  himself  to  the 
Fiscalia,  demanding  that  he  be  confronted  with  any  charges  against  him.  Herrera 
was  not  taken  into  custody. 

Most  disturbing,  however,  has  been  the  behavior  of  the  Fiscal  General,  Dr.  Gus- 
tavo de  Greiff.  As  I  noted  before,  he  has  publicly  stated  his  conclusion  that  the 
international  drug  control  effort  has  failed  and  has  espoused  decriminalization. 
Moreover,  in  separate  meetings  with  Assistant  Secretary  of  State  Robert  Gelbard 
and  Deputy  Assistant  Attorneys  General  Mark  M.  Richard  and  Mary  Thee  Warren 
in  February  1994,  de  Greiff  agreed  to  consult  with  the  United  States  before  entering 
into  plea  negotiations  in  any  case  in  which  the  U.S.  had  provided  or  was  being 
asked  to  provide  substantial  evidence.  He  failed,  however,  to  disclose  that  at  or 
about  the  same  time,  he  was  personally  meeting  with  several  leaders  of  the  Cali 
Cartel  and  that  he  was  actively  engaged  in  negotiating  their  surrenders  and  pleas. 

From  reports  of  those  negotiations  and  from  the  traffickers'  approaches  to  U.S. 
authorities — all  the  overtures  to  the  U.S.  authorities  have  been  rejected — it  is  clear 
that  the  Cali  leaders'  primary  concerns  are  the  availability  and  strength  of  U.S.  evi- 
dence and  our  resolve  to  pursue  these  international  felons. 

Though  Dr.  de  Greiff  admits  past  failings  of  his  office  (such  as  giving  Cali  kingpin 
Ivan  Urdinola  a  virtual  "immunity  bath"  by  its  failure  to  use  the  overwhelming  evi- 
dence provided  by  the  U.S.),  he  insists  the  Fiscalia  will  now  be  more  aggressive.  We 
fear  that  the  same  mistakes,  and  worse,  are  being  made  again. 

I  must  also  note  that  only  a  few  weeks  ago,  Dr.  de  Greiff  seriously  breached  inter- 
national protocol  by  communicating  directly  to  the  presiding  judge  in  a  major  Unit- 
ed States  prosecution  of  a  Colombian  national  charged  with  extremely  grave  of- 
fenses, regarding  the  substance  of  the  case. 

We  are  committed  to  supporting  Colombia  in  its  struggle  to  bring  the  drug  king- 

6 ins  to  justice,  but  we  must  question  Dr.  de  Greiffs  resolve  and  his  intention  to  use 
f.S.-provided  evidence  aggressively  to  prosecute  these  major  traffickers  who  have 
caused  unthinkable  and  irreparable  harm  to  the  citizens  of  the  U.S.  and  Colombia. 
The  U.S.  Government  will  continue  to  provide  appropriate  advice  and  assistance  to 
Colombian  law  enforcement  authorities  through  traditional  law  enforcement  chan- 
nels. 

•  We  cannot,  however,  make  witnesses  available  unless  Colombia  takes  rea- 
sonable steps  to  assure  the  security  and  safety  of  these  witnesses  and  their  fam- 
ilies and  loved  ones. 

•  We  cannot  provide  U.S.  evidence  to  be  compromised  in  inappropriately  le- 
nient plea  bargains. 

•  We  cannot  provide  U.S.  evidence  unless  the  Fiscal  General  consults  with 
us,  in  cases  in  which  evidence  has  been  provided,  on  decisions  that  will  affect 
both  our  interests. 
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Dr.  de  Greiffs  policies,  if  they  continue,  will  result  in  only  minimum  sentences 
upon  some  of  the  world's  major  narcotics  traffickers,  permitting  their  organizations 
to  remain  intact  and  their  enormous  fortunes  untouched.  In  short,  under  those  poli- 
cies, the  cartels'  illicit  trade  will  simply  continue  unabated. 

Senator  Kerry.  Thank  you,  Ms.  Harris,  for  a  very  strong  state- 
ment. I  appreciate  your  clarification  of  the  relationship  with  Colom- 
bia. I  think  it  is  very  important  to  have  that  on  the  record.  There 
is  a  great  distinction  between  the  government  and  this  particular 
law  enforcement  view  and  the  entities  themselves.  I  have  person- 
ally lauded  and  publicly  praised  President  Gaviria  and  others  in 
Colombia  who  have  waged  a  remarkably  courageous  effort;  frankly, 
one  that  is  greatly  underappreciated  by  most  Americans  for  the 
level  of  risk  and  danger  that  they  face  on  a  daily  basis. 

But  this  not  only  undermines  that  effort,  but  I  think  this,  being 
Prosecutor  de  Greiff  s  attitude,  not  only  undermines  their  efforts, 
but  it  really  does  a  disservice  to  the  efforts  of  many  other  people 
who  have  gone  before,  and  particularly  those  who  have  given  their 
lives  in  this  effort.  It  would  have  an  extraordinarily  damaging  ef- 
fect in  the  long  run  on  law  enforcement  efforts. 

And  it  just  sends  a  signal  that  crime  pays.  I  mean  that  is  the 
bottomline.  And  their  new  legal  procedures  are,  in  effect,  a  "get  out 
of  jail  free"  card,  which  is  why  they  were  put  there  in  the  first 
place.  Not  to  mention  depriving  us  of  the  tool  of  extradition,  which 
was  one  of  the  great  sought-after  victories  of  the  cartels  them- 
selves. 

So  this  is  the  problem  we  face,  and  this  is  what  people  have  to 
understand  in  our  country  and  elsewhere,  that  if  we  do  not  get  co- 
operation from  other  Governments  and  if  there  is  not  a  greater  ef- 
fort to  put  these  issues  on  the  international  table  and  negotiate 
them,  we  are  going  to  have  a  problem,  and  I  will  underscore  that 
in  a  moment. 

Before  I  turn  to  the  underscoring  of  it,  I  would  really  like  to  ask 
all  of  you,  all  three  of  you,  returning  for  a  moment  to  the  larger 
theme  here — and  both  are  important,  but  I  want  to  make  sure  that 
the  committee  lays  a  groundwork  of  an  adequacy  of  record,  if  you 
will,  with  respect  to  this  larger  theme.  And  I  would  just  like  to  ask 
each  of  you — you  have  different  perspectives  on  this.  Dr.  Nye,  a 
larger  strategic  perspective,  and  Ambassador  Gelbard,  the  State 
Department  and  foreign  policy,  and  Ms.  Harris  is  law  enforcement. 

What  is  the  threat  here?  I  mean,  for  a  lot  of  Americans,  they  sit 
there  and  say  well,  come  on,  if  these  people  want  to  kill  each  other, 
that  is  OK  If  they  are  going  to  do  it  off  in  another  country,  it  real- 
ly does  not  affect  me.  Others  will  sav  well,  you  know,  it  is  its  own 
kind  of  economy,  it  is  its  own  kind  ot  economic  enterprise,  and  ulti- 
mately they  invest  their  money  in  the  mainstream  and  some  of 
them  even  mainstream  themselves,  so  why  is  this  really  important? 
Does  it  affect  me  as  an  American,  or  does  it  affect  our  larger  strate- 
gic interests?  Does  it  affect  our  relationships  with  governments. 

What  is  important  here?  Why  is  this  worth  putting  resources 
into,  people  risking  lives?  What  are  we  trying  to  do  here?  And  I 
would  like  you  to  really  just  underscore  that  larger  theme,  if  you 
would,  for  a  moment.  Who  wants  to  lead  off  here?  Mr.  Nye. 

Dr.  Nye.  Well,  Mr.  Chairman,  I  think  the  way  to  think  about 
this  is  that  there  is  foreign  crime  that  happens  in  other  countries, 
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domestic  crime  that  happens  here,  and  transnational,  international 
crime  that  link  the  two.  The  average  American  citizen  is  affected 
by  all  three. 

Senator  Kerry.  Pull  the  mike  a  little  closer,  if  you  would. 

Dr.  Nye.  The  extent  to  which  the  average  American  citizen  is  af- 
fected by  domestic  crime  can  be  increased  by  these  ties  with 
transnational  crime.  If  we  look  at  Russian  criminal  organizations, 
the  various  mafias  and  their  tentacles  into  the  United  States  in  the 
form  of  local  emigres  and  the  crime  that  is  stimulated  and  con- 
trolled in  those  terms  is  sometimes  bankrolled  from  abroad.  If  we 
look  at  the  problem  of  alien  smuggling,  the  role  of  Chinese  triads 
in  bringing  people  illegally  into  the  country  and  then  often  using 
them  as  indentured  criminals  for  local  Chinese  gangs,  ethnic  Chi- 
nese gangs,  these  are  ways  in  which  international  crime  affects 
what  is  happening  inside  the  United  States,  the  crime  which  the 
average  American  citizen  suffers. 

But,  in  addition,  there  is  a  factor  that  even  if  it  did  not  reach 
into  our  country,  sometimes  we  have  very  important  strategic  ob- 
jectives internationally  which  are  affected  by  foreign  crime.  Take 
the  question  of  democracy.  One  of  the  goals  of  the  Clinton  adminis- 
tration has  been  to  enlarge  democracy,  but  if  countries  are  suffer- 
ing from  extreme  corruption  and  if  their  democratic  processes  are 
being  undercut  by  the  growth  of  these  organizations,  that  objective 
will  be  destroyed. 

Or  take  the  question  that  we  looked  at  in  Director  Woolsey's  tes- 
timony about  the  relations  with  Russia.  Probably  nothing  could  be 
more  important  than  our  relations  with  a  country  that  still  has 
some  30,000  nuclear  weapons  which  are  pointed  in  this  direction. 
Not  only  is  there  a  question  of  crime  undercutting  prospects  of  re- 
form and  stability  in  Russia,  there  is  also  the  question  about  the 
prospects  that  weapons  may  be  stolen  and  sold  across  borders  and 
get  into  the  hands  of  other  countries  and  terrorist  groups. 

So  I  would  submit  to  you  that  in  both  the  dimensions  of  this 
transnational  problem — both  the  domestic  leg  and  the  international 
leg — there  are  very  major  concerns  that  would  affect  the  average 
American  citizen. 

Senator  Kerry.  Thank  you  very  much  for  a  good  answer.  Ambas- 
sador Gelbard. 

Ambassador  Gelbard.  Well,  I  would  have  to  say  that  my  re- 
sponse is  going  to  be  somewhat  similar  to  Dr.  Nye's.  I  remember 
back  in  the  1970's  there  was  a  significant  debate  about  the  begin- 
ning of  what  everyone  described  as  an  interdependent  world  econ- 
omy. There  is  no  longer  any  debate  on  that  because  we  are  there, 
but  what  we  have  seen  as  the  ultimate  transnational  enterprise  is, 
indeed,  international  crime,  international  drug  trafficking  organiza- 
tions, cartels,  and  so  on. 

The  links  that  we  have  seen,  that  have  been  described  already, 
between  such  groups  as  the  Cali  Cartel,  the  Italian  Mafia,  Nigerian 
trafficking  organizations,  Russian  organized  crime,  Chinese  organi- 
zations, and  other  groups,  have  made  these  groups  that  do  not  re- 
spect sovereignty,  that  do  not  respect  national  boundaries. 

We  are  affected  by  this  in  really  multiple  ways.  Crime  in  the 
United  States,  which  has  become  far  and  away  the  most  serious 
concern  of  the  American  people,  is  significantly  affected  by  and 
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generated  by  drugs.  We  are  also  seeing  significant  links  between 
international  criminal  organizations  that  not  only  have  their  roots 
and  tentacles  in  other  countries,  but  also  in  the  United  States. 

It  is  not  just  the  traditional  types  of  organized  crime.  This  can 
include  new  groups,  whether  they  are  Latin  based  or  former  Soviet 
Union  based.  It  can  also  incluae  foreign  terrorist  organizations, 
which  do  much  of  their  fundraising  in  the  United  States  in  certain 
instances,  which  has  to  be  a  serious  cause  for  concern  on  our  part. 

We  also  need  to  be  concerned  fundamentally  about,  in  the  post- 
cold  war  era,  as  Dr.  Nye  mentioned,  our  basic  desire  to  support  the 
consolidation  of  democratic  processes.  I  was  in  Central  and  Eastern 
Europe  last  week,  and  it  is  really  quite  remarkable,  in  talking  to 
governments  in  that  area,  talking  to  governments  in  Western  Eu- 
rope that  are  trying  to  work  with  us  to  support  the  move  to  market 
economies  and  the  consolidation  of  democracy  in  those  countries, 
how  we  are  seeing  the  reach  of  these  international  organizations 
working  to  undermine  exactly  what  we  have  striven  for  over  the 
last  half  century.  Whether  it  is  the  Czech  Republic,  Bulgaria,  Po- 
land, all  of  the  former  Soviet  Union,  these  are  extremely  serious 
problems. 

Senator  Kerry.  Instead  of  the  ideology  of  communism  which  was 
opposed  to  democracy,  you  now  have  this  market-oriented  criminal 
enterprise  opposed  to  democracy.  Is  that  what  you  are  saying? 

Ambassador  Gelbard.  That  is  exactly  right.  And  the  seeming 
paradox  that  the  world  has  become  a  less  stable  place  with  the  end 
of  the  cold  war  can  indeed  be  a  fact  as  a  result  of  the  pervasive 
and  increasingly  pervasive  influence  of  these  international  criminal 
groups. 

Senator  Kerry.  Ms.  Harris. 

Ms.  Harris.  Let  me  speak  more  narrowly  from  a  purely  law  en- 
forcement context,  and  let  us  just  say  that — we  have  talked  about 
money  laundering,  for  instance,  affecting  the  world  economy.  But 
more  in  a  law  enforcement  mode,  if  you  look  at  drug  trafficking 
that  is  going  on  on  the  streets  of  Los  Angeles,  there  are  a  number 
of  things  that  we  have  to  look  at  which  are  far  beyond  a  neighbor- 
hood in  Los  Angeles.  Drug  trafficking  has  got  to  result  in  a  profit 
for  the  drug  traffickers,  or  it  is  not  worth  it. 

In  other  words,  international  money  laundering  havens,  those 
countries  that  have  not  really  instituted  procedures  to  share  evi- 
dence with  us,  to  control  and  regulate  their  own  banking,  are  pro- 
viding those  drug  traffickers  on  the  streets  of  Los  Angeles  with  a 
place  where  they  can  get  the  profit  out  of  drug  trafficking.  And  to 
the  extent  that  this  is  international  in  scope,  we  have  to  be  able 
to  follow  that  money  in  order  to  stop  the  profit  in  drug  trafficking, 
and  we  have  to  get  the  evidence  of  it. 

And  frequently  the  technology  that  the  drug  traffickers  are 
using,  the  wire  transfers,  the  instantaneous  transfer  of  money 
internationally  these  days,  is  something  that  we  have  to  stay  on 
top  of.  The  world,  indeed,  is  very  much  smaller.  Technology  has  en- 
abled the  criminal  to  get  his  money  offshore  and  we  have  to  be  able 
to  follow  it  in  a  law  enforcement  mode.  And  we  need  the  evidence 
from  every  country  in  this  world  at  this  point,  in  order  to  make  our 
cases  and  prosecute  the  people  who  are  bringing  this  crime  to  our 
neighborhoods. 
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Senator  Kerry.  That  is  an  excellent  sort  of  summary,  if  you  will, 
of  what  is  at  stake  here,  although  we  have  not  really  touched  as 
deeply  on  the  destabilization  questions  that  come  from  the  con- 
sequences of  some  of  these  international  activities  both  here  and 
elsewhere. 

But  let  me  just  say  that  one  of  the  things  that  I  hope  these  hear- 
ings are  going  to  underscore  is  that  we  cannot  continue  to  work 
around  the  margins  on  this  issue,  and  we  have  been. 

Money  laundering  we  have  known  for  a  long  time.  I  beat  my 
head  against  the  wall  with  the  last  two  administrations  trying  to 
get  a  more  serious  approach  on  the  money  laundering  and  to  recog- 
nize what  we  have  to  do.  Now  Switzerland,  to  some  degree,  has 
changed  its  laws  and  is  coming  along;  a  couple  of  other  countries 
are  beginning  to  move.  But  it  is  slow,  way  behind  the  level  of  rhet- 
oric that  the  G-7  leaders  came  out  with  after  a  meeting — I  think 
it  was  in  Paris — where  they  said  we  have  got  to  deal  with  money 
laundering. 

The  truth  is  that  some  people  are  unwilling  to  upset  the  financial 
interests  or  the  apple  cart  of  the  status  quo.  And  the  status  quo 
is  working  against  the  very  interests  of  our  Government  and  these 
governments.  Let  me  share  with  you  an  example  of  that  kind  of 
status  quo.  It  is  kind  of  stunning.  And  we  have  got  some  chart 
blowups  of  it  which  we  will  put  on  the  podium  over  here,  and  you 
can  sort  of  read  along  with  me.  [Chart  shown.] 

My  staff  read  in  a  book  some  time  ago — this  is  a  1984  book 
which  described  how  if  you  went  to  the  Economist,  you  could  pick 
up  an  advertisement  in  the  Economist  for  a  lot  of  services  that  are 
sought  after  by  some  folks.  Well,  in  1994,  10  years  later,  my  staff 
went  to  the  Economist  to  see  if  this  could  still  be  true,  or  if  it  was 
ever  true.  And  lo  and  behold,  this  is  the  advertisement  that  ap- 
peared 10  years  ago.  We  were  told  about  this  in  this  book.  And 
here  is  what  it  says,  among  other  things.  "Are  you  interested  to 
pay  no  tax  any  more  for  the  rest  of  your  life?  Well,  on  the  Channel 
Islands  we  can  make  a  residence  permit  available  for  you.  You  will 
obtain  the  following  performances.  Tax-free  residence  rights,  regu- 
lar notification  at  the  registration  office,  anonymous" — and  this  is 
key  to  what  you  just  said,  Ms.  Harris,  no  transparency — "anony- 
mous." 

Let  me  just  say  this  is  not  the  ad  itself.  We  wrote  for  the  bro- 
chure that  was  carried  in  the  ad  in  the  Economist  and  this  is  what 
we  were  sent  in  response.  "Anonymous  company  formation  and  ad- 
ministration, anonymous  banking  account,  including  checkbook  and 
credit  card,  office  address  with  forwarding  of  mail,  own  telephone 
line  including  registration  in  the  local  telephone  directory." 

Now,  those  are  some  of  the  things  that  you  sort  of  get  up  front. 
There  are  a  whole  bunch  of  others.  I  will  just  share  some  of  them 
with  you.  Different  sorts  of  citizenships.  "We  can  offer  completely 
legal  acknowledged  citizenship,  naturalization,  including  travel 
documents,  driver's  license,  ID  card,  from  different  countries  which 
are  UNO  members.  Prices  start  from  U.S.  $17,900  for  a  computer- 
registered  passport  from  the  Dominican  Republic  up  to  U.S. 
$19,900  for  a  Panama  citizenship." 

For  example,  U.S.  $19,900,  you  can  obtain  a  fully  acknowledged 
citizenship  of  Costa  Rica  and,  most  important,  that  total  invest- 
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ment  can  be  transacted  through  a  lawyer's  or  notary  office.  This 
means  you  will  only  pay  after  you  receive  documents  from  the  right 
government.  You  can  get  a  camouflage  pass,  you  can  get  a  press 
identity  card.  "Only  for  U.S.  $450,  we  can  arrange  an  international 
acknowledged  press  identity  card,  and  in  the  future  you  can  visit 
all  the  sports  and  music  events  for  free."  [Laughter.] 

Do  you  guys  get  to  do  that?  Do  you  all  go  for  free?  Maybe  we 
need  a  new  ethics  form,  or  something. 

Threatening  bankruptcy.  Here  is  a  good  one,  because  it  is  fraud. 
I  mean,  it  allows  people  to  hide  their  assets  and  avoid,  which  is  di- 
rect fraud.  "Try  to  avoid  image  loss.  Our  specialists  will  take  over 
your  company  with  all  your  liabilities  and  in  the  meantime  we  will 
save  your  assets.  If  you  wish,  we  can  establish  for  you  a  new  com- 
pany with  which  you  can  operate  completely  anonymous." 

Next:  "Complete  anonymous  banking  account  including  check- 
book and  credit  card.  We  can  arrange  for  you  a  completely  anony- 
mous banking  account.  You  will  not  appear  as  the  owner  of  the 
banking  account.  Even  with  negative  information,  you  can  obtain 
anonymous  banking  accounts  in  Austria,  Switzerland,  Luxembourg, 
or  Li chten stein,"  and  so  forth. 

Here  is  another  one:  "Academic  grade  or  other  titles.  We  can  ar- 
range for  you  any  title  you  wish  for  absolute  discount  prices.  All 
titles  will  be  granted  indefinitely  by  acknowledged  academies,  uni- 
versities, and  institutions  abroad.  A  summary  of  our  offer.  Profes- 
sor, U.S.  $4,500.  Senator,  U.S.  $6,900."  [Laughter.] 

I  assume  that  is  foreign  senator,  folks.  A  lot  more  expensive 
here.  "Doctor,  U.S.  $5,500.  Baron,  U.S.  $9,000.  And  Count, 
$25,000."  So  you  get  a  sense  of  the  values. 

Now,  we  have  seen  countless  ads  like  this.  Go  to  the  Cayman  Is- 
lands; there  are  more  corporations  there  than  there  are  people.  I 
mean,  what  are  the  purposes  of  these  places?  The  purpose  is  to 
avoid  paying  taxes,  the  purpose  is  to  hide  your  transactions,  and 
yet  every  one  of  the  industrial  nations  is  based  on  its  ability  to  ask 
its  good  law-abiding  citizens  to  pay  their  fair  share  of  taxes  to  sup- 
port government  services  and  so  forth,  and  with  great  accountabil- 
ity. 

Our  banks  are  required  to  record  $10,000  transactions  and  yet 
all  you  have  to  do  is  move  offshore  and  you  are  no  longer  subject 
to  the  same  requirement.  Our  own  banks  have  branches  that  move 
offshore  to  get  out  from  under  our  own  requirements.  And  you  can 
run  down  a  whole  list  of  things  that  we  allow  within  these  commu- 
nities to  hide  transactions.  Now,  law  enforcement  is  at  total  dis- 
advantage here. 

There  are  situations  where  you  can  call  a  law  enforcement  agen- 
cy and  say  we  know  that  you  have  got  this  criminal  activity  going 
on.  It  originated  over  here  in  England  they  happen  to  be  involved 
in  the  Cayman  Islands  or  they  did  something  in  Latin  American. 
And  the  first  thing,  well,  gee,  you  know,  if  it  originated  there,  you 
had  better  call  them.  Well,  you  call  them  and  they  say,  no,  it  is 
over  here.  And  so  you  have  this  round  robin  pushing  off  of  any  re- 
sponsibility and,  basically,  nobody  really  wants  to  tackle  it  and 
criminals  know  this. 

You  have  $1  trillion  being  zipped  through  the  system  and  there 
is  no  accountability.  Moreover,  most  of  these  banks  will  take  in  the 
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money  with  very  little  accountability,  but  try  getting  it  out  if  you 
are  not  the  owner — I  mean  if  you  are  trying  to  borrow  monev,  if 
it  is  any  kind  of  legitimate  deal,  the  banks  are  much  tougher  about 
letting  the  money  out  than  they  are  about  where  it  comes  from. 
Not  any  more  in  this  country,  I  think,  because  we  have  been  much 
tougher  and  put  in  these  rules. 

So  the  bottomline  question  really  is  how  can  you  possibly  begin 
to  have  a  strategy  to  deal  with  this  or  fight  this?  How  can  you  pos- 
sibly have  a  system  that  is  ever  going  to  get  ahead  of  the  sophis- 
tication or  even  equal  to  the  sophistication  if  we  are  not  demanding 
more  of  our  neighbors  and  friends  who  supposedly  express  the 
same  interest,  but  who  are  condoning  these  kinds  of  activities?  Mr. 
Ambassador. 

Ambassador  Gelbard.  Well,  first,  Mr.  Chairman,  let  me  say  that 
we  share,  obviously,  very  fully  your  concerns,  in  the  administra- 
tion, about  the  extraordinary  importance  of  trying  to  enact  much 
more  effective  measures  on  money  laundering,  and  are  working 
with  other  countries  to  try  to  achieve  this. 

The  administration  is  in  the  process  of  putting  together  a  new, 
more  comprehensive  strategy  on  this,  both  organizationally  within 
the  administration  and  internationally.  One  of  the  points  that  I 
have  certainly  noticed,  as  an  economist,  has  been  that  in  the  U.S. 
Government  we  never  had  really  approached  this  through  combin- 
ing the  efforts  of  both  the  law  enforcement  community  and  the  fi- 
nancial community  within  the  executive  branch,  and  we  are  begin- 
ning to  do  that  for  the  first  time. 

The  discussions,  the  place  we  are  putting  this  on  our  bilateral 
agenda  with  other  countries,  is  much,  much  higher  than  it  has  ever 
been  before.  I  do  not  mean  to  pick  on  Panama  particularly,  but  the 
fact  that  the  President  made  his  decision  not  to  certify  Panama 
fully  was  due  purely  to  the  issue  of  money  laundering,  and  we  have 
already  been  sitting  down  with  the  Panamanian  Government  to 
discuss  how  we  would  like  to  see  them  develop  a  responsible  finan- 
cial sector,  and  we  intend  to  provide  them  with  plans. 

Senator  Kerry.  On  the  other  hand,  we  did  certify  them  for  na- 
tional interest. 

Ambassador  Gelbard.  Yes. 

Senator  Kerry.  So,  in  effect,  we  sent  them  a  message,  but  it  has 
no  leverage. 

Ambassador  Gelbard.  Well,  we  certainly  feel  that  the  message 
has  been  an  extremely  strong  one.  Their  reaction,  which  has 
been 

Senator  Kerry.  Could  it  be  any  stronger  than  invading  them  and 
arresting  their  president? 

Ambassador  Gelbard.  I  think  their  president  this  time  has  tried 
to  act  responsibly.  I  have  discussed  these  issues  with  him  myself. 
He  has  just  put  into  place,  as  Director  Woolsey  mentioned,  cross- 
border  currency  declarations  for  the  first  time  in  Panama,  and  they 
want  to  begin,  they  have  told  me,  to  put  together  measures  to  cre- 
ate a  responsible  financial  sector.  We  will  be  providing  them  with 
a  proposed  plan  to  do  this  in  the  next  few  weeks. 

We  also  hope,  in  the  coming  months,  to  begin  a  Caribbean-wide 
antimoney  laundering  initiative,  and  we  have  begun  to  start  work- 
ing with  other  countries  throughout  the  world  on  these  issues.  I 
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mentioned  I  had  just  been  in  the  Czech  Republic  last  week,  and  I 
was  talking  there  with  the  Minister  of  the  Interior  who  showed 
really  great  interest  in  beginning  to  put  into  place  some  money 
laundering  legislation  for  the  first  time  in  their  country.  The 
bottomline,  Mr.  Chairman,  is  that  we  really  have  a  very  strong  rec- 
ognition that  this  is  a  fundamental  priority,  and  we  intend  to  deal 
with  it  in  a  very  responsible  way. 

Senator  Kerry.  What  would  be  the  impact — all  of  these — this 
$1.3  trillion  is  cleared  through  our  check-clearing  system  in  New 
York  on  a  daily  basis.  Has  there  been  an  analysis  of  what  the  im- 
pact would  be  if  we  closed  the  clearing  capacity?  Now,  some  have 
suggested  they  might  set  up  an  offshore  clearing  capacity.  I  do  not 
personally  understand  how  that  is  possible  because  at  some  point 
those  dollars  must  be  transacted  and  recorded  through  here. 

We  control  our  currency.  We  control  our  borders.  This  is  not  a 
transnational  step.  This  is — they  have  a  choice.  They  can  invest  the 
dollars  abroad,  of  course,  and  the  dollars  can  move  in  the  inter- 
national currency  market,  but  there  are  limits  on  its  return,  as 
well  as  on  its  investment  there.  There  is  a  point,  I  think,  where 
that  amount  of  dollar  has  to  be  repatriated  in  order  to  have  value 
and  impact. 

Is  there  not  more  leverage  readily  at  our  fingertips  which  we,  for 
some  reason,  are  unwilling  to  utilize,  or  am  I  wrong,  is  it  not  an 
option  or  a  tool? 

Ambassador  Gelbard.  I  would  think  that  we  do  have  a  variety 
of  areas  of  leverage.  I  am  not  sure  that  is  one  that  could  be  used 
effectively  without  significant  disruption  of  the  international  trade 
and  payment  system.  But  we  need  to  find  better  ways  to  use  a  va- 
riety of  kinds  of  leverage  to  get  across  to  countries  which  are  now 
much  more  involved  in  money  laundering.  This  is  a  fundamental 
priority  to  us. 

Senator  Kerry.  Well,  let  me  just  say  to  you  that  I  have  now  been 
here  10  years  and  I  have  been  on  this  committee — I  have  been 
chairman  of  it,  I  guess,  now  for  8  of  them  or  so.  It  really  concerns 
me  that  the  problem  is  getting  worse.  I  know  you  folks  are  just 
coming  into  this  and  you  are  picking  it  up,  and  I  think  there  is  a 
very  ernest  effort  to  begin  to  try  to  grapple  with  it. 

I  simply  want  to  underscore  that  we  are  not  going  to  do  this  if 
we  play  at  the  margins  on  this  one,  and  I  think  we  have  to  find 
a  way  to  translate  the  rhetoric  of  the  last  G-7  meeting  into  a  realis- 
tic strategy.  Because  you  can  go  to  Luxembourg,  Lichtenstein, 
Hong  Kong,  Caymans,  Jersey  Islands,  Channel  Islands,  et  cetera, 
and  it  is  all  over  the  place. 

And  what  is  happening  is  our  taxpayers  are  paying  more  money 
and  are  paying  a  greater  burden  and  feeling  less  advancement  in 
life  because  they  are  getting  less  for  it  and  so  forth,  because  more 
and  more  money  is  finding  its  way  offshore  to  these  havens  or  to 
other  forms  of  tax  avoidance.  And  it  is,  I  think,  a  very  serious  larg- 
er economic  issue;  not  just  a  crime  issue  and  strategic,  but  an  eco- 
nomic issue. 

Ambassador  Gelbard.  Could  I  just  add  one  point.  I  think  the  re- 
sults of  our  work  are  beginning  to  pay  off.  Swiss  authorities  just 
seized,  I  understand,  approximately  $150  million  of  drug  money 
through  combined  law  enforcement  efforts,  as  a  demonstration  that 
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the  work  we  and  the  Swiss  Government,  among  others,  have  been 
doing  has,  indeed,  paid  off.  They  have  made,  for  example,  signifi- 
cant progress. 

We  have  also  had  a  recent  case  of  cooperation  with  the  Luxem- 
bourg authorities  where  they  seized  drug  money,  and  we  have 
worked  very  effectively  with  them  on  that  case.  So  governments  are 
now  beginning  to  show  resolve  in  certain  cases.  But,  as  I  said  ear- 
lier, much  remains  to  be  done. 

Senator  Kerry.  Well,  I  appreciate  that.  Let  me  just  chart  with 
you  quickly  a  chart.  [Chart  shown.]  As  you  recall,  when  Rodriguez 
Gacha,  Gonzales  Rodriguez  Gacha  was  killed,  when  they  got  into 
his  house  they  uncovered  the  records  and  documents  of  nis  finan- 
cial empire.  And  the  records  and  documents  of  his  financial  empire 
showed  that  in  Panama  there  was  $22  million,  Colombia  $42  mil- 
lion, in  the  United  States  $2  million,  Luxembourg  $39,400,000, 
England,  Germany,  about  $4,250,000,  and  Switzerland  there  was 
$10,300,000,  and  in  Austria  $5,900,000,  and  in  Hong  Kong  $6  mil- 
lion. 

Now,  you  know,  that  kind  of  money  in  those  sort  of  sums  in 
those  kinds  of  investments  is  just  the  strongest  statement  possible 
of  the  need  for  this  transparency  in  international  cooperation.  If 
that  existed,  there  is  no  way  these  assets  could  move  like  that  or 
exist  like  that.  And  so  I  just,  again,  want  to  underscore  to  you — 
and  I  really  want  to  elicit  more  from  you  now,  rather  than — I  am 
sorry,  you  wanted  to  comment. 

Dr.  Nye.  Just  one  comment,  Mr.  Chairman,  on  this  problem  that 
you  identified.  We  are  facing  a  larger  question  which  is  that  there 
are  trends  which  we  want  to  encourage,  namely  the  globalization 
of  world  financial  markets  and  deregulation.  Electronic  transfers 
worldwide  amount  to  over  $1  trillion  every  day.  It  is  very  difficult 
to  sort  out  where  this  money  is  going. 

The  problem  is  exacerbated  now  by  the  weakness  of  the  banking 
systems  in  Eastern  Europe  and  Russia,  where  there  is  not  a  tradi- 
tion of  bank  regulation.  For  example,  we  have  seen  interaction 
which  indicates  that  organized  crime  groups  in  Italy  and  Russia 
have  forged  links  in  order  to  purchase  recently  privatized  banks  for 
later  laudering  purposes. 

Senator  Kerry.  Agreed.  I  could  not  agree  with  you  more,  and 
that  is  underscoring  the  banking  community  role  here.  At  the  Basel 
Convention  the  banking  community  accepted  the  principle  of  know 
your  customer  as  sort  of  the  bottomline  of  how  deposits  should  be 
taken  in.  And  as  BCCI  demonstrated,  and  as  we  are  learning,  a  lot 
of  banks  are  not  applying  that  standard  in  the  way  that  they  ought 
to.  They  sure  know  their  customer  when  they  make  a  loan  or  when 
they  let  somebody  make  a  withdrawal,  but  they  do  not  know  their 
customer  when  it  comes  to  the  money  coming  in,  or  they  are  un- 
willing or  they  turn  a  blind  eye  or  something  else. 

We  have  large,  large  amounts  of  money  being  repatriated 
through  our  system  from  countries  that  have  no  economic  activity 
that  merits  that  kind  of  money  coming  back  in,  but  we  do  not  do 
anything  about  it.  So  it  is  a  balance  here.  I  think  if  the  world 
began  to  see — if  the  financial  giants  banned  together. 

I  mean,  Great  Britain  had  enormous  say  for  years  over  what 
Hong  Kong  did,  and  the  Cayman  Islands  and  the  Channel  Islands, 
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and  the  Bank  of  England  is  supposed  to  have  high  standards  with 
respect  to  these  kinds  of  things.  This  is  not  a  banking  system  that 
did  not  have  the  ability  to  do  something  about  it.  It  is  a  banking 
system  that  was  willing  to  not  do  something  about  it  because  it 
was  of  enormous  economic  advantage  to  allow  those  activities  to  go 
on. 

That  is  what  we  are  talking  about  here,  money.  I  mean,  as  the 
CIA  Director  said,  follow  the  money.  Now,  I  am  just  saying  that  le- 
gitimate organizations  are  given  the  incentive,  as  long  as  these  en- 
tities exist,  to  take  their  money  to  those  places.  Because  from  a  cor- 
porate perspective,  you  are  going  to  be  far  more  competitive  if  you 
get  into  these  tax  avoidance  structures,  et  cetera,  or  as  an  individ- 
ual, certainly,  where  it  is  far  easier. 

I  think  that  therefore  it  is  a  question  of  how  much  we  are  willing 
to  make  this  an  issue  or  not  making  an  issue  at  the  international 
table.  But  we  had  better  do  it  while  we  still  have  the  economic 
clout  left  to  be  able  to  do  it,  and  hopefully  this  is  one  of  the  things 
we  can  be  of  enormous  assistance  to  Russia  on. 

But  I  could  not  agree  with  you  more.  You  are  absolutely  right, 
wherever  there  is  lax  deregulation.  When  you  get  an  advertisement 
that  not  only  allows  you  anonymity,  but  also  creates  a  tax  haven 
structure,  you  have  got  the  best  of  all  worlds.  Nobody  can — no 
transparency  and  no  taxes.  And  we  are  losing  tens  of  billions  of 
dollars  of  taxes  as  a  consequence  of  these  inducements  that  exist. 

Let  me  come  back,  if  I  can,  to  get  from  you  your  assessments  a 
little  more,  if  I  may.  I  would  particularly  like  to  have  Mr.  Nye  and 
the  Ambassador  comment  on  this.  To  what  extent  is  the  concentra- 
tion of  economic  power  in  some  of  these  international  criminal  en- 
terprises being  translated  into  political  influence  now,  tangibly, 
that  we  know  of,  and  how  does  that  threaten  our  interests? 

Dr.  Nye.  Let  me  start  with  Colombia.  We  know  that  the  scale  of 
drug  money  in  Colombia  is  quite  enormous.  The  estimates  are  $3 
to  $4  billion  a  year,  and  that  is  something  like  four  times  what 
they  get  from  direct  foreign  investment.  Colombia's  exports  of  oil, 
its  largest  export  other  than  drugs,  is  in  the  range  of  $1.5  billion 
per  year.  When  you  have  that  amount  of  money,  you  are  bound  to 
see  the  political  influence  that  follows. 

But  I  think,  as  Director  Woolsey  indicated,  there  are  a  number 
of  instances  in  which  there  is  evidence  both  of  corruption  and  the 
pouring  of  money  into  the  electoral  system,  where  there  were 
changes,  for  example,  in  the  legal  structures  in  Colombia  which 
were  ones  that  we  did  not  favor,  which  were  opposed  to  our  inter- 
ests. So  there  is  that  type  of  effect. 

If  you  take  Russia  as  another  example,  the  scale  of  crime  in  Rus- 
sia is  really  quite  extraordinary.  If  you  think  that  an  estimated  10 
to  15  percent  of  the  profits  of  every  privatized  enterprise,  of  let  us 
say  80  percent  of  the  privatized  enterprises,  go  to  crime,  that  is  a 
large  chunk  of  the  economy.  10  to  15  percent  of  80  percent  of  the 
enterprises  is  essentially  being  siphoned  off.  It  is  like  a  huge  tax. 

Well,  obviously,  that  has  an  affect  on  the  political  system  both 
through  its  direct  economic  effects — that  is  money  that  often  does 
not  go  to  the  Russian  treasury;  it  goes  to  criminals  instead.  It  a" so 
has  an  affect  on  the  Russian  balance  of  payments.  We  estimate 
something  like  $10  billion  are  lost  in  Russian  earnings  on  raw  ma- 
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terials  from  siphoned  fraud.  But  it  also  has  an  affect  in  the  politi- 
cal system  in  the  sense  that  when  you  have  that  degree  of  influ- 
ence and  an  enormous  propensity  for  corruption  of  mid-level  offi- 
cials— and  both  in  law  enforcement  and  in  the  military.  These  add 
up  to  a  potential  for  significant  political  effects. 

I  might  just  add  one  other  point,  which  is  that  in  Russia  banking 
is  a  very  dangerous  profession.  About  35  to  40  Russian  bankers 
were  shot  last  year,  assassinated  in  one  form  or  another,  as  crimi- 
nal groups  began  to  try  to  take  control  of  the  banking  system. 
These  are  effects  which  are  getting  to  be  of  a  scale  which  can  have 
significant  political  effects. 

Senator  Kerry.  Yes.  What  is  the  appropriate  or  what  responses 
are  available  to  that?  I  mean,  there  is  a  point  where  obviously  the 
people  in  that  country  have  to  decide  how  they  want  to  live  and 
what  they  want  to  do,  and  there  are  limits  to  now  much  coopera- 
tion you  are  going  to  get  as  long  as  that  kind  of  wild  west  lawless- 
ness exists.  The  obvious  threat  is  that  the  response  may  be  that 
you  have  this  horrible  sort  of  authoritarian  repressive  response 
that,  in  effect,  deals  with  crime  the  way  China  dealt  with  the 
opium  problem,  but  you  wind  up  at  the  opposite  pole  of  what  we 
have  been  struggling  for. 

Dr.  Nye.  Well,  the  Russian  Government  is  fully  aware  of  this 
problem,  and  as  Director  Woolsey  said,  President  Yeltsin  rated  this 
the  number  one  problem.  There  is  grave  concern  that  if  nothing  is 
done  about  it,  it  will  lead  to  the  rise  of  people  like  Zhirinovsky  in 
terms  of  their  electoral  support.  Some  70  percent  of  the  people  who 
voted  for  Zhirinovsky  in  the  last  election  cited  crime,  the  effect  of 
crime,  as  one  of  the  causes.  Therefore  I  think  there  is  good  cause 
for  cooperating  with  the  Russian  Government,  for  helping  them. 
That  really  is  Mr.  Gelbard's  business,  and  I  will  hand  that  over  to 
him. 

Senator  Kerry.  Let  me  ask  you,  for  your  perspective,  Ms.  Harris, 
as  you  struggle  with  the  criminal  division  and  some  of  the  choices 
that  you  are  presented?  As  Mr.  Nye  mentioned  and  we  were  just 
discussing,  the  technology  and  wire  transfer.  I  mean  not  only  is  it 
a  world  of  wire  transfers  and  technologies  and  ability  to  build  these 
corporate  cardboard  cutouts,  but  we  also  have  the  cellular  phones, 
we  have  the  beepers,  we  have  faxes,  we  have  an  extraordinary 
technology  information  explosion  which  makes  your  job  just  that 
much  harder. 

Are  we — I  do  not  want  to  sound  draconian  at  all.  I  mean,  is  this 
a  curve  we  can  catch  up  on?  Are  there  methodologies  that  are  not 
so  intrusive  in  terms  of  privacy  issues  and  civil  rights,  that  we  can 
still  manage  this  explosion  and  have  adequate  transparency  to  do 
the  job  we  need  to  do? 

Ms.  Harris.  The  answer  is  yes,  providing  we  get  the  support  that 
we  need  from  Congress  and  from  other  agencies  in  the  administra- 
tion. As  you  know,  right  now  we  are  very  concerned  about  tech- 
nology getting  ahead  of  our  ability  to  effect  something  as  simple  as 
title  3's,  and  our  ability  with  legitimate  law  enforcement  objectives 
and  with  court-ordered  surveillance  to  carry  that  out  if,  in  fact, 
technology  gets  ahead  of  us. 

And  what  we  have  are  proposals  pending  right  now  which  will 
get  us  to  the  point  where  we  are  able  to  deal  with  the  explosion 
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in  technology,  with  the  same  sort  of  constitutional  protections  that 
we  have  always  had  with  respect  to  law  enforcement's  need,  given 
objective  circumstances,  to  gather  evidence  in  that  fashion.  And  so 
what  we  need  is  the  recognition  that  you  have  just  shown,  Mr. 
Chairman,  that  law  enforcement  needs  to  keep  up  with  technology 
in  order  to  keep  even  with  criminal  enterprises. 

Senator  Kerry.  Do  you  want  to  comment  on  that  from  your  per- 
spective, Ambassador,  as  you  try  to  implement  the  narcotics  control 
strategy? 

Ambassador  Gelbard.  Well,  if  I  could  refer  back  to  what  Dr.  Nye 
was  mentioning,  we  have  really  a  dual  interest  in  trying  to  help 
countries,  whether  it  is  Russia,  countries  in  Eastern  Europe,  Latin 
America,  anywhere,  in  terms  of  trying  to  cope  with  the  problem  of 
organized  crime  narcotics  traffic.  And  as  we  try  to  help  them  really 
consolidate  democracy,  we  are  also  really  trying  to  help  them  cope 
with  and  conquer  the  problem  of  crime. 

And  fundamentally,  what  we  have  been  trying  to  do,  and  one  of 
the  basic  emphases  of  the  President's  strategy,  is  to  help  build 
strong  democratic  institutions.  At  the  core  of  this  is  the  justice  sec- 
tor, and  that  includes  strong  police  forces,  judiciaries,  prosecutors, 
and,  of  course,  all  the  other  various  elements  that  are  really  nec- 
essary to  have  a  strong  justice  sector  that  is  prepared  to  cope  with 
these  new  kinds  of  threats  to  democracy,  whether  it  is,  as  I  say, 
Russia,  Eastern  Europe,  or  Latin  America. 

This  has  got  to  be  a  major  thrust  of  this  administration.  It  is  al- 
ready a  major  concern  of  ours,  and  one  that  we  are  already  work- 
ing on  quite  considerably  throughout  the  world.  And  we  will  be 
working — we  are  already  working  with  our  allies,  particularly  in 
Western  Europe,  to  try  to  combine  forces  to  have  more  effective  ef- 
forts in  all  these  areas.  But  it  is  clearly  one  of  the  basic  challenges 
that  we  need  to  meet  right  now  in  this  new  post  cold  war  world. 

Senator  Kerry.  My  concern  is  that  we  are  just  horrendously 
underresourced  for  this,  and  somewhat  understrategized.  I  mean 
even  with  the  crime  bill,  which  I  worked  hard  to  take  up  to  the  $22 
billion,  much  of  which  is  now  going  to  go  into  prison  construction 
and  policing.  And  policing  I  think  it  ought  to;  I  am  concerned  about 
some  of  the  other  aspects. 

There  is  very  little  money  in  there  for  the  kinds  of  resources  we 
are  talking  about,  for  the  court  system,  for  prosecution,  for  inves- 
tigative resources,  et  cetera,  very  very  little.  I  do  not  think  I  am 
advertising  something  that  the  criminals  are  not  aware  of,  which 
is  that  there  is  an  enormous  confusion  between  agencies.  We  are 
just  not  well  organized  to  fight  this  so-called  war,  and  particularly 
on  the  international  scale. 

I  see  a  need  to  ask  for  significantly  greater  resources.  White  col- 
lar crime  is  very  expensive  crime  to  investigate  and  prosecute.  We 
may  even  be  totally  ill  equipped  in  the  following  ways.  We  may 
have  to  start  thinking  about  cross-jurisdictional  prosecutorial  ca- 
pacity so  that  our  lawyer  could  go  into  the  British  court  and  vice 
versa,  and  not  have  to  get  somebody  else  to  become  familiar  and 
so  forth.  We  may  have  to  begin  thinking  about  levels  of  information 
sharing  and  cooperation  that  we  have  just  never  even  contemplated 
in  the  context  of  the  flow  of  this  information,  or  I  see  them  perpet- 
ually ahead  of  us. 
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Do  you  want  to  comment  on  that? 

Ms.  Harris.  Well,  let  me  put  it  in  the  terms  that  I  frequently 
use  when  we  are  focusing  on  this  in  the  Department  of  Justice.  We 
really  must  posture  ourselves,  we  must  structure  ourselves  for  the 
twenty-first  century,  and  that  includes  the  technology  that  we  must 
deal  with;  it  includes  the  kinds  of  ideas,  Mr.  Chairman,  that  you 
are  suggesting  now.  And  I  want  to  tell  you  that  we  are  very  sen- 
sitive to  these  things.  We  are  focusing  on  these  subjects  and  we 
simply  must  organize  ourselves  to  deal  with  these  challenges,  and 
we  are  doing  it. 

The  question  of  resources;  law  enforcement  can  always  use  more 
resources.  We  are  trying  to  do 

Senator  Kerry.  Can  they  always  use  them  effectively,  is  my 
question? 

Ms.  Harris.  Well,  exactly,  and  I  am  getting  ready  to  move  to 
that,  in  fact.  We  are  trying  to  look  at  the  present  resources  in  a 
time,  as  I  think  I  heard  Mr.  Woolsey  say,  that  we  are  cutting  to 
the  bone.  We  are  trying  to  look  at  our  resources  and  use  them  as 
efficiently  and  effectively  as  possible.  And,  fortunately,  technology, 
for  instance,  can  help  us  do  that.  It  is  a  challenge,  yes,  but  tech- 
nology can  help  us  use  our  resources  to  better  effect. 

We  are  working  with  a  variety  of  international  organizations,  at- 
tempting to  think  of  new  ways  that  we  can  develop  evidence  and 
share  evidence.  We  are  working  very  closely  with  Ambassador 
Gelbard  and  the  State  Department  in  connection  with  these  inter- 
national connections  we  know  we  must  organize  to  cooperate  with. 
We  are  trying  to  leverage  our  precious  resources  to  teach  other  peo- 
ple how  to  do  the  work,  to  bring  on  board  other  countries'  inves- 
tigators and  prosecutors.  We  sit  down,  we  talk,  we  work  together. 
We  are  focused  on  the  problem  and  we  are  working  very  hard  to 
articulate  solutions. 

Senator  Kerry.  Well,  now,  in  1989  President  Bush  declared  the 
new  strategy.  He  established  the  10  year  national  drug  control 
strategy  which  said  we  are  going  to  reduce  the  flow  of  dangerous 
drugs,  cocaine,  heroin,  marijuana,  et  cetera,  by  50  percent.  We  are 
now  halfway  in  time  to  that  goal;  where  are  we  in  achieving  that 
goal? 

Ambassador  Gelbard.  Well,  I  think  the  expectations  that  were 
built  up  about  instant  results  exceed  anyone's  capacity.  To  me, 
these  are  problems  which  require  long-term  solutions,  without  any 
question.  It  has  taken  us  in  the  United  States  half  a  century  before 
we  were  able  to  get  a  grip  on — begin  to  get  a  grip  on  traditional 
organized  crime,  and  that  only  really  occurred,  as  I  understand  it — 
I  am  always  worried  about  being  corrected — when  we  had  some  sig- 
nificant legislation  such  as  the  RICO  statute. 

Most  of  the  countries,  almost  all  of  the  countries  with  which  we 
are  dealing  in  terms  of  the  narcotics  problem  are  countries  which 
do  not  have  strong  democratic  traditions  or  strong  democratic  insti- 
tutions, and  that  is  one  of  the  fundamental  reasons  why  we  are 
trying  to  work  to  really  bolster  those  institutional  capacities  on  the 
part  of  the  source  and  transit  countries. 

As  I  say,  expectations  for  short-term  results  were  undoubtedly 
too  high.  Now  we  have  been  hit  by  significant  budget  cuts.  My  own 
bureau,  for  example,  received  a  one  third  budget  cut  in  this  fiscal 
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year.  I  have  had  to  make  some  very  hard  choices  about  closing 
down  entire  programs,  and  yet  do  not  have  the  funds  to  really 
begin  trying  to  cope  with  the  problem  in  the  former  Soviet  Union 
and  Eastern  Europe.  Very  difficult  choices  and  there  are  no  good 
answers  here.  I  know  these  are  the  same  kinds  of  problems  that 
law  enforcement  agencies  face  such  as  DEA. 

What  we  need  to  do,  and  what  we  are  trying  to  do  as  part  of  the 
President's  strategy,  is,  first,  I  think  we  have  much  better  inter- 
agency coordination  within  the  administration  than  I  have  ever 
certainly  seen.  Second,  on  the  international  side  we  are  trying  to 
work  to  get  other  donors  much  more  involved.  And  as  I  mentioned 
in  my  statement,  the  international  financial  institutions,  particu- 
larly the  multilateral  development  banks,  need  to  play  a  big  role 
here,  because  at  the  risk  of  paraphrasing  Willie  Sutton,  that  is 
where  the  money  is. 

We  need  to  find  ways  to  bring  in  other  sources  of  funds,  but  we 
also  need,  I  have  to  say,  larger  budgets  for  our  own  agencies  and 
bureaus  right  here  in  the  U.S.  Government,  if  we  are  going  to  get 
the  results  we  need. 

Senator  Kerry.  I  do  not  want  to  ask  you  things  that  I  think  we 
can  get  out  of  the  report  itself  in  terms  of  details  on  countries,  but 
I  would  like  you  to  help  us — if  you  are  going  to  create  priorities  in 
terms  of  this  threat,  where  should  we  try  to  be  most  helpful?  What 
is  going  to  make  the  greatest  difference  in  terms  of  your  ability  to 
try  to  tackle  the  threat  that  you  have  adequately  described  here 
this  morning?  Is  it  only  a  combination? 

Coming  back  to  this  issue  of  playing  at  the  margins,  it  is  the 
same  thing  with  the  crime  bill.  You  know,  if  all  we  do  is  put  some 
cops  in  the  street,  but  we  do  not  deal  with  youth  intervention,  we 
do  not  deal  with  the  ability  of  the  courts  to  process  the  cases,  we 
do  not  deal  with  probation  officers  and  the  lack  thereof,  we  do  not 
deal  with  the  system,  if  you  will — it  is  an  integrated  system — we 
are  never  going,  we  are  only  going  to  have  bulges  in  it. 

I  think  the  same  thing  is  true  here.  This  is  just  an  enlarged 
criminal  justice  system.  It  does  not  happen  to  be  just  our  playing 
field;  it  involves  the  planet  for  the  first  time,  as  our  economy  does. 
So  I  think  your  comment,  Ms.  Harris,  about  bringing  the  Justice 
system  into  the  twenty-first  century  is  a  very  appropriate  one.  The 
question  is  what  resources  is  it  going  to  take  to  do  that  and  what 
structure. 

I  think  it  is  going  to  take  an  enormous  commitment,  or  we  are 
going  to  be  swamped.  If  we  get  swamped  in  this,  it  is  not  some- 
thing where  you  can  play  catch  up  very  easily.  We  are  really  going 
to  have  to  talk  about  what  kind  of  resources  the  Financial  Crimes 
Center  really  needs;  how  many  people  you  really  need  to  have  on 
to  have  a  sufficient  deterrent  in  terms  of  white  collar  investigation; 
what  is  the  level  of  intrusiveness  that  we  need,  very  rapidly,  in  the 
banking  system  internationally  to  be  able  to  deal  with  this  "know 
your  customer"  enforcement;  those  kinds  of  questions. 

And  I  sense  you  have  got  to  come  up  with  a  definition  of  those 
resources  and  of  that  strategy  more  than  we  have.  What  do  you 
think?  What  would  you  counsel  me?  What  would  you  say  to  this 
committee? 
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Ms.  Harris.  Rather  than  simply  try  to  speculate  with  you  at  this 
time,  why  do  I  not  I  offer  to  try  to  get  back  to  you  with  something 
more  specific. 

Senator  Kerry.  Fine,  I  appreciate  that. 

Ms.  Harris.  That  would  seem  to  me  to  make  sense. 

Ambassador  Gelbard.  To  stay  on  the  international  side,  al- 
though I  also  would  like  to  get  back  to  you  with  other  specifics,  let 
me  say  that  given  the  global  expansion  of  these  transnational 
criminal  enterprises,  it  is  quite  clear  that  we  are  finding  our  re- 
source base  stretched  not  just  thin,  but  just  too  limited,  without 
any  question,  whether  it  is  on  narcotics  on  any  other.  And  I  think 
a  lot  of  it  is  just,  in  plain  terms,  our  own  resources. 

But,  second,  one  very  specific  area  that  is  a  crying  need  in  terms 
of  both  foreign  policy  need  and  in  terms  of  the  need  to  counter 
these  organizations  is  funding  for  administration  of  justice  pro- 
grams. We  have  seen,  as  we  have  begun  to  look  at  our  desire  and 
need  to  support  democracy  and  the  fight  against  crime  internation- 
ally, that  this  has  been  one  of  the  basic  areas  that  I  think  all  agen- 
cies in  the  U.S.  Government  that  are  involved  in  this  feel  we  need 
to  play  a  much  larger  role  in  terms  of  developing  these  institutions. 

We  are  already  engaged,  largely  on  an  ad  noc  basis,  in  most 
countries,  but  it  is  quite  clear  that  this  is  one  of  the  primary  areas 
where  the  U.S.  Government  and  other  nations  need  to  be  more  in- 
volved as  a  very  sound  investment. 

Senator  Kerry.  What  percentage  are  we  down  to  in  terms  of 
drugs  that  are  now  coming  into  the  country?  Do  you  know? 

Ambassador  Gelbard.  It  is  very  difficult  to  say. 

Senator  Kerry.  Well,  are  the  total  numbers  down  or  are  they 
about  the  same? 

Ambassador  Gelbard.  Certainly,  the  sense  I  have  is  that  the 

Senator  Kerry.  Heroin  is  up. 

Ambassador  Gelbard.  Heroin  is  up. 

Senator  Kerry.  Cocaine  is — I  take  it  the  full  demand  of  the  Unit- 
ed States  is  essentially  being  met,  and  that  is  at  about  the  same 
level  in  tonnage  as  it  used  to  be.  We  are  seizing  more,  but  enough 
is  getting  in. 

Ambassador  Gelbard.  I  am  not  sure  what  "enough"  means. 

Senator  KERRY.  Well,  enough  to  satisfy  the  demand  in  this  coun- 
try. 

Ambassador  Gelbard.  Yes.  The  sense  I  have  is  that  the  demand 
in  this  country  has  peaked  and  is  beginning  to  come  down.  Cer- 
tainly, casual  use  has  decreased  rather  significantly  but  hard-core 
use  is  still  there.  Heroin  use  and  heroin  consumption  and  imports 
into  this  country  are  significantly  up,  largely  because  of  the  in- 
creased purities  and  new  methods  of  use. 

Senator  Kerry.  Have  the  supply  reduction  efforts,  in  your  judg- 
ment, been  effective  in  reducing  cocaine  availability? 

Ambassador  Gelbard.  We  need  to  do  more,  and.  that  is  why 

Senator  Kerry.  But  have  they  been  effective. 

Ambassador  Gelbard.  A  limited 

Senator  Kerry.  It  is  a  good  time.  Listen,  you  are  early  on  your 
watch,  so  if  they  have  not  been,  now  is  the  time  to  say  it. 

Ambassador  Gelbard.  We  have  not  done  nearly  enough.  We 
need  to  do  it  in  a  much  more  concentrated  way,  and  that  is  why 
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the  administration  is  really  trying  to  emphasize  this  in  a  much 
greater  way.  But  let  me  add,  we  should  not  see  this  as  a  zero-sum 
game.  It  is  do  either  supply  reduction  or  demand  reduction;  we 
have  to  do  more  of  both. 

Senator  Kerry.  I  do  not  disagree  with  that.  I  am  just  trying  to 
see  the  road  we  have  traveled  as  we  decide  where  we  are  going. 
I  mean,  what  is  the  significance  of  the  increase  of  heroin? 

Ambassador  Gelbard.  I  am  not  sure  I  understand  the  question. 

Senator  Kerry.  What  is  the  meaning  of  that?  What  does  it  say 
to  us  about  our  strategy  or  about  what  is  happening  in  this  coun- 
try? 

Ambassador  Gelbard.  It  has  more  to  do  with  the  dramatic  in- 
crease in  production,  particularly  in  Southeast  Asia,  and  more  par- 
ticularly from  Burma,  plus  the  significant  increase  in  heroin  pro- 
duction coming  out  of  Colombia.  And  as  I  was  saying  a  minute  ago, 
with  much  higher  purity  levels,  people  are  using  heroin,  as  a  fad- 
dish new  drug,  particularly  because  they  do  not  have  to  use  needles 
to  take  it  any  more.  We  are  seeing  across  the  country,  particularly 
in  a  lot  of  urban  centers,  a  lot  of  younger  people  are  taking  this 
because  it  is  new  for  them. 

Senator  Kerry.  What  can  you  tell  us  about  the  current  situation 
with  respect  to  Haiti  and  drugs,  particularly  Mr.  Francois'  involve- 
ment? 

Ambassador  Gelbard.  We  have  been  looking  into  the  charges,  al- 
legations about  involvement  of  Haitians,  in  particular  some  in  the 
Haitian  military  including  Michel  Francois,  for  quite  some  time. 
We  have  looked  at  a  number  of  the  allegations  that  are  out  there, 
and  recently,  as  you  may  be  aware,  the  U.S.  Coast  Guard  seized 
a  ship  bound  for  Haiti  with  136  kilos.  We  are  also  continuing  to 
look  at  this  extremely  carefully. 

Senator  Kerry.  Mr.  Nye,  Director  Woolsey  testified  that  orga- 
nized crime  groups  depend  on  these  wire  transfers,  and  we  have 
discussed  them  a  little  bit  here.  He  noted  that  many  of  these  trans- 
fers go  through  Panama  and  the  Cayman  Islands.  How  significant, 
in  your  judgment,  is  Panama  as  a  haven  for  dirty  money? 

Dr.  Nye.  Panama  has  been  a  very  significant  haven.  There  are 
some  signs  of  progress  in  Panama.  There  is  a  law,  for  example, 
which  is  now  before  the  legislature  to  begin  to  tighten  up  on  some 
of  their  procedures,  but  it  is  still  a  significant  haven. 

Senator  Kerry.  What  about  the  Caymans? 

Dr.  Nye.  And  the  Caymans  as  well.  I  might  go  back  and  also 
make  a  comment  on  your  previous  question  about  Haiti.  Haiti  has, 
we  believe,  lower  levels  of  drug  traffic  than  its  Caribbean  neigh- 
bors. In  other  words,  there  is  drug  traffic  and  corruption  of  mid- 
level  police  and  military  officers.  Colombian  traffickers  do  use  Haiti 
for  transit,  but  it  is  not  as  significant  a  transit  point  as  some  of 
its  neighbors.  As  you  tighten  up  in  any  given  area,  what  happens 
is  the  traffickers  use  other  routes.  Much  of  the  attention  now  is 
shifting  to  the  Eastern  Caribbean. 

Senator  Kerry.  Can  you  give  the  committee  an  assessment  of 
the  political  influence  of  criminal  enterprises  generally  in  Panama? 
Is  that  possible,  for  you  to  make  that  assessment? 

Dr.  Nye.  I  am  not  sure  that  I  have  information  that  I  can  use 
on  that. 
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Senator  KERRY.  Can  you  share  with  us  any  more  about  this  im- 
pact—which I  thought  was  a  significant  statement  by  the  Director 
on  the  economies  of  Venezuela  and  Colombia  particularly.  In  gen- 
eral or  those  particularly,  can  you  give  us  more  insight  on  the  im- 
pact that  money  laundering  is  having  on  local  economies? 

Dr.  Nye.  Well,  I  think,  to  go  back  to  those  numbers  I  cited  relat- 
ing to  Colombia.  When  you  have  flows  that  are  related  to  drugs 
which  are  two  to  three  times  the  flows  that  are  related  to  the  larg- 
est legal  export,  then  you  clearly  are  going  to  have  effects  on  the 
currency.  Businesses  which  are  trying  to  compete  legally  against 
other  businesses  that  are  playing  illegal  games  are  going  to  be  less 
competitive  because  of  the  impact  of  the  inflow  of  dollars  coming 
into  Colombia.  So  just  by  that  scale,  the  size  of  the  drug  money 
compared  to  the  largest  single  export,  it  is  bound  to  have  a  signifi- 
cant effect. 

Senator  Kerry.  The  Director  also  mentioned  the  1992  meeting — 
I  think  it  was  the  1992  meeting  in  Czechoslovakia  between  the 
Italian  and  Russian  organized  crime  groups.  Can  you  give  us  any 
sense  of  what  happened  as  a  result  of  that  meeting  and  what  the 
significance  of  that  meeting  might  be  in  the  overall  context  of  these 
efforts? 

Dr.  Nye.  Well,  the  efforts  were  to  find  ways  for  the  different 
criminal  organizations  to  gain  from  dividing  up  their  labors,  so  to 
speak.  What  we  have  seen  are  interests  of  the  Colombians  and  the 
South  Americans  in  penetrating  and  getting  into  the  East  Euro- 
pean and  Russian  areas  to  take  advantage  of  lax  regulations  and 
weak  banking  systems  to  launder  and  move  money.  They  also  use 
the  area  as  a  transshipment  point  for  criminal  transactions. 

So  in  that  sense,  what  we  are  seeing  in  a  number  of  these  inter- 
national crime  issues  is  the  beginnings  of  a  division  of  labor.  In- 
deed, it  is  interesting  and  rather  intriguing  that  a  considerable  por- 
tion of  the  drugs  that  are  coming  into  the  United  States  are  trans- 
ported by  the  Nigerians.  In  other  words,  if  you  look  at  the  linkages 
there,  the  Asians  are  doing  the  growing  of  opium,  but  the  transpor- 
tation of  heroin  is  being  taken  up  by  the  Nigerians. 

So  we  are  finding  that  in  these  networks  of  international  crime, 
there  is  a  division  of  labor,  and  criminal  groups  are  profiting  from 
cooperating  with  each  other.  For  example,  the  Italian  crime  groups 
tend  to  control  the  drug  trade  in  Europe,  but  there  is  cooperation 
between  the  Colombians  and  Italians  in  transporting  drugs  to  Eu- 
rope and  distributing  them  through  the  Italian  groups.  So  there  is 
an  increasing  transnationalization,  or  multinationalization,  of  the 
illicit  enterprises,  just  as  there  has  been  with  the  legal  enterprises. 

Senator  Kerry.  I  want  to  come  back  to  where  we  began  in  that 
context,  so  that  there  is  a  clarity  here  of  the  message,  if  you  will. 
Some  people  say,  well,  you  know,  all  these  people  really  want  to 
do  is  to  make  money,  and  as  long  as  they  do  not  want  to  overthrow 
your  government,  then  they  rise  to  nuisance,  maybe  bigger  than 
nuisance,  epidemic  at  times,  but  what  is  it  that  really  defines  them 
sort  of  as  a  threat? 

Now,  you  have  defined  it  previously  in  the  context  of  what  hap- 
pens in  our  streets  and  what  happens  to  the  fabric  of  our  society. 
Is  it  only  when  it  comes  back  here? 
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Dr.  Nye.  No,  I  think  what  I  tried  to  do,  Senator,  was  to  say  that 
when  you  have  anything  which  is  transnational,  by  definition  it 
has  two  legs — one  domestic  and  one  foreign.  We  can  be  hurt  by 
both  legs.  Let  me  repeat  our  concerns  about  the  effects  of  organized 
crime  in  Russia:  the  discrediting  of  reform  governments,  trie  dis- 
crediting of  markets  because  they  are  associated  with  criminal  ac- 
tivity, popular  concern  about  crime  which  might  give  a  platform  for 
a  Zhirinovsky- type  figure  to  come  to  the  fore,  and  of  the  simple 
proposition  that  there  is  a  small  but  significant  chance  that  weap- 
ons or  fissile  materials  will  be  stolen  and  transported  across  bor- 
ders to  other  states  for  terrorist  groups. 

Senator  Kerry.  And  sold  for  large  sums  of  money  to  small  na- 
tions that  seek  that  technology,  I  agree  with  you. 

Dr.  Nye.  Those  are  very  clear  examples  of  the  foreign  leg;  even 
if  crime  did  not  directly  come  back,  it  would  still  hurt  us. 

Senator  Kerry.  We  have  been  pretty  good,  as  a  Nation,  in  re- 
sponding to  legitimate  security  threats,  historically.  I  am  having 
trouble  understanding  why  it  is  we  are  just  beginning  to  define  this 
as  the  national  security  threat  it  is.  I  mean,  this  is  a  new  language; 
we  are  learning  to  link  crime.  It  is  one  of  the  reasons  I  hope  these 
hearings  might  be  helpful  or  important. 

Dr.  Nye.  I  think  we  are  beginning  to  see  changes.  I  might  just 
say  from  the  perspective  of  the  intelligence  community,  I  am  struck 
by  three  things  tnat  I  have  observed  in  just  the  last  6  months  or 
so.  One  has  been  the  very  good  cooperation  between  CIA  and  FBI 
on  the  issue,  as  I  think  Director  Woolsey  mentioned,  of  working 
through  procedures.  There  is  always  a  difficulty  on  any 
transnational  issue  that  the  CIA  does  not  work  at  home,  the  FBI, 
more  or  less,  does  not  work  abroad,  so  that  handoff  when  you  have 
transnational  crime  is  extraordinarily  critical.  The  cooperation  be- 
tween the  Director  of  Central  Intelligence  and  the  Director  of  the 
FBI  has  really  been  remarkable,  and  I  think  that  is  one  thing  we 
have  seen  that  has  been  a  major  improvement. 

The  second  is  about  6  months  ago  the  Deputy  Director  of  Central 
Intelligence  called  together  various  parts  of  the  intelligence  com- 
munity and  said  that  we  had  to  do  a  better  job  coordinating  what 
was  happening  inside  intelligence.  That  led  to  the  establishment  of 
a  new  National  Intelligence  Officer,  Enid  Schoettle.  She  and  her 
deputies  are  working  on  this  and  will  be  providing  community- wide 
assessments  of  these  issues. 

And  a  third  example  relates  to  Ambassador  Gelbard.  Last  sum- 
mer he  became  concerned  about  the  rise  in  alien  smuggling  and  the 
role  of  the  Chinese  triads.  He  asked  me  to  please  pull  together, 
through  the  National  Intelligence  Council,  the  various  parts  of  the 
community  that  could  help  him  on  that.  And  we  did.  We  sent  peo- 
ple out  to  Southeast  Asia,  calling  on  the  various  embassies  and 
countries,  and  came  back  with  a  strategy  for  changing  collection  of 
the  information  and  intelligence  on  this  issue. 

We  then  went  to  the  National  Intelligence  Collection  Board, 
which  led  to  a  new  set  of  intelligence  requirements.  All  this  was 
in  response  to  an  initiative  which  really  came  from  Mr.  Gelbard  as 
a  policymaker,  saying  this  was  beginning  to  be  a  real  problem  for 
him.  So  I  think  you  are  beginning  to  see  the  Government  in  its  var- 
ious parts — at  least  from  the  little  part  that  I  have  described  in  the 
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intelligence  community,  come  together  and  realize  that  this  is,  as 
you  described,  a  major  new  challenge. 

Senator  Kerry.  Well,  most  legitimate  governments  recognize 
pretty  quickly  the  threat  this  represents  to  them  both  in  terms  of 
power  base  as  well  as  revenue  base.  And  I  would  think  that  there 
would  be  a  willingness  to  build  a  much  stronger  cooperative  effort 
internationally  on  the  exchange  of  information.  What  do  you  think? 

Dr.  Nye.  When  you  have  governments  in  other  countries  threat- 
ened by  these  criminal  organizations,  then  they  have  a  common  in- 
terest with  us  in  trying  to  combat  them.  The  great  danger  is  when 
governments  become  corrupted  or  when  criminal  organizations 
grow  to  a  scale  where  they  have  political  influence  and  no  longer 
nave  a  legitimate  or  honest  interlocutor  on  the  other  side  of  the 
table.  So  it  is  absolutely  critical  that  we  work  with  these  govern- 
ments before  criminal  activity  gets  to  the  scale  where  it  is  out  of 
our  control. 

Senator  Kerry.  Well,  I  am  glad  to  hear  you  say  that.  I  think  that 
is  part  of  the  alarm  bell  that  needs  to  be  sounded.  There  is  just 
no  question  in  my  mind  that  if  the  larger  industrial  countries  were 
really  serious  about  creating  banking  accountability  and  trans- 
parency, this  could  happen,  you  could  change. 

You  will  never  eliminate  it.  I  understand  that.  It  is  just  like  loan 
sharking  or  gambling  and  prostitution.  I  mean  we  have  never 
eliminated  any  of  them,  but  they  are  not  epidemics  that  are  lit- 
erally tearing  at  the  fabric  of  your  life  the  way  drugs  are,  and  these 
larger  issues.  I  think  we  need  to  reassert  the  primacy  of  the  law 
enforcement  effort  here. 

In  that  regard,  Ms.  Harris,  what — in  the  time  you  have  been 
there  and  have  been  able  to  get  your  hands  on  all  this,  what  would 
you  say  is  your  greatest  frustration  in  trying  to  move  internation- 
ally or  enforce  some  of  our  efforts  with  respect  to  these  particular 
crimes? 

Ms.  Harris.  Well,  let  me  talk  instead  about  what  I  see  as  a  co- 
operation, a  really  unparalleled  cooperation  between  the  agencies 
of  the  administration,  to  focus  on  this.  Ambassador  Gelbard  was 
good  enough  to  invite  me  to  go  with  him  to  China  very  soon  after 
I  arrived,  just  to  get  an  exposure  to  several  levels  of  international 
concern. 

At  the  very  top  of  our  concern  was  how  do  we  share  evidence  at 
this  point  with  China.  China  is  a  developing  economic  country.  I 
believe  that  the  cooperation  that  that  trip  basically  stood  for  be- 
tween the  State  Department  and  the  Department  of  Justice  with 
respect  to  these  international  concerns,  is  our  way  to  begin  to  deal 
with  what  you  recognize  and  what  I  think  we  all  recognize  as  seri- 
ous international  organized  criminal  activity. 

Let  us  put  it  this  way.  I  have  not  had  time  to  get  frustrated  yet, 
and  I  hope  I  do  not  get  frustrated.  I  have  found  a  remarkable  level 
of  concern  and  dialog  and  cooperation  between  the  agencies  of  our 
Government. 

Senator  Kerry.  Well,  I  appreciate  that.  We  will  end  on  that  note 
for  the  morning  session  here. 

This  is  unprecedented  to  have  the  three  of  you,  the  three  agen- 
cies represented  here.  There  is  an  openness  to  this  that  I,  in  the 
last  10  years,  have  never  had  the  pleasure  of  working  with.  There 
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is  a  willingness  to  really  sort  of  try  to  tackle  some  of  it.  None  of 
it  is  going  to  be  easy.  I  think  one  of  the  most  important  things  is 
to  get  on  the  table  the  significance  of  it,  and  begin  to  really  drive 
home  to  people  what  is  at  stake  here. 

I  do  not  want  to  cut  anybody  off.  If  there  are  any  thoughts  about 
something  you  wish  I  had  asked,  or  some  observation  you  would 
like  to  make  on  this  as  a  whole,  I  would  like  to  do  that.  I  do  want 
to  leave  the  record  open,  because  we  have  a  lot  of  questions  here 
in  detail  that  I  have  not  gone  into,  some  of  which  we  may  want 
to  put  into  the  record.  But  if  there  is  anything  anybody  wants  to 
add,  I  would  be  happy  to  hear  it. 

Ambassador  Gelbard.  Mr.  Chairman,  if  I  could  just  add  to  some- 
thing that  Dr.  Nye  mentioned.  Secretary  Christopher,  particularly 
as  a  former  Deputy  Attorney  General,  has  really  recognized  the  im- 
portance of  these  problems  as  foreign  policy  priorities.  And,  of 
course,  the  President  has  denned  the  narcotics  problem  as  a  na- 
tional security  priority. 

And  it  was  as  result  of  the  Secretary's  instructions  to  me  that  we 
have  established,  for  the  first  time  in  the  State  Department,  a 
branch  dedicated  to  the  issues  of  international  crime  and  criminal 
justice  where  we  are  working,  particularly,  with  the  law  enforce- 
ment community.  Several  of  those  agencies,  in  fact,  have  already, 
or  are  in  the  process  of  detailing  individuals  to  work  as  liaisons 
with  me,  including  the  FBI. 

I  think  this  is  really  a  remarkable  and  very  positive  demonstra- 
tion of  how  we  are  working  together  on  a  wide  range  of  these  is- 
sues. Since  there  is  a  very  strong  recognition,  whether  it  is  the  in- 
telligence community  or  the  law-enforcement  community,  that  all 
of  us  have  to  work  together  in  unprecedented  ways  to  confront 
what  are  very  clearly  new  major  foreign  policy  national  security 
threats  to  the  United  States  and  to  those  other  countries  which  are 
our  allies  and  friends.  So  it  is  very  clear  that  this  is  a  clear  thrust 
of  this  administration,  and  one  in  which  we  appreciate  your  sup- 
port. 

Senator  Kerry.  Well,  thank  you  for  the  comment.  I  mean,  we  are 
going  to  have  a  real  struggle  getting  people  to  understand  some  of 
the  linkages  here.  I  think  all  of  this  is  helpful  is  laying  a  ground- 
work to  do  that.  But  I  will  tell  you,  we  are  going  to  have  to  ask 
for  more  resources  and  break  this  cycle  of  poverty  that  most  of  our 
institutions  are  struggling  through.  And  it  is  not  just  on  this  issue. 
There  are  a  host  of  others,  on  the  education  front,  and  others, 
where  we  are  just  frittering  at  the  margins,  and  it  is  getting  worse 
rather  than  better  because  we  are  starving  ourselves. 

And  we  need  to  understand  the  relationship  of  the  billions  of  dol- 
lars that  are  offshore  to  some  of  these  resourse  problems.  This  is 
a  country  that  is  pretty  good  at  understanding  return  on  invest- 
ment. There  is  a  very  high  return  on  the  investment  to  this  coun- 
try, if  we  were  to  put  some  of  these  resources  up  there.  So  I  look 
forward  to  working  with  you. 

We  will  recess  until  2:10  when  we  pick  up  with  our  afternoon 
panel,  and  I  thank  you  all  very  very  much.  Thank  you.  We  stand 
in  recess. 

[Whereupon,  at  12:50  p.m.,  the  subcommittee  adjourned,  to  re- 
convene at  2:10  p.m.,  the  same  day.] 
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AFTERNOON  SESSION 


The  subcommittee  met,  pursuant  to  notice,  at  2:10  p.m.  in  room 
SD-419,  Dirksen  Senate  Office  Building,  Hon.  John  F.  Kerry 
(chairman  of  the  subcommittee)  presiding. 

Present:  Senator  Kerry. 

Senator  Kerry.  The  subcommittee  will  come  to  order.  Thank  you 
very  much. 

I  want  to  welcome  Mr.  Coleman  and  Mr.  Frier.  Thank  you  very 
much  for  coming  this  afternoon.  Were  you  able  to  be  here  this 
morning  for  any  of  it?  What  we  would  like  to  do  is  to  continue  to 
lay  out  the  framework  of  the  definition,  if  you  will,  and  the  nature 
of  the  threat  of  the  growing  global  Mafia  or  increased  criminal  en- 
terprises. And  we  welcome  both  the  FBI  and  the  DEA  being  here 
this  morning. 

We  had  some  very  strong  testimony  from  the  CIA,  the  State  De- 
partment, and  the  Justice  Department,  and  I  think  your  testimony 
this  afternoon  will  help  complete  an  agency  review,  if  you  will,  of 
the  status  of  this  threat  at  this  point  in  time. 

So,  we  are  very  happy  to  have  you  here.  And,  Mr.  Coleman,  we 
appreciate  particularly  how  we  have  worked  together  over  the 
years,  and  we  appreciate  the  work  that  your  agency  is  undertaking. 
We  are  glad  to  have  you  here,  Mr.  Frier,  for  the  director.  Thank 
you.  Do  you  want  to  lead  off? 

STATEMENT  OF  JOHN  J.  COLEMAN,  ASSISTANT  ADMINIS- 
TRATOR FOR  OPERATIONS,  DRUG  ENFORCEMENT  ADMINIS- 
TRATION 

Mr.  Coleman.  Thank  you  very  much,  Senator  Kerry,  and  good 
afternoon  to  you  and  the  panel. 

First  of  all  I  would  like  to  say  on  behalf  of  DEA  that  we  appre- 
ciate this  opportunity  to  testify  here  this  afternoon.  I  would  like  to 
continue  by  giving  you  a  progress  review  of  our  major  strategy,  our 
major  operations  on  Colombian  cartels.  [Chart  shown.]  As  we  have 
testified  in  the  past,  the  previous  strategy  the  Drug  Enforcement 
Administration  uses  in  pursuit  of  the  Columbian  cartels  is  called 
the  Kingpin  Strategy  which  involves  targeting  these  kingpin  orga- 
nizations. This  is  a  departure  from  previous  attempts  at  going  after 
the  traffickers  in  that  we  are  no  longer  concentrating  our  primary 
focus  on  individuals  and  particular  individual  drug  loads. 

Senator  Kerry.  Let  me  just  say  for  the  purposes,  as  we  go  along 
here,  Mr.  Coleman,  I  am  probably  going  to  ask  a  lot  of  questions 
on  the  charts  as  we  go  along  here,  and  just  kind  of  keep  the  dialog 
going.  So,  I  may  interrupt  you  periodically  or  frequently  even  to  try 
to  draw  out  the  picture  here. 

Mr.  Coleman.  I  understand. 

Senator  Kerry.  Thanks. 

Mr.  Coleman.  Again,  to  go  after  the  individual  organizations 
rather  than  the  members  of  those  organizations. 

In  doing  the  research  for  this  Kingpin  Strategy  over  a  period  of 
several  years,  and  in  working  in  conjunction  with  a  number  of 
other  agencies  of  our  Government  and  our  colleagues  abroad,  we  fi- 
nally decided  after  much  research  that  the  vast  majority  of  the  co- 
caine found  in  the  United  States  and,  indeed,  in  the  Western  world 
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comes  from  about  seven  or  so  specific,  identifiable,  unique,  stand- 
alone organizations.  These  organizations  are  what  we  call  headed 
by  the  kingpins.  [Chart  shown.]  The  names  of  the  kingpins  are  as 
follows:  Jose  Santacruz-Londono,  the  Rodriguez-Orejuela  Brothers, 
Helmer  Herrera-Buitrago,  the  Urdinola-Grajales  Brothers,  Jaime 
Garcia-Garcia,  Pablo  Escobar-Gaviria,  and  the  Ochoa  Brothers. 

The  bottom  three  represent  the  Medellin  portion  of  the  Colombia 
traffickers.  And  as  everyone  knows,  Pablo  Escobar,  of  course,  met 
his  death  last  December  in  the  shoot-out  with  the  Colombian  na- 
tional police  in  Medellin,  and  the  Ochoa  Brothers  are  for  the  most 
part  in  jail. 

However,  we  still  maintain  these  people  on  the  list  because  some 
of  the  remnants  of  their  trafficking  organizations  have  either  joined 
in  with  the  Cali  groups  or  have  attempted  to  start  to  reconstruct 
independent  trafficking  organizations.  And  so  we  think  they  should 
remain  on  the  list  until  we  are  absolutely,  totally  sure  that  higher 
organizations  have  been  dismantled. 

Senator  Kerry.  Have  the  Ochoas  been  able  to  run  any  of  their 
organizations  from  the  jail  as  Escobar  did? 

Mr.  Coleman.  Yes.  We  believe  that  Ochoa  is  still  in  control  of 
some  of  the  remnants  of  his  activities  when  he  was  in  jail.  And  in 
fact  I  think  if  we  just  skip  ahead  to  one  of  these  posters  it  will  dra- 
matically give  you  an  indication  of  that. 

Last  year,  in  the  fall  of  last  year,  we  received  information  that 
Ochoa  who—did  we  bring  the  one  with  the  antique  car?  [Chart 
shown.]  Ochoa,  who  apparently  likes  and  collects  antique  auto- 
mobiles, decided  that  he  was  not  comfortable  in  his  prison  at  Itaqui 
without  having  his  favorite  automobile,  which  looks  to  me  to  be 
something  like  maybe  a  1931  Model  A  Ford.  So,  he  had  the  prison 
officials,  who  are  there  in  the  background,  tear  down  this  concrete 
block  wall.  And  that  is  Jorge  Ochoa  himself  backing  in  his  prized 
antique  automobile  into  his  prison. 

I  do  not  quite  know  what  one  does  with  an  automobile  inside  of 
a  prison,  but  then  again  there  is  some  serious  question  as  to  how 
much  of  a  prison  this  prison  actually  is.  But  yes,  that  is  in  answer 
to  your  question. 

Senator  Kerry.  Was  this  a  plea  bargain? 

Mr.  Coleman.  I  suppose  it  may  have  been  part  of  a  plea  bargain 
to  allow  him  to  have  an  automobile  inside  his  prison.  But  in  an- 
swer to  your  question  as  to  whether  or  not  he  runs  or  continues 
to  run  tnis  organization  from  behind  prison  walls,  I  suspect  that 
anyone  who  would  have  the  ability  to  import  an  automobile  and  lit- 
erally have  the  prison  wall  removed  to  do  so  would  probably  be 
able  to  conduct  some  form  of  business  from  inside. 

Senator  Kerry.  I  would  say  that  it  speaks  for  itself. 

Mr.  Coleman.  If  I  may  just  move  along  to  the  financial  side  of 
these  cartels  and  give  you,  perhaps,  one  illustration  of  the  re- 
sources that  we  were  able  to  identify  and  attack. 

Senator  Kerry.  Before  we  do  that,  before  we  break  them  down 
and  start  to  dig  into  the  resources,  would  you  share  with  the  com- 
mittee an  overview  of  what  kind  of  threat  we  are  looking  at  here? 
What  do  these  guys  represent?  Is  there  something  unique  and 
growing  about  this:  Is  it  different  from  what  we  have  seen  before? 
Do  we  have  to  take  it  more  seriously?  Where  are  we? 
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Mr.  Coleman.  Well,  with  respect  to  the  Cali  group- 


Senator  Kerry.  With  respect  to  these  kingpins  that  you  have  ar- 
ticulated, that  you  have  identified. 

Mr.  Coleman.  Well,  I  think  they  were  probably  always  there.  I 
mean,  there  have  been  criminals  in  Colombia.  Some  of  these  people 
have  extensive  records  going  back  into  their  teenage  years  when 
they  were  literally  street  thugs  and  car  thieves,  petty  assassins  and 
this  sort  of  thing. 

Then  some  of  them,  however,  remarkably  are  extremely  success- 
ful business  people.  The  Cali  side,  the  Cali  Cartel,  which  is  not 
known  for  its  violence  as  much  as  the  Medellin  Cartel  was  known 
for  it,  the  Cali  Cartel  is  comprised  of  mostly  business  people,  peo- 
ple who  have  succeeded  in  other  areas  of  commercial  endeavor. 

For  example,  the  Rodriguez  Brothers  own  and  operate  a  chain  of 
very  successful  pharmacies,  over  100  pharmacies  throughout  the 
entire  country  of  Colombia,  owned  and  operated  by  these  brothers 
very  successfully.  They  own  a  great  deal  of  commercial  property  in 
Cali,  office  buildings,  high-rise,  downtown  office  buildings.  They 
own  a  lot  of  farm  land  in  the  richest  and  most  fertile  areas  outside 
of  Cali  in  the  Valley  of  Cauca. 

The  Grajales  Brothers,  the  Grajales  family  is  a  very  well  known 
family  that  owns  and  operates  extensive  vineyards  throughout  Co- 
lombia. They  ship  wines  and  fruit  pulps  all  around  the  world.  And, 
in  fact,  we  have  found  in  the  past  the  use  of  the  fruit  pulp  that 
was  sent  to  Europe  containing  a  shipment  of  cocaine  concealed 
within  barrels  of  fruit  pulp. 

And  so  some  of  these  organizations  do  indeed  own  and  operate 
a  number  of  commercial  endeavors,  and  this  makes  it  particularly 
difficult  because  within  the  Colombian  society,  they  have  a  certain 
esteem  within  their  communities.  They  are  businessmen,  they  are 
successful  people,  they  are  look  up  upon,  they  are  not  really 
thought  of  as  thugs  in  the  full  sense,  unlike  the  Medellin  group 
which  is  pretty  much  epitomized  by  Pablo  Escobar  and  the  Ochoa 
Brothers,  who  literally  were  not  the  same.  They  really  were  thugs 
and  they  really  were  strong-arm  types  of  individuals. 

And  so  to  address  your  question,  yes,  they  are  extremely  difficult 
for  us  to  go  after  because  they  not  only  control  these  legitimate, 
semi-legitimate  commercial  empires,  but  they  obviously  also  control 
these  cocaine  cartels  which  produce  an  enormous  amount  of  money. 

The  money  then  is  easily  hidden  and  sort  of  commingled  with  the 
legitimate  stream  of  revenue  that  they  have  from  their  other  activi- 
ties. And  it  makes  it  extremely  difficult  for  the  authorities,  both 
here  in  the  United  States  as  well  as  in  Columbia,  to  then  try  to 
separate  this  out  and  put  this  all  back  into  perspective,  not  to  men- 
tion the  least  of  which,  of  course,  which  is  that  these  individuals 
have  a  great  deal  of  influence  within  their  own  societies. 

Senator  Kerry.  And  would  you  say  that  influence  is  spreading 
now  outside  of  their  own  society? 

Mr.  Coleman.  I  would  think  so.  I  would  say  that  the  influence 
that  they  have  spreads  all  over  the  globe.  They  have  been  very  suc- 
cessful within  their  own  country  promoting  both  their  criminal 
agendas  as  well  as  their  political  agendas,  and  I  think  they  have 
taken  that  to  indicate  that  they  can  perhaps  use  that  here  too. 
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Senator  Kerry.  I  would  suspect,  Mr.  Frier,  you  might  have  some 
comment  with  respect  to  what  it  means  here  at  home.  But  when 
you  see  on  the  front  pages  of  the  New  York  Times  25  police  officers 
in  1  division  being  arrested  for  the  kind  of  abuse — for  alleged  abuse 
and  alleged  transactions  that  we  have  read  about,  it  raises  some 
very  serious  questions  about  the  spread  of  their  influence  and  the 
habits  that  go  with  them,  does  it  not? 

Mr.  Frier.  Yes,  it  certainly  does.  In  fact,  I  would  not  only  agree 
with  what  John  said,  but  I  would  also  add  that  we  have  found  that 
as  our  expertise  has  become  enhanced  over  years  of  investigating 
their  activities,  that  so  has  their  operational  expertise  increased. 

In  fact,  we  find  that  they  possess  the  state-of-the-art  in  all  types 
of  communications  and  data  processing  equipment.  They  have  the 
ability  to  penetrate  countries  other  than  their  own,  including  ours, 
and  bribe  officials  at  will.  The  funds  that  they  are  able  to  invest 
in  this  endeavor  create  the  situation  that  you  just  talked  about. 

Senator  Kerry.  We  are  going  to  get  back  to  this.  I  want  to  get 
your  testimony  in  full  describing  some  of  this. 

Let  me  ask  Mr.  Coleman  to  proceed,  and  then  we  will  come  back 
to  you,  but  I  appreciate  your  reinforcing  that  as  we  set  out.  [Chart 
shown.] 

Mr.  Coleman.  Again,  Senator,  to  give  you  some  idea  of  the  finan- 
cial resources  of  just  one  of  these  particular  groups,  the  Jose 
Gonzalo  Rodriguez-Gacha  group — and  by  the  way,  Gonzalo 
Rodriguez-Gacha  and  his  son,  Freddy,  were  killed  in  1989  in  a 
shoot-out  with  the  police  over  in  Cartagena. 

But  prior  to  that  time,  several  raids  were  conducted  in  Colombia 
that  led  to  the  discovery  of  some  financial  records.  And  by  sharing 
those  records  with  the  United  States  and  the  DEA,  we  were  able 
to  track  the  enormous  financial  empire  that  this  man  had. 

We  were  able  very  quickly,  with  the  aid  of  the  State  Department 
and  our  colleagues  overseas  to  literally  block  many  of  these  ac- 
counts which  later  on  were  frozen  and  ultimately  forfeited  in  most 
of  the  countries  that  you  see  on  this  map. 

The  total  amount  of  the  resources  that  are  represented  just  by 
what  is  on  this  chart  today  was  about  $131  million.  It  was  reportea 
that  there  was  another  $150  million  found  on  the  farm  or  finca 
that  this  man  controlled  in  Cartagena,  the  police  dug  this  up.  $150 
million  which  was  just  buried  in  the  dirt  simply  because  there  was 
no  other  place  to  put  it. 

And,  again,  that  is  close  to  $300  million,  representing  literally 
just  the  financial  side  of  one  of  these  cartels. 

There  are  estimates  of  anywhere  from  $5  billion  to  as  much  as 
$100  billion  a  year.  It  is  very  difficult  to  put  an  exact  figure  on  this 
as  the  total  amount  of  revenue  generated  by  the  sales  of  cocaine 
outside  of  Colombia,  principally  here  in  the  United  States. 

The  group  we  are  talking  about  accounts  for  at  least  70  percent, 
and  perhaps  as  high  as  80  to  85  percent  of  all  the  cocaine  that  is 
found  in  the  United  States. 

Now,  if  I  might  just  briefly  describe  how  some  of  these  organiza- 
tions are  structured.  [Chart  shown.]  In  1991  we  were  successful  in 
learning  a  lot  about  the  inner  workings  of  these  organizations.  I 
know  that  is  difficult  for  you  to  see  from  there,  but  I  think  there 
is  a  set  of  prints  that  I  left  with  you. 
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We  were  able  to  identify  that  the  higher  up  you  go  in  these  orga- 
nizations, the  higher  up  that  you  go  in  these  cartels,  the  further 
and  further  away  you  get  from  the  sort  of  visible  portion  of  the 
criminal  enterprise  and  most  people  are  familiar  with,  and  the  clos- 
er you  get  to  seeing  what  literally  is  an  integrated  vertical  struc- 
ture that  one  might  expect  to  fina  in  any  corporation  or  successful 
transnational  business.  And  that  is  exactly  what  we  found  when  we 
started  looking  at  these  organizations. 

We  found,  for  example,  that  they  need  media  advisors.  They  have 
people  who  they  either  intimidate  in  the  media  or  they  buy  in  the 
media  or  they  favor  in  the  media  by  giving  them  special  access  for 
articles  that  povtray  them  in  a  good  light,  and  portray  them  as  in- 
nocently maligned  by  the  United  States  and  by  their  own  govern- 
ment as  drug  traffickers  when  they  are  not,  et  cetera. 

They  have  legal  and  political  advisors.  They  have  individuals  in 
Colombia  who  advise  them  on  political  matters.  They  contribute 
greatly  to  the  campaigns  of  virtually  every  candidate  so  that  when- 
ever somebody  does  get  elected  to  any  office  they  at  least  have  an 
entre  to  that  individual  to  help  persuade  and  to  influence  in  terms 
of  legislation. 

They  have  some  of  the  finest  legal  minds  in  Colombia  as  well  as 
here  in  the  United  States.  Right  here  in  the  city  of  Washington, 
DC,  they  have  engaged  some  of  the  finest  legal  talent  available  in 
this  country. 

Senator  Kerry.  Let  me  ask  you  when  you  say  that,  they  have  en- 
gaged legal  talent  here  in  this  country,  are  you  aware  of  the  speci- 
ficity of  what  kinds  of  things  that  legal  talent  has  been  engaged  to 
do? 

Mr.  Coleman.  Yes,  sir. 

Senator  Kerry.  Like  what?  Give  us  an  idea. 

Mr.  Coleman.  Well,  for  example,  they  have  hired  law  firms  to 
obtain  materials  from  the  court,  things  that  are  in  public  record  or 
things  that  are  in  criminal  files  that  are  released  through  the  proc- 
ess of  trials  and  court,  for  example  what  we  call  3500  material,  so 
that  they  can  study  these  materials  to  see,  for  example,  how  long 
it  takes  the  DEA  or  the  FBI  to  get  a  wiretap  application.  How  long, 
for  example,  does  it  take  an  average  investigation  in  Miami  for  the 
agents  and  the  law  enforcement  to  be  able  to  get  wiretap  author- 
ization for  a  particular  telephone? 

Senator  Kerry.  Now,  is  this  sort  of  the  normal  run  of  defense  at- 
torneys who  are  available  for  any  kind  of  client,  or  are  these  more 
sort  of  mainstream  law  firms  that  know  who  they  are  dealing  with? 

Mr.  Coleman.  It  is  a  mixture  of  both.  You  have  got  mainstream 
law  firms  in  there  and  you  have  got  basically  defense  attorneys 
doing  risk  analysis  and  risk  management. 

Senator  Kerry.  Do  you  know  whether  or  not  those  firms  know 
who  they  are  dealing  with? 

Mr.  Coleman.  On,  certainly,  there  is  no  question  about  it.  In 
fact,  it  has  been  published  in  the  Washington  Post  back  in  1989, 
a  very  famous  law  firm  here  in  this  town  representing  the 
Rodriguez  Brothers,  for  example,  or  this  very  Congress,  or  this 
Senate.  There  is  reams  of  this  information  in  the  public  record. 

Senator  Kerry.  And  in  terms  of  media  advisors  are  there  any  in 
the  United  States,  consultants  and  others  that  you  know  of? 
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Mr.  Coleman.  Not  that  we  are  aware  of  in  the  United  States. 
However,  there  is  one  vivid  example  of  sort  of  the  vengeance  with 
which  they  will  attack  someone  who  does  not  agree  with  them  in 
the  media  in  the  fact  that  they  reached  out,  or  at  least  it  is  be- 
lieved that  at  least  one  of  these  kingpins,  Jose  Santacruz-Londono, 
reached  out  in  March  of  1992  to  assassinate  an  editor  of  New  York 
City's  largest  daily  Spanish  language  newspaper,  El  Diario  La 
Prensa. 

And  he  was  assassinated  as  he  sat  in  a  restaurant  in  Queens, 
NY.  And  an  extensive  investigation  conducted  by  the  New  York  po- 
lice authorities  and  the  DEA  and  the  FBI  uncovered  links  directly 
back  to  Cali  and  to  Santacruz-Londono. 

And  it  was  reported — there  were  six  people  arrested,  and  it  was 
reported  by  some  of  the  individuals  who  cooperated  that  this  was 
nothing  other  than  a  hit,  a  contract  hit  that  came  out  of  Cali,  Co- 
lombia to  assassinate  this  individual,  Manuel  de  Dios,  simply  be- 
cause he  was  a  very  active  member  of  his  community  in  Queens. 

He  did  not  like  what  he  saw  in  terms  of  the  drug  traffic,  in  terms 
of  the  impact  and  effect  it  was  having  in  his  community,  and  he 
wrote  stories  about  it.  He  cultivated  sources  and  he  wrote  very  dra- 
matic stories  about  the  effect  of  the  Cali  cartel  in  Queens,  and  as 
a  result  he  was  murdered. 

In  fact,  last  month  a  fellow  by  the  name  of  Wilson  Maiia-Velez 
was  convicted,  found  guilty  in  an  Federal  court  in  Brooklyn,  sen- 
tenced by  Judge  Korman,  a  sentence  of  life  in  prison  without  parole 
for  that  murder. 

Senator  Kerry.  So,  this  would  be  iust  one  more  example  of  the 
ways  in  which  their  course  of  doing  business  and  their  manner  of 
doing  business  reaches  right  into  the  communities  of  our  country. 

Mr.  Coleman.  Exactly. 

Senator  Kerry.  But  that  is  only  one  example.  I  mean,  there  are 
countless  drug  turf  shoot-outs  on  street  corners  and  so  forth,  are 
there  not,  on  a  daily  basis  in  this  country? 

Mr.  Coleman.  Yes,  sir,  on  a  daily  basis.  Now,  again,  if  I  might 
get  back  to  that  previous  schematic,  as  you  can  see  there  are  quite 
a  few  functions  identified  there,  and  each  one  of  these  functions  is 
indeed  a  very  important  aspect  of  running  this  successful  inter- 
national business. 

And  you  have  got  people  who  are  involved  in  dealing  with  the  fi- 
nancial side  of  the  industry,  dealing  with  the  money,  dealing  with 
the  controllers  and  accountants.  I  might  add  that  these  cartels  rely 
very  heavily  on  professional  accountants.  Many  of  these  people  are 
credentialed  and  degreed  and  licensed  in  several  countries.  They 
travel  frequently  to  check  on  the  investments  in  the  investment 
centers  of  the  financial  world. 

Likewise,  they  have  a  good  deal  of  professional  advice  with  re- 
spect to  investments  in  securities  around  the  world.  They  move 
their  money  quickly  between  gold,  securities,  and  cash,  and  invest- 
ments on  stocks,  et  cetera. 

And  they  have,  of  course,  the  operational  side  of  the  business, 
which  would  involve  a  drug  management  office  which  takes  the  or- 
ders from  the  consumers  and  from  the  distributors,  say,  in  the 
United  States,  the  drug  office  management  people.  They  in  turn 
notify  the  laboratories  in  Colombia  to  produce  the  anticipated  prod- 


66 

uct  flow  to  meet  the  demands  in  places  like  the  United  States.  And 
then,  of  course,  the  same  drug  management  official  will  probably 
deal  directly  with  the  coordinator  for  transportation. 

In  some  cases  the  cartels  handle  their  own  transportation  as  a 
separate  subsidiary  of  the  cartel.  In  other  cases,  for  example,  and 
this  was  more  frequent  in  the  Medellin  group,  they  will  franchise 
that  portion  of  the  activity  out. 

Right  now  we  see  a  good  deal  of  the  franchising  or  contracting 
out  of  the  transportation  of  the  drugs  going  to  Mexican  groups  be- 
cause they  have  diverted  the  majority  of  the  shipments  toward 
Central  America  and  across  the  Mexican  border. 

They  allow  the  Mexican  subgroups  that  are  specialists  in  trans- 
portation and  smuggling  to  handle  this,  and  in  return  the  Mexican 
groups  get  either  a  portion  of  the  load  or  they  are  actually  paid  in 
cash  for  doing  this  particular  service. 

Senator  Kerry.  Now,  the  level  of  activity  that  this  size  of  an  al- 
most corporate  structure  would  predicate  would  leave  a  fairly  large 
trail.  I  mean,  it  cuts  a  pretty  big  swath  through  any  community, 
does  it  not,  particularly  Medellin  or  Cali  now? 

Mr.  Coleman.  Yes,  sir. 

Senator  Kerry.  And  when  you  have  pilot  aircraft  maintenance 
and  air  strip  supervisor  and  so  forth,  I  mean  most  of  these  aircraft 
are  relatively  identifiable  and  traceable. 

Mr.  Coleman.  Many  of  them  are. 

Senator  Kerry.  How  do  they  operate  with  such  impunity  if  you 
have  got  this  kind  of  size  of  operation  with  all  of  the  logistics  and 
maintenance  and  so  forth? 

Mr.  Coleman.  Well,  probably  the  majority  of  aircraft  that  they 
use  can  be  categorized  as  general  aviation  type  aircraft,  single  and 
twin  engine  aircraft  with  potential  carrying  loads  of  anywhere  from 
500  kilos  to  perhaps  1,000  kilos  or  1  metric  ton. 

We  do  see  from  time  to  time  the  use  of  larger  aircraft  to  include 
even  turboprop,  and  there  is  even  information  that  one  particular 
group  that  has  been  involved  in  the  transportation  services  for  the 
cartels  in  the  past  last  year  purchased  three  Boeing  727  jet  air- 
craft, which  they  are  in  the  process  of  putting  additional  fuel  tanks 
on  to  allow  the  aircraft  to  have  extended  range. 

So,  there  are  a  tremendous  variety  of  aircraft  used  by  the  cartels. 
But  these  aircraft  often  carry  fake  identification.  They  usually 
carry  wrong  numbers  or  they  may  carry  numbers  of  aircraft  that 
already  crashed  somewhere  else.  They  may  be  replaced  aircraft, 
representing  aircraft  that  are  no  longer  in  service,  so  that  the  air- 
line officials  or  the  air  traffic  control  officials  of  the  various  coun- 
tries that  they  might  pass  through  are  not  suspicious  that  this  par- 
ticular aircraft  is  not  known  to  their  records. 

So,  they  may  indeed  just  paint  tail  numbers  and  lettering  and  so 
forth  to  mimic  legitimate  aircraft  that  exist  on  the  log  books  of  Fed- 
eral Aviation. 

Senator  Kerry.  Now,  I  just  want  you,  before  you  go  on,  to  de- 
scribe— first  of  all,  what  is  this  drawn  from?  From  various  wit- 
nesses who  have  worked  with  you  and  various  inside  informants? 

Mr.  Coleman.  Yes,  sir.  In  the  fall  of  1991,  as  I  mentioned  before, 
we  were  very  fortunate  in  one  particular  case  in  New  York  City  at- 
tributed to  the  Helmer  Herrera  group  in  which,  after  a  series  of 
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wiretaps,  well  over  100  individual  instruments  were  intercepted 
over  a  long,  long  period  of  time  by  the  State  police,  New  York  City 
police,  and  the  DEA  people  up  there  they  learned  a  great  deal 
about  this  organization  and  they  were  able  to  conduct  some  raids 
that  led  to  the  seizure  of  a  good  deal  of  documentary  evidence,  com- 
puterized evidence. 

As  Mr.  Frier  testified,  many  of  these  groups  are  into  high  tech 
equipment.  This  particular  group  that  I  am  talking  about  had  a 
number  of  computers  that  were  linked  with  high  speed  modems 
and  encrypted  faxes  and  so  forth. 

Some  of  this  material  we  were  able  to  get,  decipher,  end  use  as 
evidence  in  this  particular  case.  But  in  the  course  of  doing  that  it 
showed  us  for  the  first  time  that  in  running  one  of  these  massive 
enterprises  you  need  to  have  a  bookkeeping  system  and  an  account- 
ing system,  a  financial  flow  records  system  every  bit  as  accurate 
and  every  bit  as  up  to  date  and  expansive  as  one  might  expect  to 
find  in  any  multinational  corporation  handling  billions  almost  of 
dollars  of  income  stream  per  year. 

And  as  a  result  of  that,  we  noticed  that  there  were  a  number  of 
people  identified  as  accountants.  There  were  a  number  of  people 
identified  as  book  keepers  and  stash  house  people,  people  whose  job 
it  was,  for  example,  to  obtain  communications  equipment. 

They  would  frequently  find  that  these  people  would  buy — they 
would  go  into  a  Radio  Snack,  for  example,  or  a  Circuit  City,  or  an 
appliance  store  and  buy  half  a  dozen  telephones,  have  them  all  ac- 
tivated at  once,  and  perhaps  only  use  those  phones  for  several  days 
and  then  throw  them  away,  knowing  full  well  it  would  take  longer 
than  that  for  the  FBI  or  the  DEA  to  be  able  to  get  a  wiretap,  as- 
suming we  were  even  knowledgeable  about  these  people. 

Senator  Kerry.  I  understand  now  there  is  even  an  appearance 
of  a  higher  level  of  sophistication  with  respect  to  the  technologies 
we  are  up  against.  For  instance,  there  is  some  evidence  of 
submersibles  being  used  to  transport  from  the  ocean,  and  also 
stealth  technologies  of  one  form  or  the  other.  Is  that  accurate? 

Mr.  Coleman.  That  is.  In  fact,  we  did  get  some  photographs  at 
one  time  of  a — it  was  called  a  submarine  but  it  really  was  not  a 
submarine.  It  was,  as  you  called  it,  a  very  low  profile,  almost  top 
of  the  water  vessel,  the  majority  of  which  was  under  water  but 
there  was  a  wheelhouse  on  the  top. 

And  it  was  estimated  that  this  particular  craft  could  transport 
anywhere  from  1,000  to  5,000  kilograms  across  the  1,100  mile  dis- 
tances from,  say,  the  coast  of  Colombia  or  the  northern  coast  of  Co- 
lombia near  Barranquilla  over  to,  say,  Puerto  Rico  or  actually  get 
it  into  the  United  States  without  having  to  cross  a  port  of  entry. 

Yes,  that  is  correct.  Several  of  these  vessels  we  know  exist. 

Senator  Kerry.  For  that  kind  of  organizational  structure  to  exist 
and  to  continue  the  work  the  way  it  does,  what  level  of  cooperation 
or  infiltration  does  it  have  to  have? 

I  am  told,  for  instance,  that  if  you  get  out  at  the  airport  in  Cali 
or  Medellin,  that  instantaneously  almost  any  taxi  driver  for  a  fee 
calls  in  your  presence,  and  you  cannot  move  anywhere  without  peo- 
ple knowing  who  you  are  and  where  you  are.  And  it  is  almost  im- 
possible to  penetrate  this  region  because  of  the  kind  of  local  sup- 
port that  has  been  cultivated. 
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Is  that  accurate?  And  if  so,  to  what  degree  does  this  organiza- 
tional structure  represent  a  kind  of  take  over  or  subversion  of  the 
government? 

Mr.  Coleman.  Well,  first  of  all,  it  is  an  accurate  description,  but 
it  is  not  an  unfamiliar  one  to  certain  areas  of  the  world  that  are 
literally  criminally  infested  like  this. 

Senator  Kerry.  Share  with  us  others. 

Mr.  Coleman.  For  example,  we  see  the  exact  same  thing  in  Sic- 
ily. When  you  get  off  that  airplane  in  Palermo  they  know  exactly 
who  you  are  before  you  even  get  to  the  hotel. 

But  in  terms  of  how  much  you  can  depend  on  the  government 
and  how  much  you  can  depend  on  the  police  services  in  those  coun- 
tries to  go  after  these  organizations,  I  think  we  basically  have  to 
let  the  facts  speak  for  themselves  on  this. 

In  the  last  5  years  alone  in  Colombia,  over  1,000  police  officers 
were  killed  by  the  cartels,  over  70  journalists,  over  60  judges,  and 
I  think  2  cabinet  ministers  and  4  presidential  candidates  including 
Luis  Galan  himself,  who  was  the  leading  liberal  party  candidate  in 
1989  to  become  president  of  Colombia,  but  who  had  advocated  a 
tough  stand  on  the  cartels. 

It  was  his  campaign  manager,  President  Gaviria,  who  ultimately 
went  on  to  become  elected.  He  took  over  the  party's  nomination 
when  his  candidate  was  killed. 

Senator  Kerry.  That  is  an  enormous  price  to  pay. 

Mr.  Coleman.  It  is. 

Senator  Kerry.  If  Americans  were  to  stop  and  think  about  what 
it  means  to  have  half  of  your  Supreme  Court  blown  away  in  its 
chambers,  or  your  Attorney  General  assassinated,  or  one  of  our 
Presidential  candidates  blown  away  and  so  forth,  not  to  mention, 
if  you  extrapolate  the  number  of  police — how  many  police  are  there 
in  total? 

Mr.  Coleman.  Well,  I  would  say  there  is  probably  close  to 
100,000  because  they  are  national  police  for  the  whole  country.  But 
still,  it  is  large  proportion  of  them. 

Senator  Kerry.  It  is  very  significant.  I  mean,  it  is  mayhem  that 
Americans  would  never  tolerate,  I  do  not  think.  And  I  do  not  think 
most  Americans  are  aware  of  the  price  that  many  Colombians  are 
paying  for  our  habit. 

Mr.  Coleman.  That  is  right.  And  so  for  many  years  the  Colom- 
bians have  looked  at  this  issue  as  narcoterrorism,  narcoviolence  is 
the  expression  they  use.  And  they  sometimes  thought  that  we  in 
the  North  American  area,  because  we  did  not  have  the  level  of  vio- 
lence that  I  just  described  associated  with  the  problem,  that  we 
saw  that  violent  side  less  keenly  than  we  saw  the  narcotics  side. 

Senator  Kerry.  Well,  let  me  ask  you  very  candidly  something. 
You  have  been  at  this  for  how  many  years  now? 

Mr.  Coleman.  28 Vz  years. 

Senator  Kerry.  How  many  years  have  you  been  heading  up  the 
Agency? 

Mr.  Coleman.  Three  years. 

Senator  Kerry.  Now,  I  know  you  to  be  a  very  capable  and  highly 
professional  person.  You  must  be  dealing  with  a  fundamental  frus- 
tration as  you  look  at  these  entities  and  try  to  figure  out  how  you 
are  going  to  deal  with  this,  are  you  not? 
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Mr.  Coleman.  Yes,  sir. 

Senator  Kerry.  What  do  you  think  it  takes,  in  your  judgment, 
to  really  make  a  dent  here?  What  do  we  need  to  do  to  be  serious 
about  implementing  a  strategy? 

Mr.  Coleman.  Well,  I  think  first  of  all  we  need  to  be  somewhat 
patient.  I  am  not  being  apologetic  for  the  situation  in  Colombia, 
which  I  think  you  described  very  well,  but  I  also  think  that  we  can- 
not expect  miracles  overnight.  They  have  changed  their  legal  sys- 
tem. They  have  basically  adopted  a  U.S. -based  or  U.S.  style  legal 
system  in  Colombia. 

Despite  the  great  frustrations  that  we  have  from  day  to  day  in 
working  in  Colombia  against  this  cartels,  particularly  the  Cali 
group,  we  are  making  some  progress  on  some  levels  from  time  to 
time.  I  do  believe  that  there  is  still  a  police  capability  in  Columbia 
to  manage  this  issue. 

I  think,  however,  that  over  time — I  do  not  know  exactly  how 
long,  but  I  think  over  time  we  have  to  be  optimistic.  We  have  seen 
this  before  in  different  parts  of  the  world.  We  saw,  for  example,  in 
Europe  in  the  late  sixties  and  early  seventies.  When  the  French 
Connection  was  in  operation,  we  saw  terrible  examples  of  indiffer- 
ence in  certain  areas  of  Europe  with  respect  to  cracking  down  on 
the  morphine  trade  between  Turkey  and  Europe,  and  then  in 
France  itself  to  manufacture  the  heroin. 

But  again,  with  combined  diplomatic  pressure,  high  level  interest 
by  the  world  community,  some  support  for  the  United  Nations,  and 
with  the  just  dogged,  day-to-day  persistence  of  the  United  States 
and  its  people  in  doing  something  about  the  problem,  it  ultimately 
changed  the  equation.  And  I  think  we  saw  that  dry  up  in  a  matter 
of  us  2  or  3  years. 

Senator  Kerry.  Let  me  continue  to  let  you  run  through  your 
charts  describing  the  kingpin  structure.  Maybe  that  will  shed  more 
light  on  how  we  can  approach  this. 

Mr.  Coleman.  The  next  chart  is  a  little  busy,  but  if  I  could  I 
would  just  explain  it.  [Chart  shown.]  The  top  box  is  the  Cali  cartel 
principals.  These  are  the  people  whose  names  I  shows  you  before, 
that  you  are  all  familiar  with.  These  are  the  people  who  live  and 
reside  in  Colombia.  Principally  the  ones  we  are  talking  about  today 
would  be  from  Cali,  the  most  active. 

They  in  turn  would  have  under  them  a  cell  director  or  head.  This 
individual  will  travel  and  possibly  even  live  from  time  to  time  in 
the  United  States.  He  perhaps  the  most  single  important  individual 
other  than  the  principal  himself. 

The  cell  director  or  head  will  have  working  under  him  individual 
cell  heads  who  will  actually  be  assigned  to  different  cities  in  the 
United  States.  These  people  will  reside  in  the  city,  and  they  may 
actually  have  an  assignment  lasting  from  1  to  2  or  3  years. 

These  people  in  turn  will  have  working  under  them  salaried  em- 
ployees. These  people  may  make  anywhere  from  $1,000  to  $5,000 
a  month  in  salary.  They  are  not  very  highly  paid,  considering  they 
may  have  to  handle  millions  of  dollars  worth  of  cocaine  or  money 
during  that  period  of  time. 

The  way  the  organization  ensures  that  they  are  honest  is  that 
they  know  everything  there  is  to  know  about  these  people.  They 
are  sponsored  by  individuals  who  are  already  in  the  cartel.  Retiring 
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members  from  the  cartel  are  allowed  to  sponsor  replacement  mem- 
bers. 

Individuals  who  sponsor  somebody  and  who  remain  back  in  Cali 
are  then  and  thereafter  responsible  for  the  behavior  of  the  people 
they  sponsor.  And  so  there  is  a  built-in  security  procedure  here. 

This  is  a  very  classical  cellular  set  up  which,  it  has  been  re- 
ported, the  Colombian  cartels  learned  from  the  Israeli  intelligence 
people  on  how  to  insulate  and  how  to  set  up  these  organizations. 

In  terms  of  the  their  communications,  it  is  a  one-way  commu- 
nications system.  Very  frequently  the  individual  cell  members,  rep- 
resented by  these  small  circle  dots,  the  individual  cell  members  will 
not  even  know  each  other.  They  will  receive  instructions  either  by 
faxes  or  by  telephones,  and  the  telephone  instructions  might  come 
as  a  result  of  numbers  on  their  beeper  that  tell  them  to  call  pay 
phones  from  which  they  then  get  instructions  on  their  day-to-day 
activities. 

Some  of  these  people  will  be  in  charge  of  stash  places.  These 
might  be  houses  or  apartments  which  are  rented  or  leased  for  rel- 
atively short  periods  of  time.  In  those  places  will  be  delivered  large 
amounts  of  cocaine.  Perhaps  as  much  as  1,000  kilos  at  any  time 
will  be  warehoused  at  these  apartments. 

Other  people  within  the  same  cellular  network  will  have  jobs  to 
meet  with  the  potential  customers.  Other  people  will  have  jobs,  for 
example,  to  handle  the  finances,  handle  the  money,  make  sure  that 
these  customers  are  properly  paying  for  the  goods  that  they  re- 
ceive. 

Generally  speaking,  once  you  have  an  account  with  these  people, 
they  will  allow  you  to  charge  your  purchases  and  pay  for  them  at 
a  later  date,  so  there  is  a  lot  of  bookkeeping  involved  in  this. 

We  have  even  found  in  some  of  these  organizations  they  have 
what  might  be  called  customer  men  or  representatives  of  the  com- 
pany. For  example,  from  time  to  time  a  shipment  will  have  some 
bad  cocaine  in  it.  It  will  just  simply  come  out  of  the  laboratory  de- 
fective or  perhaps  not  as  pure  as  it  should  be.  If  a  complaint  is  sent 
in  about  that  an  examination  of  that  particular  purchase  will  be 
made.  And  if  it  is  found  that,  indeed,  there  is  a  default  with  the 
product  the  product  will  either  be  replaced  or  they  will  allow  the 
individual  to  return  the  product,  or  they  will  give  the  person  a 
credit  toward  a  future  purchase. 

Senator  Kerry.  So,  they  work  with  a  guarantee,  they  work  with 
quality  control. 

Mr.  Coleman.  Quality  controlled,  guaranteed,  and  warranted 
products.  This  is  a  very  similar  exactly  to  a  legitimate  enterprise 
type  operation. 

Again,  these  individuals  who  run  these  cells  invest  heavily  in 
communications  equipment,  cellular  telephones,  beepers,  pagers, 
fax  machines,  encryption  devices.  You  name  it,  they  have  it,  and 
it  is  the  best  because  they  are  making  millions  and  millions  of  dol- 
lars a  year  doing  this. 

Senator  Kerry.  Now,  let  me  just  ask  a  couple  of  questions  on 
this.  You  have  got  this  chart  laying  out  the  Cali  cartel  structure 
here,  organizational  structure.  You  had  a  prior  chart  laying  out 
Cali  and  Medellin  corporate  structure,  if  you  will. 
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This  information  regarding  the  Cali  cartel  and  the  sort  of  specif- 
ics of  cell  members  and  structure  is  put  together  how? 

Mr.  Coleman.  Well,  this  is  what  you  see  in  the  United  States. 
This  would  be  the  domestic  counterpart  to  the  previous  chart.  The 
previous  chart  was  the  headquarters.  This  was  how  the  central  of- 
fice, the  command  and  control  headquarters  in  Cali,  sees  itself  and 
runs  its  day-to-day  business. 

Senator  Kerry.  Now,  you  call  that  the  Cali  cartel.  You  show  it 
as  highly  centralized.  You  show  it  as  very  organized.  You  show  it 
as  extremely  hierarchical  and  structured. 

Mr.  Coleman.  That  is  correct. 

Senator  Kerry.  And  you  call  it  the  Cali  cartel,  and  you  are  the 
head  of  the  Drug  Enforcement  Agency. 

Mr.  Coleman.  The  head  of  operations. 

Senator  Kerry.  The  head  of  operations.  The  attorney  general  of 
Colombia  suggests  there  is  not  any  Cali  cartel.  What  is  going  on? 

Mr.  Coleman.  Well,  I  cannot  speak  for  the  attorney  general  of 
Colombia  but,  I  mean,  I  have  read  some  of  the  press  reports  that 
the  attorney  general  of  Colombia  is  somewhat  referring  to  individ- 
uals operating  as  individuals  and  not  as,  quote,  unquote,  cartel 
heads. 

Senator  Kerry.  Do  you  agree  with  that? 

Mr.  Coleman.  I  disagree  with  that.  And  I  think  he,  by  the  way, 
is  alone  on  that.  I  think  his  own  government  and  certainly  the  po- 
lice services  of  his  own  government  do  not  agree  with  him. 

Senator  Kerry.  I  agree  with  your  judgment.  I  know  the  presi- 
dent of  the  country  does  not  agree  with  him,  and  I  know  that  the 
broad  cross-section  of  people  that  I  have  dealt  with  in  Colombia, 
the  ambassador  here  and  others  do  not  agree  with  that  assessment. 

Mr.  Coleman.  He  is  totally  alone  on  that  assessment. 

Senator  Kerry.  Go  ahead. 

Mr  Coleman.  If  I  might  move  along  really  quickly  to  a  map  of 
the  hemisphere  to  indicate  principle  gateway  cities,  as  we  call 
them,  in  the  United  States  where  we  find  most  of  these  cartels  to 
be  very  active  in  terms  of  using  gateway  cities  to  get  their  cocaine 
into  the  United  States.  [Chart  shown.]  They  are,  as  one  might  ex- 
pect, New  York,  Miami,  Houston,  and  Los  Angeles.  If  I  might  just 
move  away  from  that  to  the  next  chart?  [Chart  shown.]  This  par- 
ticular chart,  Senator  Kerry,  will  illustrate  for  you  perhaps  the 
simplicity  and  yet  the  effectiveness  of  this  kingpin  strategy  that  I 
was  talking  about. 

In  going  after  these  organizations  rather  than  just  simply  the 
drugs — in  the  past  the  ring  of  squares  on  the  outside  here  will 
show  what  we  traditionally  in  law  enforcement  attempted  to  go 
after  as  measures  of  performance  or  measures  of  effectiveness. 
And,  indeed,  a  customer  with  a  50  kilo  of  cocaine  shipment  is  an 
important  violator  and  needs  to  be  arrested,  and  should  be  pros- 
ecuted for  possessing  and  attempting  to  sell  that  amount  of  drugs. 

In  the  past,  as  long  as  we  concentrated  on  those  people,  as  we 
were  able  to  learn  from  our  research  and  some  of  the  materials  I 
have  discussed  here  today,  those  people  were  infinitely  replaceable. 
They  are  the  lowest  salaried  employees  of  the  organization.  And 
even  though  from  time  to  time  we  may  have  referred  to  them  as 
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Mr.  Big's,  they  were  nothing  but  Mr.  Little's,  and  now  we  know 
that — we  know  that  for  sure. 

The  people  in  the  center  here,  these  cell  workers,  they  are  impor- 
tant not  so  much  as  individuals  because,  again,  they  are  salaried 
employees  who  are  literally  low  level  salaried  employees,  but  they 
are  important  because  they  are  potential  keys.  Despite  the  cellular 
insulation  that  they  maintain,  we  are  still  able  to  make  some  con- 
nections among  these  people  to  get  back  to  the  cell  head. 

And  it  is  the  cell  head  that  we  need  to  concentrate  on  because 
this  is  the  individual  who  knows  the  folks  above  him  and  knows 
the  folks  below  him.  He  is  an  important  party  and  we  are  making 
some  progress  on  cell  heads. 

That  person  in  turn  will  give  us  the  cell  director.  The  cell  direc- 
tor is  the  key,  at  least  on  the  domestic  scene,  because  it  is  the  cell 
director  who  deals  with  both  the  operations  in  the  United  States 
and  the  operations  abroad  that  support  those  operations  in  the 
United  States. 

Senator  Kerry.  Are  not  all  of  those  people  in  the  United  States 
disposable?  I  mean,  is  not  the  situation  that  as  long  as  they  are 
sitting  in  Cali  and  they  put  somebody  on  an  airplane  and  they  pop 
them  up  here,  that  we  have  got  a  criminal  justice  system  that  usu- 
ally will  bail  them,  or  has  until  recently,  and  they  can  pop  the  cash 
bail  and,  bang,  they  get  on  a  plane,  they  go  back.  If  they  do  not 
go  back  they  ao  not  really  care  in  Cali.  Tney  send  the  next  person. 

Mr.  Coleman.  Some  of  these  people  are — certainly  at  the  lower 
levels  that  is  true.  And  in  many  cases  when  we  were  concentrating 
strictly  on  the  drugs  themselves  and  coming  up  with  the  10  kilos 
and  20  kilos,  it  was  individuals  about  whom  we  would  know  very 
little  other  than  some  informant  perhaps  came  in  yesterday  and 
told  us  they  were  going  to  be  on  the  corner  of  such-and-such  a 
street  with  a  suitcase. 

You  are  absolutely  right.  The  courts  would  probably  release  these 
people  on  low  or  no  bonds.  However,  based  on  working  from  a  tre- 
mendous wealth  of  intelligence  that  we  are  now  able  to  gather  on 
some  of  these  people,  and  being  able  to  go  into  a  court  and  be  able 
to  get  pretrial  detention,  we  are  now  very  successfully  achieving 
pretrial  detention  on  literally  cell  workers.  And  certainly  cell  heads 
and  cell  directors,  there  is  no  question  about  pretrial  detention. 

So,  we  are  able  literally  to  keep  these  people  until  such  time  as 
we  can  actually  prosecute  and  convict  them,  at  least  in  the  Federal 
system. 

Senator  Kerry.  I  think  that  is  critical,  and  it  is  critical  that  it 
begins  to  happen  at  the  State  system,  where  95  percent  of  the  ar- 
rest are  made.  And  it  is  my  hope  that  the  crime  bill  will  empower 
that,  and  that  we  will  sufficiently  pass  constitutional  muster  to  be 
able  to  do  it. 

But  coming  back  to  this  key  question,  is  it  not  accurate  that  tak- 
ing extradition  away  from  us  has  basically  taken  away  a  tool  in  our 
ability  to  get  at  the  real  chieftains? 

Mr.  Coleman.  There  is  no  question  about  that.  But  the  one  thing 
that  we  could  do  to  affect  the  cartels  the  most  would  be  the  pros- 
pect of  extradition,  that  is  probably  the  greatest. 

As  we  took  their  cocaine  away  it  meant  nothing  to  them.  Take 
50,  100 — last  year  alone  there  were  over  300  metric  tons  of  cocaine 
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seized  in  this  hemisphere  and  in  Europe  from  these  groups  that  I 
am  talking  about.  300  metric  tons.  That  is  approximately  one-third 
of  what  we  estimated  they  were  capable  of  producing.  We  seized 
that.  It  had  little  or  no  appreciable  effect  on  the  groups. 

We  can  arrest  their  workers.  And,  as  I  have  explained,  they  are 
just  ants.  They  are  workers.  They  are  infinitely  replaceable. 

We  can  take  their  money,  and  we  have.  We  have  taken  millions. 
As  I  told  you  on  that  one  particular  case,  close  to  $300  million  re- 
moved from  one  group.  Over  $1  billion  a  year  is  removed  from  the 
cartels  just  here  in  the  United  States.  And  yet  that  does  not  seem 
to  have  any  great  and  lasting  effect. 

The  one  and  single  thing  that  they  cannot  replace  is  their  own 
liberty.  If  you  take  that  away  from  them  it  is  gone. 

Senator  Kerry.  And  their  assets. 

Mr.  Coleman.  Well,  their  assets  are,  again,  next  in  line.  But 
even  the  assets,  they  are  willing  to  give  up  a  certain  amount,  a  cer- 
tain percentage  of  their  assets  they  are  willing  to  lose  as  long  as 
they  do  not  lose  themselves. 

Senator  Kerry.  But  if  they  can  take  their  assets  to  jail  with 
them  in  Colombia  and  get  out  in  a  short  time,  it  seems  to  me  you 
have  got  a  message  there  that  crime  pays. 

Mr.  Coleman.  Well,  that  is  one  of  the  features  we  are  looking 
at  right  now  which  disturbs  us  a  great  deal.  The  possibility  is 
there. 

Senator  Kerry.  Let  me  let  you  continue. 

Mr.  Coleman.  One  of  the  vulnerabilities  in  this  organization — — 

Senator  Kerry.  Let  me  come  back  to  one  thing.  I  want  to  fair 
to  some  of  the  difficulties  that  we  were  talking  about  earlier,  that 
folks  who  are  under  direct  threat  on  a  daily  basis  of  losing  their 
life  face.  Is  there  something  that  we  in  the  Northern/Western  world 
can  do  to  more  directly  have  an  impact  that  would  help  these  folks 
who  are  struggling,  who  have  lost  so  much  on  a  daily  basis  because 
our  people  insist  on  buying  this  stuff? 

I  mean,  how  do  we  give  these  people  the  feeling  that  there  are 
not  just  going  to  be  endless  assassinations  of  their  judges  and  their 
leaders  as  they  try  to  battle  our  habit? 

Mr.  Coleman.  Well,  as  strange  as  it  sounds,  there  is  a  feeling 
in  Colombia  among  many  people  that  we  contribute  to  that  by  vir- 
tue of  the  fact  that  we  have  such  a  high  demand  for  that  product 
here  in  the  United  States.  And  this  is  not,  again,  atypical  of  what 
one  would  expect  to  find  under  the  circumstances. 

So  Colombians,  particularly  the  average  Colombian,  is  very  im- 
pressed with  demand  reduction  strategies  here  in  the  United 
States.  They  are  very  impressed  with  the  efforts  we  are  making  in 
schools,  throughout  communities. 

They  are  very  impressed  with  the  efforts  we  are  making  through 
the  media,  through  publicity  campaigns  to  tell  people  not  to  use 
drugs,  and  that  it  is  dangerous  and  so  forth  to  use  drugs,  because 
they  feel  that  the  effect  of  that  is  to  reduce  the  drug  using  popu- 
lation in  the  United  States,  which  ultimately  has  a  beneficial  effect 
in  reducing  the  amount  of  drugs  produced  in  Columbia,  which  cor- 
respondingly then  should  bring  down  the  level  of  activity  of  the  en- 
terprise that  is  conducting  all  of  this. 
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So,  they  see  our  principal  role  as  not  iust  a  law  enforcement  role 
in  terms  of  going  after  our  remnants  of  their  cartels,  but  they  see 
it  also  as  sort  01  a  moral  imperative  for  the  United  States  to  do  as 
much  as  it  can  to  stop  the  use  of  these  drugs  by  its  populations. 

I  think  by  doing  so  we  show  that  we  are  sincere  in  working  with 
them  rather  than  just  simply  criticizing,  for  example,  Colombia  in 
general  for  not  having  done  enough  because  then  they  will  claim 
that  we  are  not  sensitive  enough  to  those  losses  that  we  mentioned 
earlier. 

Senator  Kerry.  I  agree  we  need  to  do  that.  In  fact,  we  need  to 
do  a  great  deal  more  of  that.  We  do  not  have  treatment  on  demand 
in  this  country.  We  ought  to. 

We  do  not  have  all  of  our  kids  in  our  schools  getting  education. 
We  are  up  to  about  55  percent.  That  means  45  percent  of  American 
kids  still  are  not  being  taught  about  this.  So,  we  are  negligent  on 
this  and  people  ought  to  understand  that. 

Now,  again,  under  the  new  crime  bill,  if  it  goes  through,  more 
of  it  will  be  addressed.  But  I  am  trying  to  suggest  that  even  if  we 
do  all  that,  is  there  something  more  direct  that  would  give  succor 
to  the  government,  to  those  who  are  trying  to  struggle  against  the 
violent,  grotesque  threat  that  these  people  represent? 

Is  there  something  more  direct  in  terms  of  technical  assistance, 
in  terms  of  personnel  assistance,  in  terms  of  strategy?  Could  we  do 
a  better  job  of  assisting  in  the  interdiction?  Could  we  do  a  better 
job  in  training? 

What  from  your  perspective  on  the  front  line  could  make  a  more 
immediate  difference  to  their  ability  to  be  able  to  wage  the  kind  of 
war  they  waged  against  Pablo  Escobar,  the  truth  of  which  is,  obvi- 
ously, for  all  to  truly  understand  that  the  Cali  cartel  certainly 
joined  in  and  did  not  mind  the  getting  rid  of  the  Medellin  cartel? 
So,  it  was  not  as  if  this  was  a  total  victory  against  the  drug  front 
because  the  drug  front,  part  of  it,  had  its  own  interests  in  seeing 
another  part  of  the  drug  front  damaged.  Am  I  accurate? 

Mr.  Coleman.  I  am  very  happy  to  hear  you  say  that  because  that 
is  a  distinction  which  most  people  do  not  make,  the  fact  that  the 
same  feeling  of  going  after  the  Medellin  cartel  may  not  now  be 
there  for  the  Cali  group  because  the  Cali  group  is  relatively  non- 
violent versus  the  violence  of  the  Medellin  cartel.  The  Medellin  car- 
tel— one  could  argue  the  Colombian  Government  had  to  act  in  its 
own  self-interest. 

Here  was  a  cartel  that  literally  killed  four  out  of  six  presidential 
candidates  in  the  last  election.  How  could  any  government — any 
government  in  this  entire  world — allow  an  underworld  group  to 
have  that  much  power? 

And  so  in  its  own  self-interest,  political  or  otherwise,  the  govern- 
ment had  to  act  against  the  cartel.  But  that  separates 
narcoviolence  from  narcotrafficking. 

Cali  is  a  narcotrafficking  enterprise.  To  what  degree  does  the 
present  government  or  the  future  government  to  be  have  the  same 
desire,  will,  intention,  or  enthusiasm  to  go  after  the  Cali  people 
simple  because  of  the  trafficking?  And,  again,  the  violence  is  not 
there  at  the  same  degree. 

And  you  are  absolutely  right.  There  are  indications  that  Cali, 
recognizing  the  Pablo  Escobar  was  bringing  a  bad  name  to  the 
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whole  industry,  that  Cali  wanted  him  out  of  the  way  as  much  as 
the  government.  He  iust  simply  got  to  the  end  of  his  string. 

Senator  Kerry.  Tnat  is  a  very  important  clarification,  and  I  am 
glad  we  both  got  it  out  on  the  table,  because  I  think  people  really 
need  to  understand  the  truth  of  what  took  place. 

On  the  other  hand,  it  does  show  what  you  can  do  when  the  forces 
of,  shall  we  say,  good  are  aligned  in  a  way  that  is  passing  informa- 
tion, giving  good  intelligence,  and  working  to  eliminate  people  even 
at  risk  of  life  and  shoot-out,  and  it  worked.  And  it  is  a  lesson  about 
what  may  be  needed  to  deal  with  others  who  chose  to  engage  in 
this  enterprise. 

Mr.  Coleman.  I  agree. 

Senator  Kerry.  Let  me  let  you  finish  up  here. 

Mr.  Coleman.  Again,  I  would  just  mention  that  one  of  the  pri- 
mary vulnerabilities  of  these  smuggling  groups,  these  trafficking 
organizations,  is  of  course  their  communications.  They  have  to 
maintain  their  communications.  They  have  to  maintain  frequent 
communications,  and  to  the  extent  possible  secure  communications. 

We  find  that  the  primary  types  or  preferred  types  of  communica- 
tions from  the  United  States  will  be  the  cellular  phone,  and  to  all 
extent  possible  the  anonymous  phones  such  as  the  types  of  tele- 
phones, pay  phones,  that  one  would  find  in  a  hotel,  train  station, 
airport. 

Most  recently  we  learned  they  have  requested  their  members  to 
use  hospital  pay  phones.  For  some  reason  they  believe  that  these 
telephones  are  less  likely  to  be  intercepted  by  government  or  law 
enforcement  agencies. 

Also,  of  course,  car  cellular  phones.  And,  you  know,  there  are 
number  of  unique  and  innovative  ways  that  they  have  for  even 
stealing  cellular  phone  codes  from  operating  phones  that  already 
are  in  service.  They  can  use  these  stolen  numbers  for  a  short  while 
and  then  dispose  of  them. 

And,  again,  it  presents  to  us  a  principle  vulnerability  for  these 
organizations,  because  if  we  can  successfully  intercept  these  crimi- 
nal transactions  and  criminal  instructions  from  the  command  and 
control  headquarters,  we  can  obviously  put  it  together  and  go  after 
these  organizations  either  through  conspiracy  law  violations  or  sub- 
stantive law  violations  by  effecting  seizures. 

To  give  you  some  idea  of  DEA's  activity  in  this  account,  in  fiscal 
year  1988  the  DEA  applied  for  and  obtained  129  Federal  wire 
intercept  orders.  And  by  1993,  the  end  of  fiscal  year  1993,  the  DEA 
was  up  to  321.  These  are  individual  court  authorizations,  any  one 
of  which  may  cover  dozens  and  dozens  of  telephones.  One  particu- 
lar order  covered  over  100  telephones. 

So,  there  may  be  as  many  as  1,000,  certainly  more  than  500  indi- 
vidual instruments  intercepted  each  year. 

Senator  Kerry.  Do  you  have  the  resources  to  be  able  to  continue 
that  increase? 

Mr.  Coleman.  Well,  I  am  glad  you  asked  that  question.  Yes,  and 
no.  I  mean,  we  have  had  resources  up  until  now  to  be  able  to  han- 
dle some  of  this.  We  have  been  very  fortunate  in  that  the  Depart- 
ment of  Defense  has  recently  advised  us  that  under  the  Defense 
Appropriations  Act,  Section  104,  they  will  begin  construction  of  a 
$5  million  facility  in  Draper,  UT,  which  will  be  staffed  by  the  Na- 
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tional  Guard,  and  which  will  contain  equipment  that  will  allow  for 
digitized  communications  between  those  four  gateway  cities  that  I 
mentioned  before  and  Draper,  UT. 

The  intercepted  wiretap  evidence  will  be  digitized,  sent  through 
the  wires  to  the  center  in  Draper.  It  will  be  translated,  transcribed, 
sent  back  by  these  National  Guard  linguists,  and  relatively  real 
time  almost  timeframes  here. 

That  will  relieve  us  an  awful  lot  because  the  majority  of  expense 
here  is  the  fact  that  these  wiretaps  are  bilingual  wiretaps,  they 
have  to  be  translated  and  transcribed. 

Senator  Kerry.  Are  not  the  odds  pretty  good  that  no  sooner  do 
you  get  those  gateway  cities  targeted  then  you  have  got  a  whole  set 
of  new  gateway  cities? 

Mr.  Coleman.  Well,  there  is  the  possibility  that  these  people  will 
move,  you  are  absolutely  right.  I  mean,  they  adapt  quickly,  they 
evolve  very  quickly,  there  is  a  sort  of  a  Darwinian  cycle  that  we 
look  at  here,  but  we  have  to  deal  with  that. 

Senator  Kerry.  Is  it  not  a  certainty,  not  a  possibility? 

Mr.  Coleman.  Well,  after  we  have  attacked  them  for  a  certain 
period  of  time  in  a  given  area  you  are  right,  they  will  move.  But 
we  can  move  behind  them.  We  can  cover  the  entire  United  States. 

Senator  Kerry.  The  question  is  can  you  move  ahead  of  them? 

Mr.  Coleman.  Hopefully  we  can  through  some  innovative  intel- 
ligence collection  techniques  and  approaches  that  we  have  been 
able  to  fortunately  develop  over  the  last  several  years.  We  are  be- 
ginning to  think  that  we  perhaps  can  anticipate  some  of  the  move- 
ments. 

These  people  do  have  to  ultimately  fall  into  a  pattern.  And  if  we 
can  do  some  pattern  analysis  of  their  activities  as  we  look  at  them 
and  as  we  watch  them,  they  are  not  invincible  and  they  are  not  as 
smart  as  they  think  or  as  we  used  to  think. 

And  that,  Senator,  really  ends  my  formal  presentation. 

[The  charts  referred  to  are  in  the  committee  files.] 

Senator  Kerry.  I  think  that  is  a  very  helpful  description  of  what 
we  are  up  against. 

What  do  the  media  advisors  do  and  what  role  do  they  play  for 
the  cartel? 

Mr.  Coleman.  Media  advisors — first  of  all  the  cartels,  particu- 
larly the  Cali  group,  the  businessmen  that  I  spoke  of  before,  they 
are  very  sensitive  about  their  image  in  their  community  and  in 
their  country.  They  do  not  want  to  be  depicted  as  criminals.  They 
want  to  be  depicted  as  successful  business  people  who  may  have  a 
slight  investment  in  certain  things  that  are  not  exactly  100  percent 
legal,  but  since  they  do  not  have  any  direct  day-to-day,  hand-to- 
hand  involvement,  one  should  not  really  attack  them  or  blame 
them  for  being  somewhat  involved.  That  is  essentially  the  philoso- 
phy of  the  way  they  like  see  their  image  portrayed  in  the  media. 

So,  oftentimes  members  of  the  cartel  will  invite  the  media  people 
to  their  lavish  ranches  or  homes,  treat  them  very  well,  wine  and 
dine  them,  and  regale  them  with  stories  of  their  businesses  and 
their  enterprises  and  their  global  exploits.  And  in  return  have 
them  write  what  we  would  call  up  here  in  the  United  States  a  puff 
piece,  have  them  write  a  story. 
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For  example,  this  fellow  Miguel  Rodriguez-Orejuela,  he  is  one  of 
the  brothers  that  own  this  chain  of  pharmacies. 

Senator  Kerry.  In  other  words,  they  do  just  what  Senators  do, 
right? 

Mr.  Coleman.  Well,  I  was  getting  to  that,  Senator,  I  was  getting 
to  that.  [Laughter.] 

His  son  goes  to  school  in  the  State  you  represent,  and  he  has  por- 
trayed himself  in  the  friendly  media  in  Columbia  as,  quote,  un- 
quote, the  new  Kennedy  family  in  that  he  may  have  some  involve- 
ment in  a  product  that  is  currently  illegal  and  prohibited  but  even- 
tually some  day  this  product  will  be  legalized.  Just  listen  to  our  at- 
torney general.  He  is  telling  you  what  needs  to  be  said. 

This  produce  will  be  legalized,  and  when  it  is  legalized  we  will 
no  longer  be  looked  upon  as  criminals,  we  will  simply  be  looked 
upon  as  people  ahead  of  our  time.  And,  naturally,  our  offspring  will 
perhaps  some  day  be  president  of  Colombia  and  go  on  to  bigger  and 
greater  things. 

Now,  this  is  the  image  they  portray  in  their  society.  It  is  the 
image  in  which  they  like  to  be  portrayed.  And  so  they  have  media 
advisors  who  find  friendly  television  stations  and  radio  stations, 
some  of  which  that  they  own. 

But  I  do  need  to  balance  this  out  because  this  is  very  important. 
Despite  the  fact  that  these  groups  do  own,  control,  intimidate,  or 
otherwise  manage  the  media  to  some  respect  in  Colombia,  there  is 
a  large  and  significant  independent  media  in  Colombia.  These  are 
the  folks  who  are  attacked.  These  are  the  people  who  lost  their  70 
journalists  in  the  last  5  years. 

The  largest  newspaper  in  Bogota,  El  Espectador,  was  bombed  to 
the  ground  in  1989,  I  think  it  was,  in  which  87  or  88  people  were 
seriously  injured.  It  happened  on  a  Saturday  morning.  Fortunately 
nobody  was  killed. 

The  editor,  a  fellow  named  Guilliam  Ocono  in  1986  was  assas- 
sinated simply  because  he  decided  to  write  stories  about  the  cartel. 

They  are  subjected  to  a  great  deal  of  pressure  and  intimidation, 
and  so  there  is  a  sort  of  bifurcation  here.  One  side  of  the  media 
is  honest,  the  other  side  is  in  their  pockat. 

Senator  Kerry.  I  personally  think  it  would  be  very  important  for 
media  in  our  country  to  tell  more  of  the  story  of  the  direct  connec- 
tion between  the  bravery  of  some  people  in  Colombia  and  the  risks 
they  are  put  to  by  virtue  of  choices  people  make  in  this  country. 
And  I  think  if  more  of  that  were  known  and  if  more  people  under- 
stood the  connection,  it  might  begin  to  rachet  up  a  little  bit  the  re- 
sponse in  this  Nation  in  terms  of  the  education,  treatment,  and 
other  pieces  that  are  important  to  affect  our  behavior. 

I  mean,  we  have  proven  that  if  we  make  the  effort  we  can  reduce 
some  usage.  We  brought  down  significantly  middle-class  white 
American  use  of  cocaine,  recreational  use  of  cocaine — very  signifi- 
cantly reduced. 

But  we  never  took  that  extra  step  to  get  into  some  of  the  places 
where  it  is  a  little  tougher,  in  the  inner-city,  and  also  to  deal  with 
some  of  the  other  substances. 

And  I  am  personally  convinced,  if  you  look  at  the  example  of 
what  is  happening  with  smoking  in  America,  if  you  look  at  the  ex- 
ample of  what  has  happened  with  liquor  in  America,  and  if  you 
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look  at  the  example  of  casual  use,  they  are  clear  statements  about 
our  ability  to  have  an  impact  on  behavior. 

So,  we  ought  to  be  choosing  all  means  of  affecting  that  behavior, 
and  one  of  them  would  be  for  people  to  understand  graphically  the 
linkage  of  the  current  choices  they  make  in  this  country  with  what 
Colombians  are  left  to  try  to  mop  up  with  in  their  country. 

Mr.  Coleman.  Exactly. 

Senator  Kerry.  Mr.  Frier,  you  have  been  very  patient.  Thank 
you.  And  we  now  look  forward  very  much  to  hearing  from  the  Bu- 
reau of  Investigation. 

STATEMENT  OF  JAMES  FRIER,  DEPUTY  ASSISTANT  DIRECTOR, 
CRIMINAL  DIVISION,  FEDERAL  BUREAU  OF  INVESTIGATION 

Mr.  Frier.  Thank  you,  Senator  Kerry.  I  would  like  to  state  that 
it  is  my  pleasure  to  be  here. 

Senator  Kerry.  Could  you  pull  the  microphone  closer? 

Mr.  Frier.  Yes,  sir.  I  am  in  charge  of  organized  criminal  enter- 
prise investigations  in  the  FBI.  Behind  me  is  Dave  Tubbs,  who  has 
our  counterterrorism  responsibilities  for  that  program  also  within 
the  Bureau. 

At  this  point  I  have  a  bit  of  a  dilemma.  I  have  an  extensive,  27- 
page  prepared  statement  that  I  would  like  to  have  entered  in  to  the 
record  following  our  conclusion,  and  I  have  an  oral  statement.  But 
really,  John  Coleman  very  thoroughly  covered  the  activities  that 
constitute  an  organized  crime  enterprise  and  the  Colombian  cartels 
have  much  of  the  same  methodology  as  other  criminal  enterprises 
around  the  world,  be  they  from  Italy,  from  Russia,  from  Asia,  or 
whatever. 

I  sense  that  maybe  it  would  be  more  appropriate  to  dispense 
with  my  prepared  remarks  and  go  directly  into  questions. 

Senator  Kerry.  Yes.  Let  me  tell  you,  this  is  not  a  dilemma.  I  do 
not  mean  to  give  you  short  shrift  at  all.  Your  full  statement  will 
be  placed  in  the  record,  and  I  am  very  respectful  and  appreciative 
of  your  feeling  that  you  do  not  have  to  go  through  the  whole  thing. 

I  think  the  important  thing  here  is  to  continue  the  dialog,  and 
there  is  more  yet  to  be  discussed  in  terms  of  the  international 
spread  of  this. 

So,  if  we  could  place  the  full  text  in  the  record,  if  you  want  to 
make  any  pertinent  comments  that  you  think  you  would  like  to  just 
draw  on  that  would  paint  a  larger  picture,  we  would  appreciate  it. 
Then  I  would  just  like  to  ask  some  questions  and  we  can  continue 
the  dialog.  I  think  it  would  be  a  good  use  of  time,  and  we  will  not 
tie  everybody  up  that  long. 

Mr.  Frier.  Good.  Very  briefly,  what  the  FBI  does  to  address  or- 
ganized criminal  enterprises  is  to  address  them  from  the  area  of 
the  world  from  which  they  emanate.  And  we  have  investigative  en- 
tities that  focus  on  criminal  enterprises  that  originate  from  Asia, 
from  Russia,  from  Eastern  Europe,  from  Italy. 

[The  prepared  statement  of  Mr.  Frier  follows:] 

Prepared  Statement  of  James  C.  Frier 

On  behalf  of  FBI  Director  Louis  J.  Freeh,  I  appreciate  the  opportunity  to  testify 
before  your  subcommittee.  My  comments  today  will  focus  on  the  FBI's  efforts  to  dis- 
mantle those  major  criminal  organizations  which  pose  the  most  significant  threat 
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to  the  United  States,  particularly  attributable  to  their  drug  trafficking  and  money 
laundering  activities. 

THE  STRATEGIC  APPROACH 

The  FBI's  strategy  in  Organized  Crime/Drug  investigations  emphasizes  an  organi- 
zationally-based, intelligence-driven  approach  to  disrupting  and  dismantling  the  piv- 
otal problem — major  criminal  organizations  which  control  significant  segments  of 
the  illegal  activities  in  the  United  States.  This  strategy  highlights  the  impact  of  in- 
vestigations on  significant  enterprises  involved  in  a  pattern  of  criminal  activity, 
rather  than  concentrating  resources  on  individuals  or  separate  criminal  acts.  Simply 
put,  the  FBI  wants  to  permanently  remove  the  criminal  organizations  which  victim- 
ize our  citizens.  We  intend  to  investigate  these  groups,  concentrating  on  the  man- 
agement until  successful  prosecutions  destroy  the  criminal  enterprise. 

The  FBI  stresses  long-term  and  complex  investigations  using  sensitive  and  sophis- 
ticated investigative  techniques  such  as  electronic  surveillance,  undercover  oper- 
ations, informants,  cooperative  witnesses,  and  advanced  technical  equipment  to 
focus  on  the  pri6rity  problems.  Underpinning  this  effort  is  an  intelligence  base 
which  has  been  systematically  gathered,  analyzed,  and  updated.  For  example,  Rack- 
eteering Enterprise  Investigations  (REIs),  which  are  intelligence-gathering  inves- 
tigations, concentrate  on  criminal  organizations,  their  bases  of  operations,  supply 
and  distribution  routes,  financial  information,  spheres  of  influence,  and  the  leader- 
ship of  those  groups.  These  patiently  executed  investigations  provide  a  depth  of  un- 
derstanding of  the  criminal  enterprise  that  enhances  the  quality  of  those  investiga- 
tions which  culminate  in  prosecutions  of  national  significance  and  impact. 

The  FBI  investigative  philosophy  emphasizes  close  relations  with  our  foreign 
counterparts  and  stresses  coordinated  investigative  efforts  and  intelligence-sharing 
with  other  Federal,  state,  local  and  foreign  law  enforcement  and  intelligence  agen- 
cies. The  FBI  conducts  investigative  operations  within  the  Attorney  General's 
Guidelines  pertaining  to  REIs,  general  criminal  investigations,  undercover  oper- 
ations, criminal  informant  matters,  extraterritorial  investigations,  and  domestic  se- 
curity/terrorism matters.  The  Attorney  General's  Guidelines  provide  an  additional 
element  of  centralized  direction,  which  allows  for  greater  uniformity  and  control  of 
a  national  and  international  law  enforcement  effort. 

Extraterritorial  operations  conducted  by  the  FBI  in  connection  with  criminal  mat- 
ters are  limited  to  investigations  and  inquiries  concerning  alleged  criminal  activity 
that  has  an  impact  or  potential  impact  on  the  United  States  or  on  a  person  pro- 
tected by  United  States  law.  The  FBI's  international  effort  includes  the  Legal  Atta- 
che program,  which  establishes  and  maintains  liaison  with  the  principal  law  en- 
forcement, intelligence  and  security  services  in  designated  foreign  countries.  The 
FBI  currently  has  twenty-one  Legal  Attache  offices,  staffed  by  115  FBI  personnel. 
The  Santiago,  Chile,  office  will  open  this  summer,  and  additional  Legal  Attache 
posts  are  under  consideration  at  FBIHQ  for  expansion  into  other  countries.  This 
program  enables  the  FBI  to  effectively  and  expeditiously  meet  its  international  re- 
sponsibilities in  organized  crime  and  drugs,  international  terrorism,  foreign  counter- 
intelligence, and  general  criminal  matters.  Liaison  is  carried  out  in  accordance  with 
Executive  Orders,  statutes,  Attorney  General  Guidelines,  respect  for  host  country 
laws,  and  FBI  policy. 

The  FBI's  role  in  international  investigations  has  expanded  because  of  the  author- 
ity granted  by  the  congressional  application  of  extraterritorial  jurisdiction  and  the 
growth  in  international  criminal  activity.  We  truly  live  in  a  global  community  where 
international  organized  criminal  enterprises  flourish.  To  apply  our  enterprise  ap- 
proach to  these  problems,  we  must  be  an  active  participant  in  the  international 
arena.  Active  investigation  abroad  requires  coordination  with  the  Chief  of  Mission, 
the  Department  of  State  and  any  other  involved  agency.  The  FBI  routinely  coordi- 
nates requests  for  investigative  assistance  with  the  appropriate  host  government 
agencies.  When  the  demands  of  an  investigation  require  that  the  Legal  Attache  or 
representative  personally  conduct  inquiries,  the  FBI  conducts  that  investigation 
with  the  knowledge  of  the  ambassador  and  the  host  country. 

The  FBI  also  is  an  active  participant  in  other  international  programs  including 
INTERPOL,  both  domestically  and  abroad;  the  Financial  Action  Task  Force;  the 
International  Criminal  Investigative  Training  Assistance  Program  (ICITAP),  a  De- 
partment of  State  funded  effort  to  provide  professional  criminal  law  enforcement 
training  to  police  departments  in  developing  nations;  and,  in  conjunction  with  the 
FBI's  National  Academy  (NA)  program,  training  for  over  1,200  foreign  police  offi- 
cials. 

Technological  advances  have  made  transnational  communications,  information  ex- 
change, financial  transactions,  and  travel  and  transportation  of  goods  and  people 
readily  available  and  affordable.  Criminal  exploitation  of  these  advances  has  iol- 
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lowed  suit  and  has  proliferated,  becoming  increasingly  apparent  in  virtually  all 
types  of  FBI  investigations,  including  personal  and  property  type  crimes,  fugitives, 
and  white-collar  crimes,  as  well  as  the  more  internationally-oriented  crimes  such  as 
drug  trafficking,  organized  crime,  terrorism,  and  espionage.  This  trendjhas  also  af- 
fected the  ability  of  state  and  local  law  enforcement  agencies  to  effectively  inves- 
tigate and  resolve  crime.  Foreign  police  agencies  have  encountered  similar  problems 
in  dealing  with  expanding  transnational  criminal  activity. 

To  successfully  investigate  international  crime,  the  FBI  must  establish  and  main- 
tain effective  cooperative  relationships  with  its  law  enforcement  counterparts  in  for- 
eign countries.  Yet,  despite  the  willingness  of  many  foreign  law  enforcement  agen- 
cies to  cooperate  with  the  FBI  in  these  investigations,  many  do  not  have  the  nec- 
essary expertise  to  significantly  contribute  in  such  cases.  Historically,  the  FBI  has 
addressed  the  issue  of  cooperation  and  liaison  with  foreign  law  enforcement  through 
its  Legal  Attache  program,  ad  hoc  or  emergency  assistance  (mainly  in  forensics  and 
identification  services),  coverage  of  leads  submitted  by  INTERPOL  member  coun- 
tries, participation  in  international  conferences,  and  by  initiatives  in  international 
training.  The  success  of  such  initiatives  has  been  instrumental  in  developing  better 
relationships  with  foreign  law  enforcement  and  has  brought  about  increased  re- 
quests for  cooperation  and  assistance  from  abroad. 

An  example  of  even  closer  and  more  beneficial  effort  is  the  United  States/United 
Kingdom  Caribbean  White-Collar  Crime  Investigative  Team  (WCCIT),  which  focuses 
on  financial  crimes  affecting  the  United  States,  the  United  Kingdom,  and  the  Brit- 
ish Dependent  Territories  of  Anguilla,  tee  British  Virgin  Islands,  the  Cayman  Is- 
lands, Montserrat,  and  the  Turks  and  Caicos  Islands.  The  WCCIT  targets  criminals 
who  take  advantage  of  off-shore  banking  regulations  in  conducting  their  illegal  ac- 
tivities. The  British  Dependent  Territories  are  the  location  of  numerous  off-shore 
banks  and  shell  companies  used  to  commit  financial  frauds.  Investigation  of  these 
activities  will  be  substantially  enhanced  by  the  FBI  joining  forces  with  British  police 
officers  who  will  be  deputized  with  full  police  powers  on  the  islands,  as  well  as  di- 
rect cooperation  with  island  police  departments. 

In  addition  to  ensuring  that  the  FBI's  immediate  investigative  interests  are  ad- 
dressed outside  the  United  States,  the  FBI  must  be  cognizant  of  and  sensitive  to 
the  many  factors  which  affect  overall  United  States  foreign  policy.  To  the  extent 
that  enhancing  basic  law  enforcement  capabilities  and  establishing  law  enforcement 
institutions  which  honor  basic  human  rights  in  other  countries  (especially  those  in 
the  emerging  democracies  of  Eastern  Europe  and  the  Commonwealth  of  Independ- 
ent States)  can  be  fostered  through  greater  international  participation  by  the  FBI, 
United  States  foreign  policy  will  be  advanced. 

MONEY  LAUNDERING 

The  FBI  emphasizes  the  use  of  the  money  laundering  statutes  as  an  effective  tool 
in  identifying,  combating,  and  dismantling  international  criminal  organizations. 
Money  laundering  investigations  conducted  by  the  FBI  involve  a  two-step  approach 
which  significantly  enhances  the  FBFs  ability  to  dismantle  the  organizations.  The 
first  part  of  the  investigation  involves  the  identification  of  members  of  the  criminal 
organization,  the  exposure  of  the  organizational  infrastructure,  the  gathering  of  evi- 
dence of  the  underlying  criminal  activity,  and  the  arrest  and  prosecution  of  the  sub- 
jects. The  second  step  of  the  investigation,  which  is  pursued  concomitantly,  is  di- 
rected at  gathering  the  documentation  and  detail  on  transactions,  and  identifying 
bank  accounts,  financial  intermediaries,  and  the  overall  structure  or  financial  net- 
work used  by  the  criminal  organization.  The  objective  of  this  two-step  approach  is 
to  ensure  that  as  the  traditional  criminal  case  proceeds,  we  are  collecting  evidence 
that  can  be  used  to  seize  and  forfeit  assets  derived  from  the  criminal  activity  and, 
more  importantly,  indict  those  responsible  for  the  laundering  of  criminal  proceeds. 

The  Ffil  approach  to  money  laundering  in  drug  trafficking  investigations  differs 
from  that  of  most  other  Federal  law  enforcement  agencies  because  of  the  enterprise 
strategy  and  the  fact  that  the  FBI  has  the  most  extensive  money  laundering  juris- 
diction of  any  Federal  agency.  The  use  of  forfeiture  to  seize  the  criminal  proceeds, 
while  effective,  only  reduces  the  profitability  of  the  enterprise.  The  use  of  the  money 
laundering  statutes  reduces  the  profitability  through  seizure  and  weakens  the 
underpinnings  of  the  enterprise  by  attacking  the  organizational  infrastructure 
which  facilitates  the  money  laundering  function.  The  FBi's  goal  is  to  target  the  peo- 
ple who  facilitate  the  money  laundering  rather  than  to  target  the  criminal  proceeds 
being  laundered.  The  seizure  of  criminal  proceeds  is  a  collateral  benefit  which  ac- 
crues to  the  investigation  when  the  launderers  are  targeted  rather  than  the  contra- 
band. 
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THE  NATURE  OF  THE  THREAT 

The  major  international  Organized  Crime/Drug  enterprises  that  are  significant 
threats  to  American  society  are  characterized  as  continuing  criminal  conspiracies, 
having  an  organizational  structure  fed  by  fear  and  corruption  and  motivated  by 
greed.  These  organizations  exhibit  a  commonality  of  traits  and  patterns  including: 

•  The  organizational  structure  is  often  sophisticated  -  a  Framework  of  com- 
partmentalized subgroups  or  cells  which  are  frequently  insulated  from  each 
other  so  that  law  enforcement  actions  directed  against  one  cell  will  not  affect 
others. 

•  The  operations  of  the  organization  may  function  like  major  corporations, 
using  modern  automated  systems  for  account  servicing,  collection  systems,  and 
debt  management. 

•  The  hierarchy  is  usually  insulated  from  direct  involvement  in  criminal  acts. 

•  Violence  is  routinely  used  to  further  the  criminal  operations. 

•  Communications  systems  are  often  sophisticated  and  complex. 

•  Concealment  from  law  enforcement  scrutiny  is  afforded  by  buying  protec- 
tion from  corrupt  public  officials. 

•  Working  relationships  are  maintained  with  other  criminal  groups. 

•  Criminal  conduct  spans  a  multitude  of  criminal  violations,  including  drug 
trafficking,  crimes  of  violence,  money  laundering,  banking  and  business  fraud, 
terrorism,  and  the  corruption  of  government  officials. 

The  major  international  criminal  organizations  which  control  significant  segments 
of  the  illegal  activities  in  the  United  States  include: 

•  La  Cosa  Nostra  (LCN) — our  homegrown  nationwide  alliance  of  crime  fami- 
lies linked  through  sinister  conspiratorial  ties,  and  also  to  non-LCN  organiza- 
tions by  understandings  and  agreements. 

•  Italian  Organized  Crime  (IOC>— the  Sicilian  Mafia,  Camorra,  *Ndrangheta, 
and  Sacred  Crown. 

•  Colombian/South  American  Drug-Trafficking  Organizations — the  Cali, 
Medellin,  and  North  Coast  cartels  are  the  major  Colombian  cartels  operating 
within  the  United  States. 

•  The  Cali  Cartel  is  the  most  influential  drug  trafficking  organization  in  the 
Western  Hemisphere. 

•  The  Medellin  Cartel  is  a  collection  of  Colombian  drug-trafficking  organiza- 
tions located  in  Medellin  and  the  surrounding  area,  many  of  whom  are  major 
groups  in  their  own  right. 

•  The  North  Coast  Cartel  consists  of  numerous  independent  drug-trafficking 
organizations,  the  majority  based  along  the  northern  coast  of  Colombia. 

•  Mexican  Drug-Trafficking  Organizations — Mexico  is  a  major  transshipment 
country  for  Colombian  cocaine  and  a  significant  producer  of  opium,  morphine, 
and  heroin. 

Asian  Criminal  Enterprises — the  groups  which  pose  the  greatest  threats  are: 

•  Chinese  criminal  enterprises,  such  as  criminaUy-influenced  Tongs  and 
their  affiliated  street  gangs,  which  control  illegal  gambling,  loansharking,  and 
extortion  activities  in  many  Asian  communities. 

•  Multi-ethnic  Asian  drug  trafficking  groups  which  smuggle  Southeast  Asian 
heroin  into  the  United  States. 

•  Independent  Asian  gangs  with  international,  national,  or  regional  influ- 
ence, including  violent  Chinese  and  Vietnamese  gangs  that  are  transient  in  na- 
ture. 

•  Japanese  Boryokudan  (Yakuza) — perhaps  the  largest  criminal  confed- 
eration in  the  world,  with  more  than  2,500  groups  consisting  of  over  50,000 
members,  having  an  annual  income  estimated  at  $10  billion. 

•  European  (Non-Italian)  and  Eurasian  Organized  Crime  Groups — organized 
criminal  groups,  gangs,  and  enterprises  operating  throughout  western  and 
Eastern  Europe  as  well  as  Eurasia  (the  former  Soviet  Republics) 

CURRENT  TRENDS 

FBI  investigations  into  major  international  criminal  organizations  have  detected 
the  following  trends: 

Colombian  Organizations. — The  FBI  has  identified  40  core  drug  trafficking  orga- 
nizations representing  the  greatest  threat  to  the  United  States,  12  of  which  are  Co- 
lombian organizations.  These  Colombian  groups  continue  to  expand  their  bases  of 
operations  and  collaboration  with  foreign  nationals  to  import  cocaine  and  heroin 
into  the  United  States.  The  collaboration  between  Colombian  cartels  and  Mexican 
criminal  enterprises  has  become  increasingly  strong,  and  it  is  estimated  that  up  to 
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70  percent  of  the  cocaine  being  smuggled  into  the  United  States  today  is  trans- 
shipped through  Mexico. 

Intelligence  information  indicates  an  increasing  role  for  Guatemalans,  Hondurans, 
Nicaraguans  and  Panamanians  that  assist  the  Colombians  in  their  importation  of 
cocaine.  The  transshipment  of  cocaine  through  the  Caribbean  islands  of  Jamaica, 
the  Dominican  Republic,  and  Cuba  has  also  involved  foreign  nationals  from  these 
countries  and  spawned  the  violent  street  gangs  that  are  responsible  for  retail  dis- 
tribution of  the  drugs  in  the  United  States. 

Previously,  the  Medellin  Cartel,  led  by  Pablo  Escobar,  practiced  a  sustained 
course  of  "narco-terrorism"  within  Colombia,  as  evidenced  by  the  countless  murders 
of  judicial  authorities,  police  officers,  and  witnesses  attributed  to  his  organization. 
For  the  most  part,  this  activity  was  confined  within  the  country  of  Colombia. 

Mexican  Enterprises. — Mexican  criminal  enterprises  represent  an  increasing 
threat  to  the  United  States.  Nineteen  of  the  40  core  drug  trafficking  organizations 
identified  by  the  FBI  are  Mexican  organizations.  The  collaboration  between  Colom- 
bian cartels  and  the  Mexican  groups  has  become  so  strong  that  the  most  reliable 
Mexican  organizations  are  afforded  a  50-50  partnership  with  the  Colombians. 

Italian  Organized  Crime  Groups. — Drug  trafficking  alliances  among  Italian  orga- 
nized crime  groups  (i.e.  Sicilian  Mafia,  Camorra,  "Ndrangheta,  and  Sacred  Crown) 
historically  were  formed  because  each  group  specialized  in  a  certain  type  of  criminal 
activity.  This  high  degree  of  specialization  no  longer  exists;  however,  cooperation 
among  these  groups  was  documented  by  several  FBI  investigations  in  the  1980s.  In 
the  Pizza  Connection  U  case,  members  of  the  *Ndrangheta  and  Sicilian  Mafia 
worked  together  to  export  cocaine  from  New  York  through  Switzerland  to  Italy  and 
exchanged  it  for  heroin,  which  was  shipped  to  the  United  States.  Also,  in  the  Isola 
Dora  investigation,  Sicilian  and  'Ndrangheta  members  operated  pizza  shops  in 
Philadelphia,  New  York  City,  and  Delaware,  that  served  as  fronts  for  drug  distribu- 
tion. The  heroin  they  distributed  in  the  United  States  came  from  an  opium  factory 
in  India  which  was  operated  by  the  subjects. 

FBI  intelligence  has  corroborated  the  continued  development  of  cooperative  efforts 
among  these  Italian  groups,  especially  in  the  areas  of  drug  trafficking  and  money 
laundering.  Italian  law  enforcement  officials  recently  discovered  that  the 
*Ndrangheta  is  refining  heroin  in  the  Calabrian  mountains  with  the  assistance  of 
Sicilian  chemists.  With  its  expansion  into  international  drug  trafficking,  the 
*Ndrangheta  has  developed  into  a  more  viable  criminal  organization  and  has  signifi- 
cantly enhanced  its  criminal  stature.  In  Canada,  "Ndrangheta  members  are  working 
in  conjunction  with  the  Sicilian  Mafia  and  the  American  La  Cosa  Nostra  (LCN). 

Sicilian  Mafia. — FBI  investigations  during  the  1980s  focused  upon  Sicilian  Mafia 
involvement  in  drug  trafficking  and  money  laundering  activities.  The  proceeds  from 
their  illicit  drug  activity  primarily  emanated  from  their  involvement  in  the  importa- 
tion and  distribution  of  heroin.  At  that  time,  the  Sicilian  Mafia  transferred  their  il- 
legal proceeds  out  of  the  United  States  to  banks  in  Switzerland.  This  was  accom- 
plished by  the  withdrawal  of  the  money  from  U.S.  banks  with  bank  drafts  and  the 
use  of  brokerage  firms  to  transfer  the  drafts  to  Swiss  banks.  Once  in  Switzerland, 
the  Sicilians  utilized  finance  companies  to  wire-transfer  the  funds  to  their  bank  ac- 
counts in  Sicily.  Although  similar  methods  are  still  utilized,  investigations  indicate 
that  the  majority  of  Italian  organized  crime  funds  obtained  in  the  United  States  are 
either  invested  in  U.S.  businesses  or  are  transported  abroad  through  the  use  of 
couriers.  The  monies  are  then  invested  in  stocks,  bonds,  real  estate,  and  businesses 
in  Italy  and  other  European  countries. 

Another  highly  successful  case,  the  Irontower  investigation,  uncovered  a  drug 
smuggling  operation  whereby  members  of  the  Sicilian  Mafia's  Torretta  family 
shipped  heroin  from  Europe  to  the  Dominican  Republic,  where  it  was  then  placed 
in  wine  bottles  for  shipment  to  the  United  States.  The  investigation  identified 
Torretta  Family  boss  Francesco  Gambino  as  head  of  this  Sicilian  network  and  estab- 
lished that  between  1984  and  1988,  Gambino  and  other  members  of  the  Torretta 
Family  imported  and  distributed  at  least  180  kilograms  of  heroin  into  the  United 
States.  The  Irontower  case  resulted  in  the  indictment  of  17  subjects  in  the  United 
States.  Sixteen  have  been  convicted  and  one  subject  remains  a  fugitive.  Additionally, 
Italian  authorities  arrested  14  subjects  and  executed  20  search  warrants  in  Pa- 
lermo, Sicily,  as  a  result  of  this  investigation. 

In  the  Gaiatolo  investigation  in  the  late  1980s,  members  of  the  Sicilian  Mafia's 
Aquasanta  family  joined  forces  with  Colombian  drug  cartels  to  smuggle  cocaine  from 
South  America  to  Sicily.  A  portion  of  the  cocaine  was  subsequently  traded  for  her- 
oin, which  was  transported  to  the  United  States  for  distribution.  The  price  of  co- 
caine in  Europe  is  comparable  to  the  price  of  heroin  in  the  United  States,  which 
increases  the  profitability  of  these  cooperative  criminal  ventures. 
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A  successful  FBI  investigation  which  targeted  the  'Ndrangheta's  involvement  in 
heroin  and  cocaine  trafficking  was  the  Luciano  Cincinnati  case.  This  investigation 
uncovered  an  operation  whereby  200  kilos  of  cocaine  were  shipped  by  members  of 
the  *Ndrangheta'8  Aquino  family  to  'Ndrangheta  leaders  in  Gioiosa  Jonica,  Italy. 
Italian  currency  was  subsequently  laundered  in  the  United  States,  and  the  drug 

grofits  were  utilized  to  purchase  and  smuggle  heroin  for  distribution  in  New  York 
ity. 

Nicrerian  Organizations. — Nigerian  organizations  appear  to  be  proliferating 
throughout  the  United  States.  By  mid- 1993,  Nigerian  organizations  were  respon- 
sible Tor  more  than  50  percent  of  the  heroin  seized  by  United  States  law  enforce- 
ment. FBI  investigations  have  revealed  a  direct  link  between  heroin  supplied  by  the 
Shan  United  Army  and  international  Nigerian  heroin  traffickers. 

Pakistani  Organizations. — An  investigation  conducted  by  the  FBI  and  the  New 
Jersey  State  Police  identified  an  international  trafficking  organization  based  in  Ka- 
rachi, Pakistan.  The  subjects  were  indicted  by  a  Federal  Grand  Jury  for  importation 
of  heroin  and  were  subsequently  arrested  in  Pakistan  by  Agents  of  the  Pakistani 
Federal  Investigative  Agency,  based  on  provisional  arrest  requests  to  the  Govern- 
ment of  Pakistan.  Court  proceedings  in  Pakistan  ordered  extradition  to  the  United 
States,  the  Supreme  Court  of  Pakistan  denied  appeals,  and  the  subjects  were  turned 
over  to  the  U.S.  Marshals  Service  for  transportation  to  the  United  States.  The  extra- 
dition of  these  subjects  by  Pakistan  represents  one  of  the  few  cases  where  Pakistan 
has  extradited  one  of  its  own  citizens  to  the  United  States. 

Another  investigation  targeted  an  organization  in  Karachi,  Pakistan,  that  utilizes 
natives  of  the  city  of  Qandahar,  Afghanistan,  as  couriers.  These  couriers  have  been 
admitted  into  the  United  States  as  refugees  and  possess  travel  documents  allowing 
them  to  travel  easily  between  the  United  States,  Pakistan  and  India.  Couriers  re- 
cruited in  the  United  States  or  Pakistan  are  directed  to  a  location  in  Pakistan, 
where  they  are  given  luggage  which  has  heroin  concealed  in  false  compartments. 
The  couriers  take  the  heroin  to  an  address  in  the  United  States  and  wait  until  an- 
other member  of  the  organization,  usually  a  Qandahar  native  as  well,  arrives  to 
take  the  heroin  from  the  courier.  Most  of  the  activity  of  the  organization  centers 
in  New  York,  Washington,  D.C.,  and  other  east-coast  cities. 

Turkish  Organizations. — An  investigation  conducted  by  the  FBI's  Washington, 
D.C.,  field  office  infiltrated  a  heroin  trafficking  organization  controlled  by  subjects 
in  Istanbul,  Turkey,  which  exported  from  Turkey  Targe  quantities  of  heroin  to  the 
United  States,  Canada  and  Europe.  The  leaders  of  the  organization  periodically 
travel  led  under  the  guise  of  legitimate  business  to  supervise  the  operation  in  the 
United  States,  and  otherwise  maintained  frequent  telephone  contact  from  Istanbul 
with  couriers  and  distributors  in  the  United  States.  The  seemingly  legitimate  busi- 
nessmen obtained  visas  to  the  United  States  for  heroin  couriers  recruited  in  Turkey. 

In  the  United  States,  Turkish  distributors  sold  the  heroin  in  multikilogram  quan- 
tities to  distributors  from  Turkey,  Greece,  Italy,  Iran,  and  Russia.  Most  of  the  oper- 
ation was  carried  out  in  New  York,  Newark,  Washington,  D.C.,  and  Miami.  The  her- 
oin was  usually  transported  by  ship  and  courier.  Although  most  of  the  top-level 
members  of  this  group  were  apprehended  and  convicted,  the  leader  remains  safe  in 
Istanbul,  despite  the  United  States  indictment,  because  Turkey  will  not  extradite 
its  citizens. 

Asian  Organizations. — For  more  than  a  decade,  FBI  investigations  have  targeted 
multi-ethnic  Asian  heroin  trafficking  organizations,  which  are  responsible  for  a  sig- 
nificant portion  of  the  flow  of  southeast  Asian  heroin  from  the  Golden  Triangle" 
into  the  United  States.  These  groups  are  often  comprised  of  Chinese,  Thai,  and 
other  Asian  criminals,  who  frequently  use  their  current  or  past  membership  in  Tri- 
ads, criminally-influenced  Tongs,  or  gangs  to  facilitate  their  activities.  These  loosely 
organized  groups  are  global  in  nature  and  scope,  and  are  involved  in  the  production, 
transportation,  distribution,  and  money  laundering  aspects  of  international  heroin 
trafficking. 

Japanese  and  Korean  criminal  groups  are  involved  in  the  distribution  of  crystal 
methamphetamine,  or  ice.  As  a  result  of  a  1993  FBI  investigation  in  Hawaii,  a  Japa- 
nese Boryokudan  group  boss  was  convicted  for  the  first  time  in  the  United  States 
on  drug  charges  involving  ice  trafficking. 

Russian  I Eurasian  Organizations. — As  a  result  of  an  FBI  investigation  in  1993, 
three  Russian  natives  were  convicted  on  charges  of  transporting  major  quantities 
of  heroin  from  Moscow  to  Warsaw,  Poland,  and  to  the  United  States.  The  drugs 
were  distributed  in  the  United  States  through  established  drug  traffickers  in  the  Si- 
cilian Mafia. 

With  the  fall  of  the  soviet  Union,  the  political,  social,  and  economic  environment 
in  Russia/Eurasia  is  ripe  for  the  development  of  organized  crime  groups.  Such 
groups  have  been  developing  at  an  alarming  rate.  In  fact,  organized  crime  has  been 
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identified  as  the  primary  problem  that  Russia  must  face.  At  this  time,  the  United 
States  and  Western  Europe  are  rust  beginning  to  feel  the  impact  of  these  organiza- 
tions of  professional  criminals.  These  groups  are  developing  and  networking  with 
other  organized  crime  groups  faster  than  any  other  groups  ever  observed  in  the 
United  States.  They  have  networked  with  La  Cosa  Nostra,  Italian,  Asian,  and  Co- 
lombian criminal  organizations.  It  is  believed  that  this  is  a  harbinger  of  the  future 
drug  activity  that  wul  emanate  from  Russia/Eurasia. 

Until  recently,  Russian,  Georgian,  Ukrainian,  Armenian,  and  other  Eurasian 
criminal  activity  in  the  United  States  was  a  small  but  interesting  phenomenon  cat- 
egorized by  law  enforcement  authorities  under  the  all-encompassing  term  "Russian 
Mafia."  Without  the  dramatic  political,  social,  and  economic  changes  in  Eastern  Eu- 
rope and  Eurasia  in  the  last  two  years,  it  is  likely  that  interest  in  Russian/Eurasian 
criminal  activity  in  the  United  States  would  have  remained  cursory  during  the 
1990s.  However,  various  changes  caused  by  the  breakup  of  the  Soviet  Union  nave 
precipitated  reconsideration  of  the  problem.  Russian/Eurasian  criminals  and  crimi- 
nal enterprises  are  coming  to  the  United  States,  as  other  criminal  enterprises  based 
in  the  United  States  are  seeking  opportunities  in  the  former  Soviet  republics  and 
Eastern  Bloc  countries. 

Organized  crime  groups  pose  a  very  significant  and  direct  threat  to  the  Russian 
Government.  By  one  estimate,  Russian  groups  have  siphoned  off  about  $500  million 
dollars  from  the  Russian  economy.  At  the  same  time,  criminals  from  the  United 
States,  including  former  Soviet  emigres,  are  engaging  in  criminal  activities  in  Rus- 
sia, the  other  Soviet  republics,  and  the  former  Eastern  Bloc  countries.  In  1992,  the 
first  known  instance  of  a  high-level  Russian  criminal  boss  entering  the  United 
States  to  establish  a  criminal  organization  was  confirmed. 

The  increased  freedom  of  international  travel  for  Russian  and  other  Eurasian  citi- 
zens; the  development  of  joint  ventures,  private  banks,  and  businesses;  the  absence 
of  a  stable  and  convertible  currency;  and  the  severely  depressed  overall  economy 
have  unintentionally  combined  with  a  rapidly  growing  internal  crime  problem  and 
government  corruption  to  provide  a  favorable  climate  for  Russian/Eurasian  crimi- 
nals to  rapidly  impact  the  U.S.  Information  clearly  indicates  that  monies  derived 
from  criminal  activities  and  corruption  in  Russia  are  passing  through  United  States 
financial  institutions,  while  there  are  indications  that  to  a  much  lesser  degree,  some 
criminal  profits  generated  in  the  United  States  are  being  invested  in  Russia. 

Institution  Building. — FBI  investigations  have  documented  increasingly  sophisti- 
cated international  criminal  syndicates  with  global  ambitions  and  capabilities.  In 
many  instances,  these  groups  regularly  cooperate  with  each  other  in  the  trafficking 
of  drugs  and  other  criminal  activities.  To  meet  this  challenge,  the  FBI  has  pursued 
the  following  initiatives  which  contribute  to  the  vital  institution  building  that  is 
needed  to  meet  this  growing  international  threat. 

The  ability  of  foreign  law  enforcement  agencies  to  effectively  assist  the  FBI  and 
address  their  own  organized  crime/drug  problems  is  directly  related  to  the  level  of 
training  and  professionalism  of  those  agencies.  Many  foreign  law  enforcement  agen- 
cies have  recognized  the  FBI's  expertise  in  conducting  investigations  of  international 
criminal  enterprises  and  have  requested  training  to  enhance  their  capabilities  in 
that  regard.  Such  training  offers  opportunities  to  develop  compatible  methods  of  op- 
eration which  contribute  to  the  likelihood  of  successful  prosecution  of  mutual  tar- 
gets, both  in  this  country  and  abroad. 

FBI  Organized  Crime/Drug  investigative  techniques  and  strategies  have  also  been 
presented  to  foreign  law  enforcement  officials  at  a  number  of  international  con- 
ferences held  in  Europe  and  Asia.  Additionally,  the  FBI's  international  training  ef- 
forts have  been  pursued  via  the  exchange  of  mid-level  supervisory  personnel  with 
such  agencies  as  the  German  Bundeskriminalamt,  the  Italian  Direzione 
Investigativa  Antimafia,  the  Australian  Federal  Police,  and  the  National  Police 
Agency  of  Japan. 

In  the  past  three  years,  the  FBI's  Criminal  Investigative  Division  (CDD)  has  con- 
ducted specialized  training  concerning  organized  crime/drug  investigative  techniques 
and  strategies  in  Poland,  Hungary  and  Czechoslovakia.  The  benefits  of  FBI  partici- 
pation in  international  training  programs  have  been  demonstrated  by  improved  liai- 
son and  cooperation  with  the  affected  agencies,  particularly  as  they  relate  to  the 
timely  exchange  of  law  enforcement  information  regarding  international  crime 
groups  which  impact  on  the  United  States.  The  FBI  will  continue  to  pursue  Eastern 
European  training  scheduled  for  Fiscal  Year  (FY)  95  to  the  best  of  our  abilities  and 
resources.  Training  initiatives  concerning  management  of  the  criminal  investigative 
process,  organized  crime,  economic  crimes,  ADP  systems,  and  forensic  laboratory 
matters  are  scheduled  for  the  Baltic  States,  the  Czech  Republic,  Hungary,  and  Po- 
land during  FY  94.  The  FBI  has  received  requests  for  organized  crime/drug  training 
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from  countries  around  the  world.  We  will  work  to  ensure  the  requests  that  are  pur- 
sued will  enhance  international  investigative  efforts. 

International  Working  Groups. — Since  1982,  the  FBI  has  developed  working  gr6up 
relationships  with  foreign  police  agencies  in  an  effort  to  address  international  orga- 
nized criminal  groups.  In  general,  these  working  groups  are  designed  to:  (1)  ex- 
change criminal  intelligence  and  operational  information  concerning  criminal  groups 
of  mutual  interest;  (2)  conduct  joint  investigations,  where  appropriate;  and  (3)  pro- 
vide cross-training  opportunities  to  enhance  the  development  of  new  investigative 
techniques  and  mutual  understanding  of  respective  laws  and  policies. 

The  Joint  Italian/American  Working  Group  (IAWG)  to  Combat  Narcotics  Traffick- 
ing and  Organized  Crime;  the  FBI/Australian  Federal  Police  (AFP)  Working  Group 
on  Organized  Crime  and  Drugs;  and  the  FBI/Royal  Canadian  Mounted  Police 
(RCMP)  Working  Group  on  Organized  Crime  successfully  illustrate  the  working 
group  concept. 

The  FBI  has  also  developed  bilateral  working  groups  and  joint  intelligence 
projects  with  the  Central  Intelligence  Agency  (CIA)  and  the  Drug  Enforcement  Ad- 
ministration (DEA)  to  enhance  the  FBI's  intelligence  base  relative  to  organized 
crime  groups,  particularly  at  the  international  level.  The  establishment  of  such 
working  groups  has  allowed  investigators  and  analysts  to  focus  upon  the  inter- 
relationships between  groups  and  other  international  criminal  organizations  and  to 
enhance  the  FBI's  intelligence  base. 

The  FBI  is  currently  engaged  in  an  international  intelligence-gathering  project 
with  Italian,  Australian,  and  Canadian  police  agencies,  targeting  a  group  of  the 
'Ndrangheta.  The  catalyst  for  this  project  was  the  seizure  of  significant  'Ndrangheta 
documents  by  Italian  authorities  during  searches  conducted  in  Calabria,  Italy,  in 
January  1993.  The  project  goals  are:  (a)  to  compile  a  comprehensive  assessment  of 
the  international  activities  of  the  members  and  associates;  and  (b)  to  identify  poten- 
tial joint  operational  initiatives. 

As  noted  above,  the  FBI  participates  in  a  number  of  working  group/cooperative 
relationships  with  foreign  police  agencies — all  of  which  contribute  to  the  exchange 
of  information  regarding  criminal  intelligence  information,  including  that  pertaining 
to  drug  trafficking.  These  ongoing  working  relationships  include  established  mecha- 
nisms for  the  exchange  of  drug  trafficking  information,  with  the  following  agencies: 
Royal  Canadian  Mounted  Police;  Australian  Federal  Police;  German 
Bundeskriminalamt;  Direzione  Investigativa  Antimafia  (Italy);  Organized  Crime 
Control  Department,  Ministry  of  the  Interior  of  the  Russian  Federation;  National 
Police  Agency  of  Japan;  Royal  Hong  Kong  Police;  National  Police  Administration  of 
Taiwan;  and  Ministry  of  Public  Security,  People's  Republic  of  China. 

In  closing,  I  would  like  to  reiterate  that  criminal  organizations  are  literally  a 
world  wide  problem.  We  believe  that  we  have  made  progress — the  FBI  has  a  good 
plan — but  much  is  left  to  be  done.  We  need  to  expand  our  work  with  foreign  coun- 
terparts facing  the  same  criminal  problems;  we  need  to  extend  and  refine  our  crimi- 
nal intelligence  efforts;  and  we  need  to  support  the  technological  advances  that  en- 
able law  enforcement  agencies  to  effectively  investigate  sophisticated  criminal  enter- 
prises. 

Thank  you  Mr.  Chairman  and  members  of  this  subcommittee  for  the  opportunity 
to  appear  before  you  today. 

Senator  Kerry.  By  way  of  background,  how  long  have  you  been 
at  this? 

Mr.  Frier.  I  have  been  in  this  position  for  2  years,  and  I  am  a 
22-year  veteran. 

Senator  Kerry.  Have  you  been  assigned  to  organized  crime, 
antiorganized  crime  efforts? 

Mr.  Frier.  Yes.  In  fact,  prior  to  this  assignment  I  headed  up  our 
Rome,  Italy  operation. 

Senator  Kerry.  What  can  you  tell  us,  based  on  your  experience, 
then,  about  the  growth  or  increase  of  this  kind  of  criminal  activity? 
This  morning  we  heard  from  the  State  Department,  from  the  CIA 
and  Justice,  all  of  whom  are  saying  that — I  mean,  this  is  bigger 
than  it  has  ever  been.  We  used  to  nave  small  little  disjointed  ef- 
forts. We  used  to  have,  you  know,  identifiable  figures  here  and 
there. 
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But  now  there  are  grand  designs  and  linkages  and  communica- 
tion capacities,  and  technologies  and  other  things  that  are  lending 
to  the  spread  of  this,  which  has  raised  it  to  the  level  of  a  legitimate 
international  security  threat. 

Do  you  agree  with  that? 

Mr.  Frier.  In  part.  I  think  quite  a  bit  of  what  we  are  picking  up 
today  is  a  result  of  increased  intelligence  and  awareness  of  the  fact 
that  we  have  criminal  activities  that  take  place  within  our  bound- 
aries that  may  have  been  taking  place  for  some  time  that  we  did 
not  know  about.  And  we  now  have  a  much  better  intelligence  col- 
lection system,  analytical  system,  and  methodology  in  working  the 
enterprises  that  permits  us  to  really  realize  what  kinds  of  problems 
we  have. 

Senator  Kerry.  Do  you  accept  it  as  the  threat  it  has  been  de- 
scribed as? 

Mr.  Frier.  Well,  I  think  it  is  definitely  at  a  higher  level  than  it 
was,  say,  a  decade  ago.  We  have  had  a  diminution  in  power  and 
influence  of  La  Cosa  Nostra  here  in  our  own  country,  and  in  part 
that  diminution  in  control  has  been  supplanted  by  other  organiza- 
tions, the  prime  example  being  the  Cali  and  the  Medellin  and  other 
Columbian  cartels  that  John  was  talking  about. 

Additionally,  large  influxes  of  aliens  from  different  countries 
have  brought  with  them  some  of  their  own  home  grown  organized 
crime.  And  I  think  today  we  have  to  deal  with  Chinese  and  Japa- 
nese and  Vietnamese  organized  crime,  which  we  did  not  used  to 
take  into  account. 

We  have  had  a  tremendous  influence  in  the 

Senator  Kerry.  What  is  the  phenomenon  that  you  think  has  cre- 
ated that?  I  mean,  is  it  that  the  old  families  as  we  knew  them  and 
the  old  entities  got  legitimate,  got  a  little  fat  and  happy,  and 
newer,  hungrier  people  are  coming  in  and  taking  over  from  them? 

Mr.  Frier.  In  part,  certainly. 

Senator  Kerry.  Or  is  it  that  we  beat  them?  I  mean,  we  certainly 
did  a  good  job,  I  must  say — you  did  a  good  job  in  New  York  and 
Boston  and  some  other  cities  in  the  country  in  breaking  up  some 
of  the  traditional  entities. 

Mr.  Frier.  We  did  that.  In  fact,  we  have  incarcerated  20  of  the 
25  bosses  of  the  LCN  families  in  the  United  States  within  the  past 
decade. 

Senator  Kerry.  A  significant  story,  incidentally.  I  am  not  sure 
that  has  been  fully  articulated  either. 

Mr.  Frier.  But  one  still  has  to  realize  that  we  have  only  about 
17  percent  of  the  numbers  that  we  can  tabulate  of  the  LCN  incar- 
cerated. So,  it  is  out  there.  It  is  still  definitely  a  major  problem  for 
American  law  enforcement. 

But  as  time  went  on,  as  they  became  more  sophisticated,  they  in- 
vested in  more  legitimate  businesses.  And  others  who  were  not  able 
to  invest  in  such  legitimate  businesses  have  taken  their  place. 

We  see  this  with  the  Chinese  gangs.  We  see  this  with  Russian 
organized  criminal  groups.  We  see  this  with  Japanese  organized 
crime.  And  we  definitely  see  it  with  the  Mexicans  and  the  South 
American  organized  criminal  enterprises. 

Senator  Kerry.  Is  there  not  a  greater  capacity  now,  though, 
given  the  speed  of  communications,  the  nature  of  the  communica- 
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tions,  and  of  travel  itself,  the  breakdown  of  borders  to  a  certain  de- 
gree and  the  deregionalization  and  ideological  delineations  that  ex- 
isted— does  not  all  of  that  contribute  to  the  ability  of  these  groups, 
like  the  meeting  of  the  Russians  and  the  Italians  who  got  together 
in  Czechoslovakia — I  mean,  that  kind  of  meeting  seems  to  indicate 
a  networking  that  might  predicate 

Mr.  Frier.  We  see  that.  In  fact,  we  see  collaboration  and  com- 
mingling activities  between  Italian  organized  crime  with  virtually 
everybody.  They  seem  to  be  the  linchpins  of  this,  whether  you  are 
talking  Sicilian  Mafia  or  Camorra  or  Ndrangheta  or  whatever. 
They  have  quite  a  bit  of  involvement  in  criminality  throughout  the 
world. 

We  find  that  the  improper  use  of  visas  coming  into  the  United 
States,  especially  out  of  the  old  Russian  republics  with  the  business 
visas,  the  L  visas,  the  B  visas  are  overwhelming  our  consulate 
staffs,  and  they  cannot  keep  up  with  the  numbers  of  people  who 
are  applying  for  these.  They  have  virtually  15  to  20  minutes  to 
process  individuals,  usually  with  fraudulent  or  incomplete  informa- 
tion. So  we  have  no  control  over  what  is  coming  in. 

Senator  Kerry.  I  was  not  aware  of  that,  and  I  find  that  truly  dis- 
turbing. I  mean,  that  is  a  very  disturbing  thing  to  hear  about  the 
borders  of  the  United  States  and  who  is  getting  visas  or  who  is  get- 
ting what  are  ostensibly  visas.  I  wish  the  CIA  folks  were  here  still. 
But,  I  mean,  if  we  were  still  living  in  the  cold  war  and  a  more  ideo- 
logical age,  it  might  even  raise  hackles  more. 

But  notwithstanding,  there  are  great  risks  in  that,  are  there  not? 

Mr.  Frier.  Oh,  there  certainly  are.  Plus,  we  face  the  same  prob- 
lem with  the  Chinese,  and  we  have  had  policy  that  has  permitted 
persecuted  persons  to  be  protected  in  this  country  by  virtue  of 
whatever  means  they  showed  up  on  our  shores. 

We  have  considerable  segments  of  Chinese  organized  criminal  ac- 
tivities in  this  country. 

Senator  Kerry.  And  is  it  not  fair  to  say  that  when  you  have  65 
people  who  turn  up  in  Prince  Georges  County  held  hostage  for 
$30,000  each  and  indentured  servitude  and  so  forth  that  you  also 
have  the  ability  of  these  criminal  enterprises  to  simply  insert 
criminal  people  at  will  into  our  society  to  begin  to  become  their  cell 
leaders  and  so  forth?  I  mean,  that  is  a  form  of  invasion. 

I  am  not  trying  to  build  this  up,  but  it  does  disturb  me  enor- 
mously. That  is  a  genuine  form  of  insertion  of  dangerous  elements 
into  the  country  against  our  will  and  without  legitimacy. 

Mr.  Frier.  And  it  is  also  very  difficult  for  us.  In  fact  in  that  par- 
ticular case  we  had  a  bear  of  a  time  differentiating  between  who 
were  the  victims  and  who  were  the  subjects  or  the  hostage  takers. 

We  are  dealing  with  the  Fukienese  language.  None  of  us  in  law 
enforcement  have  sufficient  resources  to  have  these  linguistic  capa- 
bilities readily  on  hand,  and  to  try  to  sort  out  this  kind  of  activity 
from  the  outset  is  extremely  difficult. 

I  would  think  it  would  be  safe  to  say  that  that  kind  of  a  discov- 
ery in  Maryland  and  the  one  that  was  associated  with  it  in  New 
York  was  more  of  a  stroke  of  luck  than  anything  else,  and  it  is  just 
the  tip  of  the  iceberg. 
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Senator  Kerry.  So,  you  really  telling  the  committee  today  that 
our  borders  are  far  less  safe  and  far  more  impregnable  than  we 
thought? 

Mr.  Frier.  Yes. 

Senator  Kerry.  Are  there  remedies? 

Mr.  Frier.  Well,  we  certainly  need  to  do  a  better  job  of  process- 
ing those  people  that  are  given  visas. 

Senator  Kerry.  Well,  that  takes  resources,  does  it  not? 

Mr.  Frier.  Yes. 

Senator  Kerry.  Is  anybody  asking  for  them? 

Mr.  Frier.  I  do  not  know. 

Senator  Kerry.  All  right,  well,  we  will  look  into  it. 

Let  me  let  you  go  ahead.  Do  you  have  further  comment  you 
wanted  to  make? 

Mr.  Frier.  No. 

Senator  Kerry.  OK.  Let  me  ask  you  then  if  you  would  comment 
on  the  degree  to  which  the  organized  criminal  activity  that  you  per- 
ceive, beyond  what  you  have  just  described  in  terms  of  illegal 
aliens  and  penetration  of  the  borders,  and  beyond  the  obvious  drug 
impact  that  we  all  are  aware  of,  are  there  other  organized  activities 
that  you  see  that  threaten  our  ability  to  accomplish  either  strategic 
foreign  policy  goals  or  legitimate  interests  of  our  country  domesti- 
cally? 

Mr.  Frier.  I  think  what  we're  seeing,  when  we're  talking  about 
significant  organized  criminal  activity,  are  organizations  that  pos- 
sess sufficient  power  to  control  events,  control  the  economy  to  some 
degree  within  their  countries  from  which  they  emanate. 

And  we  see  this.  John  gave  a  beautiful  example  of  how  this  is 
done  in  Colombia  and  throughout  South  America.  We  see  it  in 
Mexico.  We  see  it  certainly  in  Russia  today.  We  see  it  to  a  great 
degree  in  Italy. 

If  you  look  at  Italy,  for  example,  if  you  go  back  just  10  years  ago 
or  15  years  ago,  when  following  their  successful  efforts  against  the 
red  brigades  they  decided  to  take  on  organized  crime  they  sent  the 
most  famous  commander  of  the  Carabinieri,  Alberto  Dala  Chiesa 
into  Sicily  to  take  on  the  Sicilian  Mafia.  He  and  his  wife  were  as- 
sassinated in  their  first  month  in  the  country. 

And  you  see  the  price  that  Italian  law  enforcement  has  paid 
much  like  that  which  has  been  characterized  by  Colombian  law  en- 
forcement over  the  years,  not  to  be  slighted  at  all  by  the  assassina- 
tion of  Giovannni  Falcone  and  Paolo  Borsellino  just  a  year  and  a 
half  ago. 

And  then  you  see  what  they  have  done.  They  have  done  tremen- 
dous work  in  addressing  that  problem.  They  have  done  that  be- 
cause they  have  interacted  with  other  countries,  involved  them- 
selves in  joint  initiatives,  and  are  working  cases  that  involve  their 
criminality  in  other  countries  with  other  government  such  as  our- 
selves. 

We  are  doing  that  too.  We  are  trying  to  work  criminal  enter- 
prises with  the  countries  from  which  they  emanate  or  countries 
from  which  they  attach  and  do  business  collectively,  so  that  we're 
working  the  same  organizations,  the  same  subject  simultaneous, 
pursuing  common  goals. 
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I  think  that  is  the  strength  of  where  we  are  today  versus  where 
we  were,  say,  just  10  years  ago. 

Senator  Kerry.  Do  you  think  that  that  kind  of  cooperation  you 
are  describing — I  mean,  it  is  a  very  patient  kind  of  cooperation,  is 
it  not? 

Mr.  Frier.  Yes,  and  it  depends  upon  the  capability  of  the  host 
country.  Obviously  you  are  not  talking  about  the  same  capability 
when  you  are  dealing  with  Latvia,  Estonia,  and  Russia  even  to 
some  degree  as  you  are  with  German,  Italy,  England,  France,  et 
cetera. 

We  need  to  not  only  involve  ourselves  in  learning  their  system 
but  significantly  involve  ourselves  in  training  endeavors  to  provide 
them  the  capabilities  to  better  address  those  problems,  and  also  to 
modify  their  legislation  and  provide  them  the  capacity  with  which 
to  address  undercover  operations,  money  laundering,  and  other  sig- 
nificant activities  of  organized  crime. 

Senator  Kerry.  You  were  not  here  this  morning  when  I  asked 
this  of  another  panel  that  was  here.  They  answered  it  from  a  policy 
perspective.  I  would  like  to  get  your  reactions  to  this  as  front  line 
folks. 

10  years  ago  a  book  appeared  suggested  that  if  you  wanted  cer- 
tain services  you  should  check  with  The  Economist.  And  10  years 
later,  this  year,  my  staff  happened  to  read  the  book.  So,  we  went 
to  The  Economist  and  the  very  advertisements  that  were  offered  in 
The  Economist  10  years  ago  were  still  there  today. 

We  wrote  in,  called  in,  and  asked  for  the  brochure  that  they  prof- 
fered and,  indeed,  got  the  brochure  and  here  it  is.  And  it  says — 
you  know,  it  offers  up,  quote,  are  you  interested  to  pay  no  tax  any 
more  for  the  rest  of  your  life? 

On  the  Channel  Islands  we  can  make  a  residence  permit  avail- 
able to  you.  You  will  obtain  the  following  performances:  tax  free 
residence  rights,  regular  notification  of  the  registration  office, 
anonymous  company  formation  and  administration,  anonymous 
banking  account  including  check  book  and  credit  card,  office  ad- 
dress with  forwarding  of  mail,  own  telephone  line  including  reg- 
istration in  the  local  telephone  directory. 

It  offered,  we  can  offer  completely  legal  acknowledged  citizen- 
ship, naturalization  including  travel  documents,  drivers  license, 
I.D.  card  from  different  countries  which  are  UNO  members.  Prices 
start  from  U.S.  $17,900  for  a  computer  registered  passport  from  the 
Dominican  Republic  up  to  U.S.  $19,900  for  Panama  citizenship. 

For  example,  U.S.  $19,900,  you  can  obtain  a  fully  acknowledged 
citizenship  from  Costa  Rica.  It  goes  on,  it  offers  a  press  identify 
card,  it  offers  to  hide  your  assets  in  bankruptcy — we  will  save  you 
your  assets.  If  you  wish,  we  can  establish  for  you  a  new  company 
with  which  you  can  operate  completely  anonymously. 

They  give  you  a  complete  anonymous  banking  account,  including 
check  book,  credit  card.  You  will  not  appear  as  the  owner.  Even 
with  negative  information  you  can  obtain  anonymous  banking  ac- 
counts in  Austria,  Switzerland,  Luxembourg,  Lichtenstein,  and  so 
forth. 

I  mean,  you  see  these  all  the  time.  You  guys  run  into  them.  You 
have  got  the  Cayman  Islands  with  $400  billion  of  assets,  that 
amounts  to  $15  million  per  citizen  there.  Obviously,  the  money  is 
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transferred  elsewhere  but  they  avoid  taxes,  responsibility,  and  ac- 
countability. 

What  do  those  entities  mean  to  you  and  what  do  they  do  to  your 
life  in  law  enforcement?  What  is  the  impact  on  the  United  States? 

Mr.  Frier.  We  deal  with  this  quite  a  bit  in  white  collar  crimes, 
especially  in  the  money  laundering  arena,  with  the  creation  of  shell 
companies,  off  shore  banking,  et  cetera.  We  have  entered  into  a 
very  profitable  working  relationship  with  the  British  law  enforce- 
ment, in  the  British  controlled  islands  of  the  Turks,  Cacaos  and  the 
British  Territories  down  there. 

To  address  the  institutions  that  are  involved  in  this  kind  of  an 
activity,  that  is  a  start.  But  it  is  rampant. 

Senator  Kerry.  But  does  this  not  make  your  life  miserable?  I 
mean,  does  it  not  complicate  it  to  the  final  degree? 

Mr.  Frier.  It  certainly  does  because  we  cannot  control  all  aspects 
of  the  investigation.  We  are  dependent  on  other  countries  doing  a 
significant  portion  of  the  followup  work  or  the  investigative  work 
here. 

Senator  KERRY.  But  countries  which  offer  anonymity,  secrecy  in 
banking,  corporate  shields  and  no  taxes  are  in  effect  offering  very 
often  a  fraudulent  services,  are  they  not? 

Mr.  Freer.  Yes. 

Senator  Kerry.  And  they  are  also  openly  offering  to  assist  people 
to  avoid  the  laws  of  other  countries,  correct? 

Mr.  Freer.  Absolutely. 

Senator  Kerry.  So,  this  in  effect  becomes  an  almost  sanctioned 
process  of  avoidance  which  in  effect  frustrates  law  enforcement 
and,  I  take  it,  adds  significantly  to  the  weapons  on  the  hands  of 
organized  criminal  enterprises. 

Mr.  Freer.  We  have  this  problem  compounded  throughout  what 
I  would  call  the  world  of  white  collar  crime.  We  have  diploma  mills 
in  this  country  that  will  provide  you  with  a  diploma  for  anything 
you  wish.  We  have  virtually  any  number  of  advertised  concerns 
that  will  provide  some  document  or  another,  of  a  credential  that  is 
necessary  to  conduct  a  business  but  is  fraudulent. 

The  unfortunate  reality  of  all  of  this  is  that  white  collar  crime 
traditionally  dealt  out  either  a  minimal  punishment  or  no  punish- 
ment whatsoever. 

Now,  we  focus  very  heavily  on  drug  trafficking,  drug  related 
crimes,  and  racketeering,  and  we  penalize  very  heavily.  In  this 
area  we  do  not  do  very  much  at  all,  and  we  are  not  alone. 

Senator  Kerry.  But  this  facilitates  drug  trafficking,  does  it  not? 

Mr.  Freer.  It  facilitates  anything  you  want  it  to. 

Senator  Kerry.  Correct.  But  if  you  are  a  drug  trafficker  this  is 
a  way  you  hide  money,  is  it  not? 

Mr.  Freer.  Yes. 

Senator  Kerry.  This  is  how  you  launder  money.  This  is  how  you 
take  money  from  any  illicit  deal,  whether  it  is  drug  trafficking  or 
gun  sales  which  affect  America.  We  have  got  a  lot  of  Chinese  weap- 
ons coming  into  this  country,  do  we  not? 

Mr.  Frier.  Yes. 

Mr.  Coleman.  I  think  some  of  my  colleagues  from  Customs  are 
here  today,  but  the  frequently  remind  us  that  there  is  a  good  deal 
of  this  money  flowing  from  the  sale  of  merchandise  that  is  falsely 
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invoiced  to  show  that,  for  example,  it  comes  from  a  cow  when  in 
fact  it  really  comes  from  the  People's  Republic.  And  then  when  the 
money  is  recuperated  from  the  sale  of  those  goods  in  the  United 
States,  they  obviously  cannot  go  back  to  the  PRC  so  they  have  to 
be  laundered  very  typically  the  same  way  as  drug  money  is 
laundered. 

But  the  whole  underground  financial  empire  represents  a  num- 
ber of  industries,  arms  trade,  technology  trade,  et  cetera. 

Senator  Kerry.  Let  me  just  say  to  you  that  what  I  perceive  is 
that  we  are  fighting  a  21st  century  criminal  enterprise  with  19th 
century  strategy  and  capacity,  and  certainly  resources. 

There  is  enough  technology  in  the  world  today,  through  bar  codes 
and  various  encryption  devices  and  other  kinds  of  things,  not  to 
mention  tracking  methods  and  so  forth,  that  we  could  tier  up  to  a 
higher,  much  more  sophisticated  level.  And  we  certainly  should  be 
leveraging  the  rest  of  the  industrial  world,  which  has  an  interest 
in  preserving  its  tax  base  I  might  add,  to  try  to  eliminate  these 
kinds  of  abuses. 

Nothing  would  do  more  for  law  enforcement  globally  than  to 
begin  that  kind  of  effort  and  get  genuine  cooperation  from  banking 
institutions  and  law  enforcement  agencies,  and  to  upgrade  the  flow 
of  information  through  tie-ins  on  super  computers  and  so  forth.  We 
have  that  ability  but,  you  know,  we  are  just  not  able  to  do  it. 

Now,  individual  agencies  have  strategies  that  are  ready  to  go, 
yours  among  them.  I  mean,  you  are  gearing  up.  You  understand 
this,  both  of  you  do.  You  know  what  you  are  up  against,  and  that 
is  why  I  asked  you  the  question  about  frustration  because  I  know 
you  are  living  with  bitter  frustration  at  being  outgunned  by  people 
who  are  not  as  smart  as  you,  but  who  are  allowed  to  look  smarter 
by  virtue  of  the  resources  they  have  got  at  their  disposal  and  the 
kind  of  way  we  play  at  the  fringes  of  this. 

So,  I  think  it  is  time  for  us  to  be,  and  I  intend  to  send  a  lot  of 
this  on  to  the  Attorney  General  and  the  President  and  the  Sec- 
retary of  State  with  hopes  that  we  can  gear  up  in  a  much  more  sig- 
nificant undertaking  on  this. 

I  am  not  suggesting  that  there  is  a  magic  wand.  I  am  not  sug- 
gesting it  is  easy.  I  remember  prosecuting  a  couple  of  white  collar 
crime  cases  and,  boy,  there  is  nothing  more  time  consuming  and 
there  is  nothing  tougher. 

But  when  you  have  got  the  odd  stacked  against  you  like  this,  just 
getting  the  information  together — they  know  the  disadvantage  that 
you  are  working  at,  so  they  can  flood  the  market  with  people,  with 
cardboard  cutouts,  with  all  of  the  processes  of  obfuscation.  And  by 
the  time  you  dig  through  it,  you  know,  they  are  on  to  the  next 
thing  and  so  forth,  and  you  know  it  and  I  know  it. 

So,  I  believe  we  could  do  an  enormous  amount  to  diminish  this 
threat  to  ourselves.  I  think  the  reason  we  are  suffering  such  losses 
in  our  streets  today  in  all  of  our  communities,  and  the  reason  we 
have  got  so  many  people  going  back  to  drugs  is  that  we  have  not 
followed  through.  We  have  not  followed  through. 

We  began  with  seriousness,  and  we  kind  of  let  it  slide.  And  we 
have  never  yet  put  together  the  kind  of  systemic-wide  response 
that  is  necessary,  systemic-wide. 
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I  do  not  mean  to  talk  on,  but  I  will  say  to  you  that  this  is  not 
the  magical  experience  of  all  experiences,  but  sometimes  small  ex- 
amples serve  for  the  larger. 

After  I  had  finished  administering  one  of  the  larger  DA's  offices 
in  the  country  I  became  lieutenant  governor.  And  I  suggested  to 
the  governor  that  the  system  did  not  work  because  I  had  seen  first 
hand  how  when  we  had  a  kid  come  through  the  system  there  was 
no  probation  officer  there  to  deal  with  them,  or  there  was  not  clerk 
to  move  the  paper  even  though  we  were  ready  to  go  to  trial,  or 
there  was  no  judge  if  the  clerk  was  ready.  It  just  wasn't  working 
like  a  system. 

And  so  through  Federal  assistance  we  managed  to  put  the  sys- 
tem together.  And  under  the  governor  we  held  what  was  called  the 
first  crime  council  meetings  where  for  the  first  time  in  the  history 
of  the  Commonwealth  of  Massachusetts  every  entity  of  the  system 
sat  together  and  talked  about  their  needs  and  the  relationship  of 
each  part  of  the  system  to  the  other. 

So,  you  had  the  head  of  probation,  the  chief  justice  of  the  district 
court,  the  chief  justice  of  the  superior  court,  the  corrections  officers 
who  have  to  deal  with  the  people  you  send  to  the  prison  and  so 
forth.  You  pull  it  all  together  and  you  deal  with  it. 

We  really,  I  do  not  think,  have  yet  pulled  it  together  on  the  inter- 
national scale  in  that  regard  to  understand  what  is  necessary.  Scot- 
land Yard  does  some  good  stuff  with  you  guys  and  there  are  ex- 
changes here  and  there,  but  I  think  we  need  a  more  intensive  effort 
if  we  are  going  to  try  to  really  deal  with  this  problem  which,  given 
the  rise  in  the  level  of  heroin  in  our  streets,  coupled  with  the  con- 
tinuing use  of  crack  and  cocaine,  is  I  think  very  disturbing.  Would 
you  not  agree? 

Mr.  Coleman.  I  agree. 

Mr.  Frier.  Yes. 

Mr.  Coleman.  100  percent  sir. 

Senator  Kerry.  Is  there  anything  you  want  to  add  to  any  of  the 
observations  made  thus  far  or  to  either  of  your  comments? 

Mr.  Coleman.  I  would  just  like  to  say  if  I  could,  at  the  end,  first 
of  all  to  express  appreciation  on  behalf  of  DEA  for  allowing  us  to 
be  here  today  to  testify  to  matters  that  you  have  characterized  as 
frustrating  but  important.  I  think  just  being  able  to  do  that  shows 
a  certain  measure  of  enthusiasm. 

Senator  Kerry.  Well,  I  appreciate  very  much  your  being  here.  I 
do  not  know  how  you  do  it.  I  think  it  is  a  tough,  tough  job.  But 
I  think  some  of  your  people  in  these  countries  are  placed  in  nearly 
impossible  situations.  I  mean,  we  have  got  them  in  countries  where 
we  are  decertified  or  half  decertified.  They  have  got  to  try  to  make 
a  case. 

Everybody  knows  that,  you  know,  if  they  make  a  really  big  case 
or  a  tough  case  they  are  probably  going  to  get  kicked  out  of  the 
country  or  they  are  going  to  have  a  great  deal  of  difficulty  doing 
the  next  one.  And  you  get  a  lot  of  low  level  stuff,  but  the  question 
is  how  much  can  you  really  get  your  hand  on,  and  it  is  tough.  I 
do  not  think  that  you  have  naa  enough  support,  I  really  do  not. 

I  do  not  think  that  as  a  government  we  in  the  United  States 
have  put  our  resources  on  the  line.  And  it  constantly  reminds  me 
of  sort  of  a  metaphor  that  is  way  too  overused,  and  probably  I  have 
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spent  much  too  much  of  my  life  thinking  about,  but  the  Vietnam 
war  where  you  put  people  into  jeopardy  but  you  do  not  decide  you 
are  really  going  to  win,  you  do  not  have  the  strategy,  and  you  do 
give  them  the  resources  necessary,  and  it  just  sort  of  goes  on  and 
on.  And  after  a  while  everybody  loses  credibility. 

So,  I  really  hope  that  we  can  see  something  happen.  I  am  going 
to  fight  for  some  real  resources  in  this  field  like  I  did  in  the  crime 
bill,  and  I  hope  we  can  get  them  on  this. 

Mr.  Coleman.  Thank  you,  sir. 

Mr.  Frier.  To  add  on  to  your  observation,  Senator,  I  know  that 
Director  Freeh  has  been  very  vocal  in  championing  the  cause  for 
support  of  digital  telephony. 

Senator  Kerry.  I  am  sorry,  for  what? 

Mr.  Frier.  For  digital  telephony.  Enhancement,  improvements, 
and  research  necessary  to  provide  us  the  tools  to  do  the  electronic 
intercepts  under  Title  III  to  keep  on  par  with  these  organizations. 

Senator  Kerry.  Yes. 

Mr.  Frier.  This  is  a  really  significant  need  in  the  crisis  situation 
we  are  facing. 

Senator  Kerry.  I  agree  with  you  but  I  also  think,  for  instance 
the  example  you  gave — I  mean,  obviously  a  lot  more  of  it  is  hap- 
pening in  languages  that  we  need  to  understand.  I  mean,  we  have 
schools  in  this  country,  I  have  got  one  in  Massachusetts  where  ap- 
parently there  are  100  languages,  100  different  dialects  or  what- 
ever, and  some  of  these  entities  are  now  taking  advantage  of  that. 
And  they  full  well  understand  that  they  can  talk  in  Khmer  or  some 
southern  Vietnamese  dialect  or  something  and  by  the  time  you 
catch  up  to  them  they  are  long  gone. 

It  is  not  a  bad  way  to  employ  some  people,  incidentally,  to  pull 
them  in  and  get  some  language  people  working,  and  begin  to  put 
the  people  on  line  so  you  have  got  them  there  immediately  for 
ready,  immediate,  fairly  labor  intensive  transcription  needs  and  so 
forth.  We  ought  to  be  doing  that. 

Mr.  Frier.  We  are  both  asking  for  that. 

Mr.  Coleman.  Definitely. 

Senator  Kerry.  These  are  the  kinds  of  resources  and  tools  that 
I  am  talking  about.  If  we  do  not  have  them  we  are  just  absolutely 
whistling.  It  is  all  in  the  dark.  It  is  at  the  fringe.  I  really  am  tired 
of  doing  things  at  the  fringe.  I  think  it  is  time  to  get  serious  about 
this. 

So,  thank  you  for  your  input  today.  It  is  very  helpful.  It  lays  a 
good  basis  for  this,  and  we  look  forward  to  the  testimony  tomorrow. 
And  we  will  follow  up  with  you. 

We  will  leave  the  record  open  for  any  further  questions  of  my  col- 
leagues or  myself  for  about  a  week  or  so,  and  we  will  followup.  We 
stand  adjourned. 

[Whereupon,  at  3:40  p.m.,  the  hearing  was  adjourned,  to 
reconven  at  10:13  a.m.,  April  21,  1994.] 
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THURSDAY,  APRIL  21,  1994 

U.S.  Senate, 
Subcommittee  on  Terrorism,  Narcotics  and 

International  Operations 
of  the  Committee  on  Foreign  Relations, 

Washington,  DC. 

The  subcommittee  met,  pursuant  to  notice,  at  10:13  a.m.  in  room 
SD-419,  Dirksen  Senate  Office  Building,  Hon.  John  F.  Kerry 
(chairman  of  the  subcommittee)  presiding. 

Present:  Senator  Kerry. 

Also  Present:  Stephanie  van  Reigersberg  and  Patricia  Arizu. 

Senator  Kerry.  The  hearing  of  the  Narcotics,  Terrorism,  and 
International  Operations  Subcommittee  will  come  to  order.  Yester- 
day we  heard  from  the  officials  of  our  own  Government,  the  Justice 
Department,  the  CIA,  and  the  State  Department,  at  important  lev- 
els with  respect  to  each  of  those  Departments.  The  CIA  Director, 
the  Criminal  Division  Chief  of  the  Justice  Department,  and  the 
Ambassador  responsible  for  our  narcotics  policy  within  the  State 
Department  and  high  crime  policy. 

In  the  afternoon,  we  had  Jack  Coleman,  who  heads  up  the  crimi- 
nal enforcement  efforts  of  the  Drug  Enforcement  Administration, 
and  Mr.  Frier  of  the  FBI  who  heads  up  the  Organized  Criminal  Ac- 
tivity Division  of  the  FBI,  both  of  whom  in  great  detail  laid  out  the 
organizational  structure  and  extent  of  the  activities  of  the  Cali  Car- 
tel and  of  other  organized  crime  activities  of  the  global  Mafias. 

I  thought  it  was  particularly  interesting  to  hear  the  FBI's  assess- 
ment of  some  of  the  Russian  Mafia  contacts  with  Italian,  Nigerian, 
and  other  ethnic  based  international  criminal  organizations  around 
the  world.  I  think  it  begins  to  paint  the  picture  of  the  global 
networking  that  appears  to  be  taking  place. 

Today,  we  are  going  to  look  in  greater  detail  at  certain  aspects 
of  the  criminal  activities  to  try  to  understand  the  real  nature  of  the 
threat,  what  fuels  it,  if  you  will,  why  is  it  so  easy  in  some  cases 
to  penetrate  institutions  that  are  supposed  be  charged  with  the  re- 
sponsibility of  ferreting  crime  out? 
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That  is  the  purpose  in  hearing  first  hand  from  an  individual  who 
has  been  involved  in  this  kind  of  activity.  There  is  an  old  saying 
among  trial  attorneys  that  if  you  are  trying  to  try  the  devil,  you 
do  not  go  to  heaven  for  your  witnesses,  and  so  indeed,  if  you  are 
going  to  have  firsthand  information,  you  often  in  criminal  law  turn 
to  coconspirators  for  that  information.  There  are  countless  cases  in 
our  criminal  justice  system  that  are  only  successfully  prosecuted  by 
virtue  of  the  testimony  that  comes  from  coconspirators. 

Juries  always  have  to  weigh  the  value  of  the  testimony  of  a 
coconspirator,  to  make  judgments  as  to  whether  or  not  they  are 
making  it  up,  or  acting  in  their  own  interest.  But  juries  have  prov- 
en successful  in  being  able  to  penetrate  the  truth  of  these  kinds  of 
testimonies,  and  it  is  with  that  in  mind  that  we  will  hear  this 
morning  from  an  individual  who  is  currently  incarcerated  and  serv- 
ing time  in  the  Federal  justice  system  of  this  country  for  his  per- 
sonal involvement  in  narcotics  trafficking. 

What  is  it  that  makes  this  testimony  credible?  Well,  first  of  all, 
this  individual  has  now  testified  in  four  different  Federal  cases  and 
has  been  subject  to  cross-examination  by  attorneys  in  all  of  those 
cases.  In  those  cases  this  individual's  testimony  has  been  found  to 
be  extremely  valuable,  probative,  indeed,  it  has  resulted  in  convic- 
tions in  those  cases,  not  the  least  of  which  was  conviction  in  the 
case  of  Gen.  Manuel  Noriega. 

In  addition  to  that,  our  attorneys  and  investigators  for  our  Fed- 
eral agencies  have  spent  an  enormous  amount  of  time  corroborat- 
ing the  testimony  through  other  sources  and  determining  the  value 
of  this  testimony  through  documents,  and  there  are  documents 
available  that  also  corroborate  much  of  the  testimony. 

Finally,  this  witness  has  submitted  himself  to  three  separate 
polygraphs  and  has  passed  all  of  them.  So  it  is  with  that  in  mind 
that  we  bring  this  witness  here  today  in  order  to  make  our  own 
judgments  about  his  testimony,  and  equally  importantly,  about  the 
issues  that  he  will  raise  in  the  course  of  his  testimony. 

Gabriel  Taboada  is,  as  I  said,  a  Federal  prisoner.  He  is  a  Colom- 
bian national  who  was  originally  in  the  car  business  in  Colombia. 
He  came  to  work  closely  with  members  of  the  Medellin  Cartel,  and 
during  that  work,  he  learned  first  hand  a  lot  about  the  problem  of 
corruption,  and  corruption  is  at  the  heart  of  this  criminal  network 
that  we  are  talking  about. 

He  found  that  the  cocaine  cartel  was  buying  the  services  not  just 
from  a  wide  range  of  Colombian  officials  but  from  officials  of  a 
number  of  other  countries  who  should  know  better  and  who  are  in 
positions  of  public  responsibility  in  which  they  are  supposed  to  be 
preventing  narcotics  trafficking  not  assisting  them. 

As  we  discussed  yesterday,  the  problem  of  corruption  is  really 
one  of  the  fundamental  issues  that  you  face  in  trying  to  fight  inter- 
national organized  crime.  It  is  very  clear  to  me  that  whether  you 
are  talking  about  countries  like  Colombia,  Panama,  Nigeria,  or  a 
host  of  other  countri3s,  we  are  really  talking  about  the  political  will 
to  resist  the  huge  power  that  criminals  are  now  getting  through 
the  result  of  the  enormous  sums  of  money  that  they  make  off  of 
their  criminal  activities. 

We  will  hear  today  about  the  bribery  of  diplomats  from  some  Eu- 
ropean countries  as  well  as  Latin  America  and  the  Middle  East,. 
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We  will  also  hear  about  some  of  our  own  problems  that  we  have 
here  which  we  do  not  by  any  means  gloss  over  or  ignore. 

With  elections  coming  up  in  Colombia  in  the  next  month,  it  is 
particularly  important,  obviously,  to  consider  any  potential  link- 
ages of  donations  or  contributions  from  organized  crime  figures  to 
candidates  and  to  make  judgments  about  choices  that  may  or  may 
not  be  made  in  the  context  of  the  history  of  that  country.  This  is 
true,  obviously,  in  any  election  or  in  any  effort  anywhere. 

So  today's  testimony  is  important,  really,  for  the  inside  view  that 
it  will  give  us  of  the  nature  of  the  threat  that  we  are  trying  to  ex- 
amine. It  is  for  that  reason  as  well,  I  think,  as  some  new  informa- 
tion which  will  come  out  regarding  the  cartels  and  also  Haiti, 
which  I  think  will  be  very  important. 

So  I  would  like  the  witness — because  he  is  a  Federal  prisoner 
and  because  he  is  already  within  the  court  system  of  the  United 
States,  is  subject  to  the  pains  and  penalty  of  perjury,  so  no  agree- 
ments have  been  made,  he  is  here  today  under  a  writ  issued  by  the 
committee.  I  intend,  therefore,  to  swear  him  today  so  that  any  tes- 
timony that  he  gives  this  committee  is  subject  to  the  same  sanc- 
tions of  the  court  system  as  was  his  testimony  previously. 

So  I  would  ask  Mr.  Taboada  if  he  would  stand,  please,  and  raise 
his  right  hand  so  I  may  swear  him. 

Do  you  swear  to  tell  the  truth,  the  whole  truth,  and  nothing  but 
the  truth,  so  help  you  God? 

TESTIMONY  OF  GABRIEL  TABOADA 

Mr.  Taboada.  Si. 

Senator  Kerry.  We  have  simultaneous  translation,  and  the  wit- 
ness speaks  fairly  good  English,  but  in  order  to  guarantee  the  accu- 
racy of  the  answers  and  to  facilitate  the  speed  of  the  hearing,  we 
are  going  to  use  the  simultaneous  translation. 

Mr.  Taboada,  can  you  hear  me  sufficiently  through  the  translat- 
ing process? 

Mr.  Taboada.  Correct. 

Senator  Kerry.  Would  you  state  your  full  name,  please? 

Mr.  Taboada.  My  name  is  Gabriel  Taboada. 

Senator  Kerry.  Mr.  Taboada,  what  is  your  current  status? 

Mr.  Taboada.  I  am  serving  time  at  the  Miami  Penitentiary. 

Senator  Kerry.  How  long  have  you  been  a  Federal  prisoner? 

Mr.  Taboada.  Five  years. 

Senator  Kerry.  What  were  you  convicted  of? 

Mr.  Taboada.  Cocaine,  conspiracy  to  import  cocaine. 

Senator  Kerry.  Now,  you  have  an  attorney  with  you  here  today. 
You  are  represented  by  counsel? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  And  your  attorney's  name  is? 

Mr.  Taboada.  John  Mattes. 

Senator  Kerry.  Now,  you  have  been  brought  here  to  testify  today 
on  the  basis  of  a  writ  that  was  issued  by  the  Senate  Foreign  Rela- 
tions Committee.  Are  there  any  areas  that  you  cannot  testify  about 
today  because  of  the  current  legal  proceedings? 

Mr.  Taboada.  No. 
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Mr.  Mattes.  Senator,  if  I  may  interject,  Mr.  Taboada  was  one  of 
the  Government's  principal  witnesses  in  the  Noriega  case.  He  has 
also  testified  in  a  number  of  others  cases. 

There  are  areas  of  ongoing  assistance  to  the  Government,  areas 
of  cooperation  that  he  is  providing  the  Justice  Department,  and 
having  met  with  the  Justice  Department,  they  requested  that  Mr. 
Taboada  not  go  into  those  areas  before  this  committee,  and  in  par- 
ticular, regarding  the  issue  of  Manuel  Noriega,  they  have  in- 
structed us  not  to  go  into  that  in  open  session,  and  certainly  he  is 
prepared  to  stand  by  his  testimony  in  that  case  and  does  so  today. 

Thank  you. 

Senator  Kerry.  It  is  my  understanding  that  the  reason  for  that 
is  that  that  case  is  under  appeal  at  this  moment,  is  that  correct? 

Mr.  Mattes.  That  is  correct,  sir. 

Senator  Kerry.  Well,  I  will  personally  summarize  some  of  the 
testimony  from  that  case  so  that  the  committee  at  least  has  a  sense 
of  that  trie  issues  were  at  the  appropriate  time,  but  certainly  the 
issues  that  are  in  front  of  the  committee  will  not,  in  fact,  be  im- 
pacted by  the  unavailability  of  his  testimony  there,  so  we  respect 
that  consideration  and  will  proceed  from  here. 

Mr.  Taboada,  how  long  were  you  in  the  narcotics-related  busi- 
ness? 

Mr.  Taboada.  Approximately  10  years. 

Senator  Kerry.  Is  it  fair  to  say  that  you  are  very  familiar  with 
almost  every  aspect  of  the  business  as  a  result  of  that? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  And  you  gained  great  familiarity  with  Medellin 
Cartel  members  and  with  the  methods  that  they  used  in  trafficking 
drugs? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  How  did  you  get  into  the  narcotics  business? 

Mr.  Taboada.  Through  car  imports. 

Senator  Kerry.  You  were  originally  in  the  car  import  business? 

Mr.  Taboada.  Right. 

Senator  Kerry.  Was  that  a  legitimate  business  at  the  beginning? 

Mr.  Taboada.  At  the  beginning,  yes,  but  as  of  the  eighties,  at  the 
beginning  of  the  eighties,  in  Colombia,  imports  were  closed,  and  it 
was  necessary  to  use  diplomats,  both  Colombian  as  well  as  foreign, 
in  order  to  be  able  to  import  cars  to  Colombia. 

Senator  Kerry.  So  in  effect,  what  kind  of  cars  were  you  import- 
ing originally? 

Mr.  Taboada.  Luxury  cars — Mercedes-Benz,  Ferrari,  BMWs. 

Senator  Kerry.  And  when  you  began  originally  importing  cars  as 
a  legitimate  business,  who  were  the  purchasers  of  those  cars?  What 
kind  of  market  was  there  in  Colombia  for  luxury  cars? 

Mr.  Taboada.  The  purchasers  for  those  vehicles  in  Colombia 
were  the  drug  traffickers,  since  those  cars  had  very  high  customs 
fees,  and  they  were  very  costly. 

Senator  Kerry.  So  you  imported  Ferraris? 

Mr.  Taboada.  Right. 

Senator  Kerry.  And  originally,  when  you  began  the  business, 
you  were  simply  selling  these  luxury  cars  directly  to  drug  dealers, 
is  that  accurate? 

Mr.  Taboada.  That's  right. 
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Senator  Kerry.  But  when  the  imports  were  restricted,  you  then 
had  to  find  the  means  to  get  around  the  restrictions  and  still  pro- 
vide cars  to  drug  dealers,  is  that  accurate? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Did  that  car  business  take  you  to  a  meeting  with 
Manuel  Noriega  and  with  cartel  leaders? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  And  you  testified  about  that  meeting  at  the 
Noriega  trial,  did  you  not? 

Mr.  Taboada.  Right. 

Senator  Kerry.  And  is  it  that  meeting  and  the  need  to  supply 
these  cars  to  the  drug  dealers  that  took  you  to  provide  cash  to  cup- 
lomats  from  various  countries? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Now,  we  are  going  to  come  to  that  in  a  little 
more  detail  in  a  bit,  but  I  want  to  get  some  background  on  the  ex- 
perience that  you  went  through  in  the  10  years  that  you  were  deal- 
ing in  drugs  with  the  cartel.  Share  witn  the  committee,  if  you 
would,  in  your  description,  how  sophisticated  you  think  the  cartels 
are,  how  they  go  about  their  business. 

Mr.  Taboada.  Well,  the  cartels  work  with  computers.  They  have 
all  kinds  of  information  from  the  government,  or  about  the  govern- 
ment. 

Senator  Kerry.  What  else  can  you  tell  us  about  it?  I  mean,  do 
they  act  with  impunity?  Do  they  know  that  they  can  do  almost  any- 
thing they  want  to  do? 

Mr.  Taboada.  That's  right.  They  have  the  support  of  the  govern- 
ment. They  do  anything  they  want.  They  can  even  go  to  the  point 
of  having  the  government  surrender  to  them. 

Senator  Kerry.  In  what  way?  Can  you  describe  that  with  more 
specificity? 

Mr.  Taboada.  In  the  sense  that  the  government  has  to  accept  the 
conditions  that  they  impose,  otherwise  they  do  away  with  the  gov- 
ernment. 

Senator  Kerry.  Do  you  know  of  any  specific  instances  that  you 
could  share  with  the  committee,  any  specific  examples  of  that,  ei- 
ther a  law  or  a  particular  incident? 

Mr.  Taboada.  In  the  case  of  after  the  murder  of  Minister  Lara- 
Bonilla,  when  President  Belisario  Betancur  extradited  several  of 
the  associates,  the  Medellin  Cartel  began  to  murder  politicians  in 
Colombia  to  such  an  extent  that  the  government  had  to  surrender, 
and  remove  the  extradition. 

Senator  Kerry.  So  in  effect,  extradition  was  a  strong  weapon 
against  the  cartel,  and  that  weapon  was  taken  away  because  the 
cartel  objected  to  it  and  made  its  power  felt,  is  that  accurate? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  So  this  was  not  just  an  issue  of  Colombian  sov- 
ereignty, as  some  people  made  it.  It  was  really  an  issue  forced  by 
the  cartel. 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  How  important  is  corruption  of  government  offi- 
cials to  successful  trafficking? 

Mr.  Taboada.  In  Colombia  it  was  found  with  Minister  Lara- 
Bonilla  that  there  was  a  link  that  we  might  say  was  narcopolitical. 


100 

When  the  minister — when  Minister  Lara-Bonilla  was  campaigning 
a  member  of  the  cartel  sent  a  check  to  the  minister  for  a  given 
amount  of  money,  and  later  that  check  was  made  public,  and  it  was 
demonstrated  that  politics  in  Colombia  worked  hand-in-hand  with 
the  drug  traffic. 

Senator  Kerry.  Does  the  cartel  in  effect  make  this  kind  of  politi- 
cal corruption  a  major  priority? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  How  deeply  would  you  say  the  cartel  has  infil- 
trated the  Colombian  Government? 

Mr.  Taboada.  It  is  completely  infiltrated  to  the  point  that  in  po- 
litical campaigns  the  drug  traffickers  provide  funds  as  was  seen 
during  President  Belisario  Betan cur's  campaign.  The  drug  traffick- 
ers even  provided  airplanes  for  the  campaign,  and  they  changed 
their  color,  painting  them  blue  because  the  candidate  was  a  con- 
servative. 

Senator  Kerry.  Let  me  show  you  a  chart  [chart  shown]  and 
maybe  you  could  help  explain  the  chart  to  us  in  terms  of  this  cor- 
ruption you  describe. 

The  title  of  the  chart,  it  is  hard  for  some  people  to  read  probably, 
there,  but  it  is  "How  tne  Cartel  Controls  Colombia.  Some  Individ- 
uals Honest,  But  System  Corrupt." 

Now,  this  is  a  chart  that  you  have  explained  to  us,  is  that  cor- 
rect? This  is  your  explanation,  not  ours. 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  So  would  you  explain  to  us,  take  us  through  this 
chart,  if  you  would,  and  explain  to  us  what  you  have  learned  about 
this  corruption  and  infiltration? 

Mr.  Taboada.  First,  I  would  like  to  clarify  that  Colombian  politi- 
cians are  corrupt,  or  were  corrupt,  before  tne  Medellin  Cartel  even 
existed.  Later,  they  became  even  more  corrupt  because  there  was 
more  money. 

As  far  as  Presidential  campaigns  are  concerned,  as  I  said  before, 
drug  traffickers  do  provide  money  for  such  campaigns.  As  far  as 
the  public  prosecutors  and  judicial  authorities  are  concerned,  it's 
very  difficult  for  a  public  prosecutor  like  Gustavo  de  Greiff  to  do 
justice  in  a  country  where  corruption  is  so  widespread. 

Senator  Kerry.  Is  there  corruption  throughout  law  enforcement? 

Mr.  Taboada.  Yes.  In  the  national  police  there  are  a  number  of 
directors,  and  in  the  state  commands,  in  the  local  police,  in  the  Ad- 
ministrative Department  of  Security  as  well,  but  I  want  to  clarify 
that  we  had  a  DAS  Director,  Maza-Marquez,  Miguel  Maza- 
Marquez,  whose  conduct  was  impeccable,  who  fought  against  drugs 
and  earned  the  enmity  of  the  Medellin  Cartel. 

I  do  wish  to  say  that  DAS  has  been  infiltrated  insofar  as  Interpol 
information  is  concerned.  It  is  used  to  provide  intelligence  to  the 
U.S.  Government  and  for  the  judicial  police.  They  work  with  the 
murderers  of  the  Medellin  Cartel. 

The  military  forces  have  been  bribed  regarding  landing  strips,  et 
cetera,  the  Air  Force  to  allow  landings,  to  allow  the  radar  to  be 
averted.  The  air  traffic  controllers  are  bribed  to  protect  shipments 
to  the  airports,  and  in  regard  to  protection  of  flight  plans. 

The  legislative  branch,  Senators,  get  money  from  the  drug  traf- 
fickers. They  do  their  campaigning  on  the  basis  of  that  money,  and 
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they  promise  the  drug  traffickers  whatever  they  want  before  the 
campaigns.  After  the  drug  traffickers  provide  them  this  money, 
they  try  to  forget  a  little  bit  about  them,  and  this  is  what  happened 
in  the  case  of  Pablo  Escobar  Gaviria,  who  after  the  government  at- 
tacked him  in  the  Senate,  was  with  him,  then  betrayed  him,  and 
that  is  where  the  narcoterrorism  got  started. 

Senator  Kerry.  When  you  say  the  narcoterrorism,  and  you  refer 
to  athem"  and  "they,"  I  want  to  be  very  careful  here  so  that,  you 
know,  we  do  not  throw  everybody  into  one  pot  if  they  don't  deserve 
to  be. 

I  would  assume  that  there  is  a  percentage  of  people  who  do  not 
have  these  contacts  to  the  cartel,  that  the  cartel  obviously  has  not 
infiltrated  everywhere.  Can  you  give  us  any  sense  of,  you  know, 
what  the  breakdown  is,  what  percentage  of  people?  I  mean,  there 
are  good  people  like  the  folks  you  mentioned  wno  have  lost  their 
lives  because  they  fight  against  the  cartel,  is  that  correct? 

Mr.  Taboada.  Yes,  that  s  correct. 

Senator  Kerry.  How  would  you  break  it  down?  I  mean,  how  do 
we  define  the  level  of  the  corruption?  How  many  of  the  candidates 
are  corrupted  versus  how  many  are  clean,  and  in  fact  legitimate 
opponents  of  the  cartel? 

Mr.  Taboada.  Well,  speaking  of  the  candidates  now,  at  the 
present  time,  candidates  for  President,  as  I  said  before,  Miguel 
Maza-Marques  is  a  candidate  who  never  would  receive,  nor  will  re- 
ceive, any  money  from  drug  traffickers. 

Also,  there  are  other  candidates  who  already  are — have  corrup- 
tion in  their  past.  These  are  candidates  who  have  been  put  forward 
by  prior  Presidents,  completely  corrupt  ones,  as  is  the  case  of  one 
Colombian  President  who  is  known  as  the  dancer,  or  the  balkerna 
of  Cucuta. 

Senator  Kerry.  Now,  do  you  say  this  from  personal  experience, 
from  your  knowledge  from  when  you  were  in  the  cartel?  I  mean, 
you  are  now  in  prison  for  5  years.  During  that  period  of  time,  how 
do  you  know  that  this  continues,  so  that  this  is  still  the  truth? 

Mr.  Taboada.  I  would  like  to  tell  you  that  my  family— I  have 
connections  with  the  Senate  because  I  have  a  first  cousin  who  is 
a  Senator  in  the  Colombian  Senate  at  this  precise  moment.  In  my 
family  I  also  have  a  cousin  who  is  a  brigadier  general  in  the  mili- 
tary, and  I  have  contacts  with  them,  and  I  speak  to  them  all,  and 
I  do  keep  myself  informed. 

Senator  Kerry.  Now,  are  you  also  saying— you've  said,  then,  that 
the  police  intelligence,  Colombian  intelligence,  the  Colombian  po- 
lice, the  military  army,  air  force,  and  air  controllers  are  all  suffi- 
ciently bribed  at  a  sufficient  level  that  it  entitles  the  trafficking  to 
take  place  with  impunity,  is  that  accurate? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Is  there  also  significant  corruption  of  a  similar 
nature  within  the  legislative  branch? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  And  does  that  extend  into  the  local  and  regional 

level  2? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Can  you  describe  to  us  in  a  very,  sort  of  personal 
way,  perhaps,  an  example  of  how  the  cartel  within,  say,  Medellin 
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and  Cali  would  guarantee  its  ability  to  Work?  We've  heard  stories 
of  how  you  can't  even  arrive  at  the  airport  without  immediately 
telephone  calls  being  made,  people — every  movement  is  tracked, 
that  there's  almost,  you  know,  an  ownership  of  the  community,  if 
you  will,  that  is  so  complete  that  it  is  extremely  hard  to  break 
through. 

Mr.  Taboada.  You  are  right,  but  I  want  to  clarify  that  I  have 
more  knowledge  of  the  Medellin  Cartel.  I  don't  know  very  much  at 
all  about  the  Cali  Cartel.  I  don't  know  anything  about  the  Cali  Car- 
tel, but  what  you  are  saying  is  quite  right.  They  control  everything. 

Senator  Kerry.  Were  you  personally  involved  in  the  bribing  of 
any  legislators? 

Mr.  Taboada.  Well,  in  1987,  Gustavo  de  Jesus  Gaviria,  who  was 
a  cousin  and  right  hand  of  Pablo  Escobar,  asked  me  to  make  a  list 
of  the  Senators  in  the  Department  of  the  Atlantic,  which  is  a  state, 
to  get  into  contact  with  them  so  that  they  get  a — they  would  vote 
against  extradition.  I  gave  him  such  a  list,  and  the  extradition  did 
not  pass. 

Senator  Kerry.  Well,  why  is  that  just  possibly  lobbying?  I  mean, 
how  do  you  know  they  just  didn't  give  him  the  list,  and  so  they  got 
in  contact  with  him.  Do  you  know  what  happened  afterward? 

Mr.  Taboada.  Yes.  There  was  no  extradition.  That's  what  hap- 
pened afterward. 

Senator  Kerry.  But  you  don't  know  for  a  certainty  that  a  bribe 
was  paid.  Do  you  know  that  a  contact  was  made  and  a  bribe  was 
paid? 

Mr.  Taboada.  The  money  was  paid  because  it  was  collected 
among  all  the  drug  traffickers,  and  in  Escobar's  office  this  is  what 
they  said,  and  if  this  is  what  they  said,  and  then  extradition  is  can- 
celled, it's  very  obvious  that  this  was  done,  because  if  it  hadn't 
been  for  the  money,  extradition  would  have  never  been  cancelled. 

Senator  Kerry.  So  you  were  present  at  meetings  when  the  plan 
was  discussed  to  pay  the  money  and  to  collect  the  money,  and  it 
was  directly  related  to  the  effort  to  stop  the  extradition,  is  that  cor- 
rect? 

Mr.  Taboada.  That  is  right.  In  the  mid-eighties,  Pablo  Escobar 
Gaviria  had  meetings  in  the  main  Colombian  cities.  He  met  with 
the  principal  drug  traffickers  of  those  cities,  and  he  assigned  each 
one  a  quota,  and  that  quota  was  paid  in  Barranguilla  at  the  home 
of  a  drug  trafficker  to  a  Senator  of  the  Colombian  Republic. 

Senator  Kerry.  Before  his  death  last  year  the  cartel  came  to 
have  a  specific  view  of  Pablo  Escobar  and  his  activities,  did  it  not? 

Mr.  Taboada.  That  is  true. 

Senator  Kerry.  Can  you  describe  what  that  perception  was? 

Mr.  Taboada.  Well,  the  problem  with  Escobar  is  that  he  began 
to  kidnap  all  of  the  people  closest  to  him.  He  became  a  person  who 
wanted  to  do  evil  to  everybody.  In  his  computers,  or  from  his  com- 
puters he  knew  how  much  each  politician  had  earned,  how  much 
he  had  paid  each,  how  much  he  had  earned,  and  how  much  each 
member  of  the  Medellin  Cartel  had  earned,  so  he  began  to  demand 
money  from  them,  because  he  said  that  he  was  the  one  that  had 
put  his  name  forward  in  the  fight  against  extradition,  and  this 
thing  went  out  of  control. 
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Senator  Kerry.  So  in  effect  what  you  are  saying  to  us  is  the  car- 
tel turned  on  Escobar. 

Mr.  Taboada.  That  is  right. 

Senator  Kerry.  Did  Escobar  arrange  for  the  killing  of  other  drug 
kingpins? 

Mr.  Taboada.  Escobar  made  appointments  with  his  partners, 
told  them  to  go  to  the  cathedral,  and  when  I  say  cathedral,  that 
is  the  country  club  he  built.  He  was  to  be  where  he  was  protected, 
because  that  is  where  he  was  protected  by  the  government  at  that 
time. 

He  was  not  in  jail  at  that  place,  he  was  being  protected,  and  he 
made  appointments  with  all  of  his  partners  to  come  to  this  country 
club  and  ask  for  money  from  them,  and  at  one  point  he  made  an 
appointment,  or  called  two  of  his  partners,  because  $20  million  had 
been  lost,  and  the  partners  knew  that  it  was  Escobar.  They  went 
to  complain  to  him,  and  Escobar  killed  them  and  he  chopped  them 
up  and  they  were  given  to  the  dogs  to  eat.  These  were  Moncada 
and  Galeano. 

Senator  Kerry.  They  both  were  killed  at  his  so-called  prison? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Which  Colombian  guards  were  supposedly  guard- 
ing. 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  And  you're  saying  these  two  people  were  chopped 
up  there  and  fed  to  his  dogs? 

Mr.  Taboada.  Yes,  I  am. 

Senator  Kerry.  How  do  you  know  that?  I  mean,  how  do  you 
know  this  is  not  one  of  those  wild  stories  that  circulates? 

Mr.  Taboada.  No,  this  is  not  a  rumor.  On  the  basis  of  this  con- 
duct of  his,  it  was  on  the  basis  of  that  that  all  of  his  partners  went 
against  him. 

Senator  Kerry.  So  in  effect,  the  chase  for  Pablo  Escobar  was  not 
just  a  chase  of  the  police  and  the  Colombian  Government  against 
Escobar,  it  was  in  effect  a  vendetta  of  the  cartel  itself  to  eliminate 
this  person  who  had  become  a  problem.  Is  that  accurate? 

Mr.  Taboada.  Exactly  that.  On  the  basis  of  that,  as  a  result  of 
that,  the  group  of  those  persecuted  by  Pablo  Escobar,  who  called 
themselves  the  Pepes,  was  set  up,  then  the  members  of  the  cartel 
and  the  police. 

Senator  Kerry.  So  the  Pepes  was  not  just,  as  it  was  depicted  to 
be  here  in  America,  where  we  read  about  the  Pepes,  and  it  was  sort 
of  the  people  persecuted,  this  general  sense  of  the  population  that 
was  somehow  persecuted,  it  was  really  a  very  specific  crime  syn- 
dicate war,  if  you  will. 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Would  the  government  have  been  able  to  get 
Pablo  Escobar  without  the  help  of  the  cartel? 

Mr.  Taboada.  It  would  have  been  impossible.  His  partners  and 
associates  were  necessary  in  order  to  be  able  to  hunt  him  down, 
otherwise  impossible,  because,  as  I  said  before,  the  degree  of  cor- 
ruption is  so  great  that  on  many  occasions  they  were  just  on  the 
verge  of  catching  him,  but  the  intelligence  filtered  out,  and  his 
partners  had  to  be  the  ones  to  hunt  him  down  so  that  he  could  fi- 
nally and  ultimately  be  caught. 
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Senator  Kerry.  So  is  it  absolutely  accurate  to  say  that  the  police 
and  the  cartel  were  partners  in  Escobar's  death? 

Mr.  Taboada.  Absolutely  certain. 

Senator  Kerry.  Were  they  partners  in  the  killings  that  were 
done  by  Pepes? 

Mr.  Taboada.  Yes.  Many  innocent  people  died.  This  paid  a  very 
high  price. 

Senator  Kerry.  I  am  going  to  come  back  to  this  in  a  little  while, 
but  I  want  to  ask  some  other  questions  to  understand  this  better. 
Does  the  cartel  also  hire  lawyers  with  the  specific  intent  of  chang- 
ing the  laws,  or  influencing  the  legislature  or  the  media? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Do  you  know  any  more  about  the  details  of  the 
changing  of  the  extradition  law? 

Mr.  Taboada.  The  extradition  law  was  changed  because  of  pres- 
sure from  the  cartels,  as  I  already  said,  the  money  that  was  paid 
and,  finally,  because  of  narcoterrorism. 

Senator  Kerry.  How  does  this  process  of  corruption  interfere 
with  the  prosecution  of  cases,  or  the  effort  to  stop  drug  trafficking? 

Mr.  Taboada.  It  is  impossible.  Gustavo  de  Greiff,  the  prosecutor, 
has  no  moral  basis  to  try  a  drug  trafficker,  knowing  himself  that 
the  politicians  were  associated  with  these  drug  traffickers. 

Senator  Kerry.  Is  there — does  the  cartel  engage  also  in  bribing 
people  in  other  countries  in  order  to  accomplish  its  goals? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  For  instance,  what  kind  of  people?  Give  us  a 
sense  of  that  process  of  corruption,  if  you  would. 

Mr.  Taboada.  For  instance,  in  Venezuela,  the  military  were 
bribed.  They  got  passports  with  U.S.  visas — more  than  that,  U.S. 
citizens  witn  Venezuelan  passports  and  U.S.  visas. 

There  is  also  corruption  in  the  Dominican  Republic,  Brazil,  Bo- 
livia, Honduras,  Mexico,  Panama,  Jamaica.  I  remember  in  Jamaica 
that  Escobar  deposited  a  great  deal  of  his  cocaine  cargo  protected 
by  Jamaican  authorities.  Also,  in  Aruba  and  the  Bahamas  corrup- 
tion is  known  to  exist. 

Senator  Kerry.  Does  the  cartel  trade  information  with  police  or- 
ganizations in  these  places? 

Mr.  Taboada.  Yes.  They  have  information  or  intelligence,  and 
they  pay  the  police  for  it,  or  the  police  pays  them  for  it,  rather. 

Senator  Kerry.  The  police  pay  them  for  what? 

Mr.  Taboada.  No,  the  cartel  pays  the  police  for  all  of  this  infor- 
mation and  intelligence  indicating  where  Federal  agents  are  so 
that  they  will  allow  ships  to  reach  ports. 

Senator  Kerry.  When  seizures  are  made,  are  some  of  those  sei- 
zures gifts  by  the  cartel  to  keep  the  police  happy? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Well,  can  you  describe  that  to  me? 

Mr.  Taboada.  On  many  occasions,  they  have  drug  cargos  con- 
fiscated in  order  to  show  that  there  is  some  effort  against  this, 
whereas  on  the  other  hand,  100  percent  of  what  has  been  seized 
they  have  really  let  through,  they  really  do  let  go  through. 

Senator  Kerry.  Oh,  so  in  other  words,  you  are  saying  they  make 
the  seizure,  but  then  they  let  the  seizure  go  through  after  it  is 
seized? 
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Mr.  Taboada.  That  is  right. 

Senator  Kerry.  Do  they  make  seizures  which  they  keep? 

Mr.  Taboada.  Very  seldom.  Most  of  the  time  these  seizures 
which  are  carried  out  are  then  later  returned  to  the  cartel  and  if 
the  seizures  are  not  returned,  it  has  been  agreed  beforehand  that 
that  should  be  the  case. 

Senator  Kerry.  Now,  in  terms  of  these  people  in  other  countries 
that  you  corrupt  or  try  to,  you  started  out  by  describing  some  of 
the  diplomats,  is  that  correct,  and  the  car  deals  that  you  made? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Your  objective  was  to  supply  a  car  to  one  of  the 
drug  cartel  chiefs,  but  you  had  to  do  it  by  bribing  diplomatic  offi- 
cials to  let  the  car  come  in  under  their  permitted  quota,  but  they 
would  never  see  the  car  or  get  the  car,  the  car  would  go  directly 
to  the  drug  lord,  is  that  right? 

Mr.  Taboada.  That's  exactly  how  it  worked.  You  are  right. 

Senator  Kerry.  What  would  they  get?  What  was  in  the  interest 
of  the  diplomat  in  doing  this? 

Mr.  Taboada.  The  diplomat  earned  the  value  of  the  car.  If  the 
car,  let's  say,  cost  $50,000,  the  diplomat  got  $50,000. 

Senator  Kerry.  So  the  diplomat  got  $50,000,  never  got  a  car  but 
never  needed  a  car,  permitted  the  car  to  come  in,  and  then  the 
drug  cartel  would  pay  you  for  the  car,  too,  is  that  correct? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Now,  you've  given  us  a  list  of  some  of  the  28 
names  of  diplomats  from  various  countries  that  you  say  you  paid 
money  to  and  engaged  in  this  scheme,  is  that  accurate? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  And  you  have  also  supplied  us  with  the  docu- 
mentation on  each  car,  is  that  correct? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Just  so  people  can  understand  this,  let  us  just 
put  one  example  up.  We  have  all  28  titles,  so  the  record  should 
show  that  each  of  these  cars  are  in  fact  documented  for  their  im- 
portation, and  in  each  case  the  diplomat  is  documented  on  the  car. 

Now,  for  instance,  on  this  particular  car,  what  kind  of  car  are  we 
talking  about  here? 

Mr.  Taboada.  This  is  a  BMW.  [Chart  shown.] 

Senator  Kerry.  Where — who  is  the  diplomat  indicated  on  here 
who  was  alleged  to  have  received  this  car? 

Mr.  Taboada.  Amadeo  Flores  Betran.  He  was  an  auxiliary  of  the 
Air  Attache's  Office  in  the  Peruvian  Embassy. 

Senator  Kerry.  And  you  are  telling  this  committee  now  that  you 
never  delivered  this  car  to  this  person? 

Mr.  Taboada.  He  never  saw  it. 

Senator  Kerry.  But  this  car  went  to  one  of  the  drug  kingpins, 
is  that  correct? 

Mr.  Taboada.  It  went  to  Gustavo  Gaviria. 

Senator  Kerry.  And  you  paid  how  much  money  to  the  diplomat 
for  this  car? 

Mr.  Taboada.  Approximately  $30,000,  which  was  the  price  ot 
that  car  in  Germany  at  the  time. 

Senator  Kerry.  Now,  I  am  not  going  to  put  this  list  out  or  go 
through  every  single  one  of  the  names.  I  do  not  think  that  is  the 
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purpose  here  at  this  moment.  The  purpose  is  really  to  indicate  the 
type  of  corruption  and  the  ways  in  which  other  governments  with 
whom  we  are  aligned  are  culled  by  the  cartel  to  do  their  bidding 
for  whatever  kind  of  enterprise. 

Now,  for  someone  who  suggests  that  this  was  just  a  deal  in  a  car, 
and  a  corrupt  economic  process,  I  would  suggest  otherwise.  This 
list  includes  people  from  Iran,  the  Soviet  Union,  Denmark,  else- 
where, all  of  which  have  roles  to  play  inviting  drug  trafficking. 

In  order  to  comply  with  the  Justice  Department's  concerns,  in 
lieu  of  having  Mr.  Taboada  testifying  regarding  Noriega,  I  just 
want  to  put  the  fact  into  the  record,  sort  of  a  summary  of  how  this 
weighs  in,  because  Mr.  Taboada  testified  in  the  Noriega  trial  that 
he  was  present  in  a  meeting  in  Medellin,  Colombia,  at  cartel  leader 
Fabio  Ochoa's  office  in  1983. 

At  that  meeting,  Pablo  Escobar  was  present.  So  was  Gustavo 
Gaviria,  Pablo's  cousin,  and  Fabio  Ochoa,  Jorge  Ochoa,  and  some 
cartel  figures.  At  Fabio  Ochoa's  request,  Mr.  Taboada  was  there 
talking  about  the  importation  of  a  red  Ferrari,  and  he  needed  to 
find  an  Ambassador  who  would  import  this  car  for  Fabio  Ochoa. 

Fabio  believed  that  Noriega  was  able  to  make  this  happen,  and 
so  Taboada  was  introduced  to  Noriega,  and  Taboada  explained  to 
him  how  to  import  the  car  in  the  name  of  the  Ambassador  while 
the  Ambassador  was  posted  in  Colombia. 

So  Taboada  worked  out  the  details  of  this,  and  said  at  the  time — 
embracing  Fabio  Ochoa  and  Taboada,  he  said  that  if  he  imported 
the  car  in  the  name  of  the  Panamanian  Ambassador  it  would  be 
like  taking  a  picture  of  him  with  his  arms  around  Fabio  and  send- 
ing it  to  the  New  York  Times  and  Washington  Post.  In  other  words, 
they  had  him.  They  owned  him.  He  was  theirs. 

It  was  then  arranged  for  the  Haitian  Ambassador  to  take  the 
money  and  import  the  car  for  the  cartel  instead.  Mr.  Taboada  was 
present  when  some  $500,000  in  $100  bills  changed  hands  in  a 
briefcase  between  Noriega  and  Gustavo  Gaviria,  and  he  learned  at 
that  time  other  things  about  what  was  going  on  in  this  relationship 
which  are  not  relevant  at  this  moment  in  time. 

So  following  that  meeting,  this  is  what  Mr.  Taboada  testified  to 
the  trial.  Is  that  a  fair  summary  of  those  portions  of  your  testimony 
at  the  trial,  Mr.  Taboada? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Now,  following  that  meeting,  which  we  don't 
want  you  to  testify  specifically  here  about  today,  did  you  come  into 
contact  with  the  Haitian  Ambassador? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Can  you  tell  us  what  happened  with  the  Haitian 
Ambassador? 

Mr.  Taboada.  Yes.  He  was  given  $50,000  in  Bogota  and  a  308 
GTES,  red  in  color,  was  imported. 

Senator  Kerry.  Red  Ferrari? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Did  you  give  the  $50,000  to  him? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Now,  why  did — and  Fabio  Ochoa  was  pretty  in- 
tent on  getting  this  particular  kind  of  red  Ferrari,  is  that  accurate? 
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Mr.  Taboada.  Yes.  He  wanted  a  Ferrari  just  like  the  one  Tom 
Selleck  had  in  Magnum,  and  he  moved  heaven  and  earth  to  get 
one. 

Senator  Kerry.  Well,  I  am  not  sure  he  moved  heaven,  but  he  cer- 
tainly moved  some  people.  [Laughter.] 

Now,  apart  from  this  incident,  what  else  have  you  learned  about 
the  nature  of  the  cartel's  use  of  Haiti? 

Mr.  Taboada.  I  learned  later  on  that  the  cartel  used  Haiti  as  a 
bridge  so  as  to  later  move  the  drugs  toward  the  United  States. 

Senator  Kerry.  Did  you  learn  how  thev  did  that  in  Haiti? 

Mr.  Taboada.  They  took  planes  out  of  Colombia.  They  landed  in 
Haiti,  protected  by  the  Haitian  military. 

Senator  Kerry.  So  you  know  specifically  that  the  Haitian  mili- 
tary was  protecting  the  cartel's  transit  through  Haiti,  is  that  cor- 
rect? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Did  you  ever  meet  any  other  Haitian  officials  in 
connection  with  your  work  for  the  cartel? 

Mr.  Taboada.  In  1984,  in  one  of  my  visits  to  Pablo  Escobar's  of- 
fice in  the  town,  in  Medellin,  Gustavo  Gaviria  introduced  me  to  an 
officer,  a  member  of  the  Haitian  police  whose  name  is  Michel  Fran- 
cois. Mr.  Francois  was  in  that  office,  and  I  was  able  to  talk  to  him 
for  30  minutes. 

I  mentioned  to  Mr.  Francois  when  he  told  me  that  he  was  Hai- 
tian, and  a  Haitian  officer,  that  in  1982  and  in  1984  I  had  imported 
two  cars  through  the  Haitian  Ambassador,  a  Mercedes  and  a 
Ferrari,  that  I  was  in  the  car  business  with  diplomats  and  I  was 
making  good  money,  and  he  told  me  that — he  said,  well,  why 
wasn't  I  in  the  drug  business  if  the  drug  business  made  good 
money,  and  I  said  that  at  that  time  I  was  not  in  the  drug  business. 
I  asked  him  what  he  was  doing  and  what  his  business  was,  and 
he  said  that  at  that  time  he  was  in  Medellin  arranging  a  cocaine 
deal  with  Gustavo  Gaviria  and  Pablo  Escobar. 

Senator  Kerry.  So  you're  saying  that  in  1984,  this  was  shortly 
after  you  had  begun  your  efforts,  is  that  correct?  You  were  new  to 
this? 

Mr.  Taboada.  At  that  time,  I  had  been  involved  earlier  not  with 
cocaine  but  with  the  marijuana  business,  but  yes,  I  was  a  rookie 
at  that  time.  I  had  never  made  any  cocaine  deal. 

Senator  Kerry.  And  at  that  time,  principally  you  were  working 
these  diplomatic  scams  to  bring  the  cars  in. 

Mr.  Taboada.  That's  right.  That's  what  I  did  at  the  time,  and  I 
was  happy  to  do  it. 

Senator  Kerry.  And  you  know  for  a  fact  that  this  was  Michel 
Francois  of  Haiti? 

Mr.  Taboada.  That's  right,  100  percent  sure. 

Senator  Kerry.  And  he  at  that  time  suggested  that  you  should 
be  involved  in  the  same  business  that  he  was  in,  which  was  drug 
trafficking? 

Mr.  Taboada.  Yes.  He  asked  me  that,  why  wasn't  I  in  that  busi- 
ness, and  I  said  that  I  was  in  the  car  business,  and  I  think  he 
thought  it  was — I  don't  know,  being  in  Escobar's  office,  most  of  the 
people  who  went  there  went  there  because  of  the  drug  business, 
and  he  thought  it  was  odd  that  I  was  there  and  I  dealt  with  cars. 
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Senator  Kerry.  Have  you  since  seen  photographs  or  television  of 
Michel  Francois? 

Mr.  Taboada.  No,  I've  never  seen  him.  I  never  saw  photographs 
of  him.  I  never  saw  anything  of  him  after  that.  I  have  seen  him 
personally,  but  no  photographs. 

Senator  Kerry.  Do  you  know  that  this  Michel  Francois  you  saw 
then  is  the  same  Michel  Francois  who  is  chief  of  police  in  Haiti 
today? 

Mr.  Taboada.  I  learned  that.  That's  right. 

Senator  Kerry.  Did  you  subsequently,  in  your  work  with  the  car- 
tel when  you  started  to  deal  with  cocaine,  learn  anything  more 
about  drugs  and  Michel  Francois? 

Mr.  Taboada.  Later  on  I  learned  that  approximately  32,000  kilos 
of  cocaine  went  in  through  Haiti  in  1987,  and  that  in  that  same 
year,  top  military  in  Haiti  and  Mr.  Francois,  too,  were  at  the 
Naples  ranch  with  Pablo  Escobar — in  other  words,  Rodriguez  Gon- 
zalez Gacha,  the  Mexican,  and  other  members  of  the  Medellin  Car- 
tel. 

Senator  Kerry.  Did  you  learn  something  about  any  drug  ship- 
ments to  Haiti? 

Mr.  Taboada.  Yes,  32,000  kilos  of  cocaine  that  went  into  Haiti 
and  later  continued  their  course  to  the  United  States. 

Senator  Kerry.  And  did  Mr.  Francois,  to  your  knowledge,  have 
anything  to  do  with  that  shipment? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  What  did  he  have  to  do  with  that? 

Mr.  Taboada.  Well,  he  protected  the  drugs  in  Haiti,  and  he  then 
allowed  the  drugs  to  continue  to  the  United  States. 

Senator  Kerry.  You  know  for  a  fact  that  these  drugs  reached  the 
United  States? 

Mr.  Taboada.  In  fact,  yes,  it  did  reach  the  United  States. 

Senator  Kerry.  And  they  were  distributed  in  the  United  States. 

Mr.  Taboada.  It  was  distributed  within  the  United  States.  It 
reached  the  United  States.  Most  of  it  went  in  as  cargo  through  the 
airport  in  Miami. 

Senator  Kerry.  Well,  I'm  not  going  to  go  into  further  detail  on 
that  transaction,  on  the  32,000  kilos  at  this  hearing  now,  but  be- 
sides Michel  Francois,  have  you  seen  other  Haitian  military  figures 
meet  with  members  of  the  cartel  in  Colombia? 

Mr.  Taboada.  At  that  same  time,  when  I  stayed  at  that  office, 
at  Gustavo  Gaviria's  office — because  that  was,  or  is,  rather,  a 
house,  because  it's  still  standing,  and  on  the  first  floor  of  that 
house  there  were  billiard  tables.  On  the  second  floor,  there  were 
two  offices,  and  at  that  same  time  I  met,  or  rather,  I  saw — I  saw, 
because  he  was  not  introduced  to  me,  another  Haitian  military  fig- 
ure who  later,  when  I  returned  a  week  later,  Gustavo  Gaviria  told 
me  that  he  was  Gen.  Prospere  Avril. 

Senator  Kerry.  Are  you  familiar  with  the  use  of  the  island  of 
Aruba  for  laundering  money? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  Did  you  and  the  cartel,  or  did  the  cartel  launder 
money  through  Aruba? 
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Mr.  Taboada.  Yes.  That  was  done  on  ships.  All  kinds  of  electrical 
appliances  were  used,  and  they  were  emptied  out,  and  $100  bills 
were  stuffed  into  them. 

Senator  Kerry.  You  mean  the  boxes  for  electrical  appliances? 

Mr.  Taboada.  No,  the  appliance  itself. 

Senator  Kerry.  Oh,  the  appliance.  You  would  put  the  money  di- 
rectly into  the  appliance,  and  then  the  appliance  would  be  put  back 
into  the  box? 

Mr.  Taboada.  That's  right.  The  appliance  was  later  put  back  in 
the  box,  and  that's  how  it  was  sent  to  Aruba. 

Senator  Kerry.  How  much  money  was  sent  to  Aruba,  to  your 
knowledge,  in  this  method? 

Mr.  Taboada.  Through  this  method,  approximately  $500  million 
went  to  Aruba. 

Senator  Kerry.  Just  to  Aruba? 

Mr.  Taboada.  Just  to  Aruba. 

Senator  Kerry.  Were  large  sums  of  money  being  shipped  else- 
where? 

Mr.  Taboada.  To  Colombia,  large  sums  of  money  were  sent  to. 

Senator  Kerry.  How  was  the  money  laundered  in  Aruba? 

Mr.  Taboada.  Well,  that  money  went  out,  as  I  said,  in  cash,  on 
boats  or  ships  from  the  United  States,  and  once  it  was  in  Aruba, 
a  certain  amount  was  sent  on  to  Colombia  by  plane,  which  went 
out  protected  by  the  officers  in  Aruba,  or  officials  in  Aruba,  rather, 
and  then  this  money  was  placed  in  banks  like  the  Aruba  Bank,  and 
they  were  transferred  to  UBS  accounts  in  Switzerland. 

Senator  Kerry.  Who  specifically  in  Aruba  would  have  protected 
it?  When  you  said  "the  officers,"  is  there  someone  specific  working 
in  Aruba  with  the  cartel  on  this? 

Mr.  Taboada.  Yes.  Rudolph  Habibe  was  the  person  in  charge  of 
money  laundering  in  Aruba.  Rudolph 

Senator  Kerry.  Rudolph  or  Randolph? 

Mr.  Taboada.  Randolph  Habibe,  right. 

Senator  Kerry.  Is  he  very  powerful  in  Aruba? 

Mr.  Taboada.  Very  powerful  in  Aruba. 

Senator  Kerry.  Where  does  the  powe:  come  from  in  Aruba? 

Mr.  Taboada.  It  comes  from  the  flow  of  the  enormous  amounts 
of  money  that  he  handles,  and  the  contacts  that  he  has  with  the 
police  and  the  upper  echelons  of  power  in  Aruba. 

Senator  Kerry.  Does  he  own  hotels  in  Aruba? 

Mr.  Taboada.  Right.  He's  the  owner  of  hotels,  casinos,  of  stores. 

Senator  Kerry.  Has  he  been  indicted  by  the  United  States  as  a 
drug  trafficker? 

Mr.  Taboada.  Yes.  An  indictment  was  made  against  him  in 
Miami,  and  the  penalty  the  Government  has  against  him  would  be 
of  approximately  $800  million. 

Senator  Kerry.  The  penalty  which  Government  has  against  him, 
the  U.S.  Government? 

Mr.  Taboada.  Yes,  the  U.S.  Government. 

Senator  Kerry.  A  forfeiture,  you  mean? 

Mr.  Taboada.  Correcto. 

Senator  Kerry.  But  I  assume  there  would  be  a  large  penalty. 

Mr.  Taboada.  That's  right. 
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Senator  Kerry.  Do  you  think  they  will  ever  be  extradited  to  the 
United  States? 

Mr.  Taboada.  As  a  citizen  of  Aruba,  which  he  is,  and  with  the 
power  that  he  holds,  I  think  that  would  be  impossible. 

Senator  Kerry.  Now,  you  mentioned  earlier,  just  to  make  the 
record  clear  on  the  car  scheme,  did  you  ever  work  with  any — did 
you  ever  carry  out  this  car  transaction  with  any  Americans? 

Mr.  Taboada.  Officials  of  the  American  Government  at  the  Em- 
bassy in  Bogota. 

Senator  Kerry.  Have  you  given  their  names  to  the  Federal  Bu- 
reau of  Investigation? 

Mr.  Taboada.  I  informed  the  FBI  of  this,  but  they  were  not  inter- 
ested. 

Senator  Kerry.  And  have  you  offered  to  cooperate  with  the  Bu- 
reau or  any  other  authorities  with  respect  to  this  here  in  this  coun- 
try? 

Mr.  Taboada.  Yes. 

Senator  Kerry.  So  you  are  fully  prepared  to  proceed  forward  on 
this  at  this  time? 

Mr.  Taboada.  Right. 

Senator  Kerry.  Let  me  just  for  the  record  say  that  IVi  years  ago 
we  were  in  touch  with  the  FBI  on  this  matter,  and  there  were  some 
jurisdictional  questions  or  issues  regarding  it. 

So  I  just  want  to  clarify  that  with  respect  to  the  interest  issue 
that  you  characterized,  there  was  a  response  and  some  communica- 
tion between  us,  but  it  was  more  questions  of  jurisdiction  than  it 
was  of  the  questions,  but  I  think  it  still  merits  some  more  follow- 
up,  so  we  will  follow  up  on  it. 

I  think  I  will  put  this  letter  in  the  record. 

This  is  a  memo  from  the  FBI  to  Jonathan  Winer  of  my  office  re- 
garding the  information  that  we  brought  to  them.  I  will  place  this 
letter  in  the  record.  There  were  assertions  of  jurisdictional  prob- 
lems with  respect  to  it. 

[The  information  referred  to  follows:] 

September  13,  1991 

Jonathan:  I  am  in  receipt  of  your  letter  of  September  12,  1991,  referenced  "Diplo- 
matic Investigation."  In  that  letter,  you  requested  information  relating  to  informa- 
tion Mr.  Taboada  has  furnished  to  the  FBI,  his  attorney,  and  you.  In  particular,  you 
requested  information  on  diplomats  that,  allegedly,  received  pay-offs  through  an 
intermediary  from  Colombian  drug  cartels  for  the  importation  of  foreign  automobiles 
to  Colombia.  While  these  vehicles  were  registered  to  diplomats  or  diplomatic  estab- 
lishments, but  members  or  associates  of  the  cartels  had  actual  use  of  the  vehicles. 
Your  concern  is  that  this  scheme  demonstrates  the  possibility  of  international  diplo- 
matic complicity  in  drug  trafficking.  We  share  that  concern. 

In  response  to  your  request,  I  nave  contacted  both  our  Miami  and  Charleston, 
S.C.,  offices,  as  well  as  FBIHQ  personnel.  A  detailed  discussion  of  your  request  and 
current  material  in  file  was  had.  As  to  the  material  in  FBI  files,  you  are  in  posses- 
sion of  all  relevant  information. 

The  FBI  recognizes  the  seriousness  of  the  information  that  has  been  provided  in 
this  regard  by  Mr.  Taboada  and  the  implications  that  are  entailed.  Unfortunately, 
there  is  no  jurisdictional  basis  to  pursue  this  line  of  inquiry.  The  transactions  and 
diplomats  in  question  do  not  have  any  ties  to  the  United  States.  For  the  FBI  to  con- 
duct an  inquiry  there  must  be  information  that  a  specific  Federal  law  may  have 
been  violated.  The  initial  debriefing  of  Mr.  Taboada  in  this  area  was  to  determine 
if  there  may  have  been  a  violation  of  United  States  law.  As  in  other  such  inquiries, 
once  sufficient  information  had  been  obtained  to  determine  that  Federal  law  had  not 
been  violated,  the  inquiry  was  terminated.  The  exception  is  the  ongoing  investiga- 
tion in  New  York  of  which  you  are  aware  where  such  a  nexus  was  established.  Con- 
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tinued  inquiry  in  this  area  would  place  the  FBI  in  violation  of  law  and  Attorney 
General  guidelines. 

I  also  note  that  there  is  no  reason  for  the  FBI  to  possess  photographs  of  foreign 
diplomats  posted  in  another  foreign  country.  Nor  is  there  reason  for  the  FBI  to  have 
knowledge  on  where  those  diplomats  may  be  currently  posted. 

As  in  other  such  matters,  when  the  FBI  receives  information  for  which  we  do  not 
have  jurisdiction,  the  information  is  provided,  as  appropriate,  to  other  agencies.  In 
this  case  the  information  was  furnished  to  the  Department  of  State.  What  action, 
or  even  if  there  is  a  basis  for  action,  taken  by  the  Department  of  State  is  not  known. 
I  am  not  aware  if  the  Department  of  State  has  information  on  the  current  posting 
of  the  diplomats  in  question  or  access  to  their  photographs.  As  stated  above,  there 
is  no  jurisdictional  basis  to  justify  the  FBI  requesting  such  information. 

I  would  also  note  that  the  FBI  has  attempted  to  pursue  this  matter  through  other 
methods.  Should  a  foreign  law  enforcement  agency  request  the  assistance  of  the 
FBI,  providing  certain  conditions  are  met,  the  FBI  can  provide  that  assistance.  Co- 
lombian officials  in  this  matter,  they  have  expressed  interest  in  the  information  in 
question  and  have  requested  documentation.  The  FBI  does  not  have  such  docu- 
mentation in  its  possession,  nor,  for  reasons  given  above,  access  to  such  documenta- 
tion. 

At  this  point,  I  can  only  offer  several  suggestions.  Arrangements  could  be  made 
for  documentation  in  the  possession  of  Mr.  Taboada's  attorney  to  be  furnished  either 
the  FBI  or  Colombian  authorities  with  the  expectation  that  those  authorities  would 
pursue  this  matter  through  requests  of  the  FBI  for  assistance.  (The  FBI  itself  can- 
not request  the  documentation  from  the  attorney  in  the  absence  of  a  jurisdictional 
Eredicate.  But  if  offered,  it  can  be  accepted.)  Also,  a  request  could  be  made  to  the 
lepartment  of  State.  Further,  you  or  staff  members  could  make  arrangements 
through  Mr.  Taboada'd  attorney  to  debrief  him. 

Again,  the  FBI  is  cognizance  of  the  implications  of  the  information  provided  by 
Mr.  Taboada.  However,  that  alone  does  not  provide  the  necessary  predicate  for  the 
FBI  to  conduct  investigative  activity.  Should  some  alternative  present  itself,  the  FBI 
will  act  accordingly. 

Charles  Mandigo. 

Senator  Kerry.  My  understanding  is  there  is  documentation  on 
this  that  exists,  and  that  documentation  is  in  Colombia  providing 
it  hasn't  been  tampered  with,  is  that  accurate? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  How  much  do  you  allege  that  you  paid  an  Amer- 
ican official  with  regard  to  an  automobile? 

Mr.  Taboada.  The  payment  was  made  through  an  intermediary 
in  Colombia,  and  a  230  Mercedes-Benz  station  wagon,  or  white  sta- 
tion wagon  with  blue  interior  was  imported,  and  other  cars  as  well. 
The  value  of  the  car  was  paid,  which  was  approximately  $25,000. 

Senator  KERRY.  Now,  Mr.  Taboada,  let  me  just  take  one  moment. 
[Pause.] 

Now,  Mr.  Taboada,  you  painted  a  picture  here  of  broad  corrup- 
tion, obviously.  We  know  this  to  a  certain  degree  in  the  abstract. 
We  do  not  always  have  a  chance  to  sit  and  listen  to  somebody  who 
has  been  a  practitioner  of  it  publicly  talk  to  us  about  what  is  hap- 
pening, and  I  think  it  makes  it  much  more  graphic  and  much  more 
real,  and  it  brings  home  to  people  the  problems. 

If  you  have  diplomats  from  other  countries  who  are  supposed  to 
be  involved  in  fighting  this  problem  who  are  readily  available  and 
unable  to  say  no  to  the  money,  it  certainly  makes  it  harder  for  peo- 
ple to  say  no  to  the  drugs  back  here,  and  it  also  makes  the  work 
of  law  enforcement  that  much  more  difficult. 

I  would  like  to  ask  you  your  feelings  about,  or  opinion,  on  law 
enforcement's  effort  to  stop  drug  criminal  enterprises.  You  have 
painted  a  picture  of  a  Government  in  Colombia  that  is  under  siege 
by  the  money,  correct? 

Mr.  Taboada.  Yes. 
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Senator  Kerry.  Can  law  enforcement  be  more  effective  against 
this  financial  enticement?  Are  there  things  that  you  think  could  be 
done  by  law  enforcement  that  would  make  it  more  difficult  for  the 
kind  of  business  that  you  engaged  in?  After  all,  you  are  in  prison 
now  for  5  years.  They  did  catch  you,  and  many  people  are  caught. 
What  do  you  think  would  make  it — would  have  a  greater  impact 
on  the  flow  of  drugs,  or  on  these  criminal  enterprises? 

Mr.  Taboada.  In  Colombia,  do  you  mean? 

Senator  Kerry.  Worldwide.  Here  in  the  United  States,  in  all  of 
these  countries  which  seem  to  be  under  siege,  the  question  for  us 
is  what  policies  will  work.  How  do  we  create  a  strategy.  You  have 
been  on  the  inside  of  it.  You  know  what  you  had  to  do  to  get 
around  things.  You  had  to  bribe  an  official.  You  had  sophisticated 
equipment,  you  had  all  kinds  of  technologies  available.  You  obvi- 
ously had  some  concern  for  law  enforcement,  I  assume. 

Mr.  Taboada.  Yes.  I  think  the  main  thing  is  to  have  an  aware- 
ness that  drugs  are  harmful,  not  just  look  at  the  profit  motive.  As 
far  as  my  country  is  concerned,  the  government  must  be  sincere 
with  itself,  honest  with  itself,  and  realize  that  there  is  great  cor- 
ruption that  has  to  be  eliminated,  and  the  only  way  to  do  this  is 
by  having  all  countries  involved  cooperate  together  and  for  there  to 
truly  be  a  desire,  a  will  to  put  an  end  to  it,  because  it  is  the  flow 
of  money  coming  in  which  makes  the  fight  so  very  difficult. 

Senator  Kerry.  But  I  would  assume,  if  Aruba  was  not  available 
to  launder  money,  if  Jamaica  or  any  other  country — I  mean,  if  it 
was  harder  to  launder  the  money,  it  would  be  harder  to  do  the 
business,  would  it  not? 

Mr.  Taboada.  Yes,  and  that's  why  I  say  there  has  to  be — the  gov- 
ernments must,  to  have — must  have  an  awareness  of  the  damage 
that  drugs  do  and  cooperate  together  in  mutual  agreement. 

But  as  I  say,  it's  the  flow  of  money,  and  the  corruption  is  so 
great.  In  South  America,  in  the  Caribbean  Islands,  everybody 
wants  to  get  police  jobs,  government  jobs,  customs  jobs,  in  order  to 
be  able  to  get  rich  with  this  money. 

Senator  Kerry.  So  you're  saying  that  in  many  of  these  countries 
having  an  enforcement  job  is  a  way  to  make  money  because  they 
know  they  can  collect  from  the  criminals. 

Mr.  Taboada.  That's  right.  That  is  the  way. 

Senator  Kerry.  I  assume  also  that  if  we  could  restore  extra- 
dition, the  United  States  and  other  countries  that  are  serious  about 
this  would  have  a  much  stronger  tool  in  their  ability  to  assist  coun- 
tries to  deal  with  the  problem  of  terror  and  fear. 

Mr.  Taboada.  That  is  absolutely  right.  That  is  what  Escobar 
managed  to  get  rid  of,  because  it  was  the  only  thing  that  the  Co- 
lombian drug  traffickers  were  afraid  of.  They  were  only  afraid  of 
being  extradited. 

Senator  Kerry.  They  are  afraid  of  extradition  because  they  know 
there  is  a  serious  sentence  and  real  incarceration  and  forfeiture 
that  wait  for  them,  is  that  not  right? 

Mr.  Taboada.  That's  right. 

Senator  Kerry.  Is  there  any  other  step  that  you  think  would  em- 
power the  Government  of  Colombia  or  others  to  fight  against  the 
traffickers? 


113 

Mr.  Taboada.  In  Colombia,  we  would  really  have  to  have  some- 
one who  really  wants  to  put  an  end  to  this.  As  I  said  before,  one 
of  the  candidates  for  President  of  Colombia  right  now,  Gen.  Miguel 
Maza-Marquez,  would  be  a  candidate  who,  if  he  were  to  become 
President  of  Colombia  in  the  future,  I  know  that  corruption  would 
end  and  drug  trafficking  would  go  down,  because  the  drug  traffick- 
ers are  afraid  of  General  Maza-Marquez. 

Senator  Kerry.  Could  you  explain  to  me  that  a  little  more?  What 
are  they  afraid  of?  You  are  saying  they  are  afraid  of  a  legitimate 
effort  to  fight  them. 

Mr.  Taboada.  That's  right.  They  are  afraid  of  honest  people,  of 
people  who  will  not  allow  themselves  to  be  bribed,  and  who  know 
that  in  some  way  or  other  the  scourge  of  drugs  is  going  to  be 
ended. 

In  other  words,  we  need  people  in  South  America,  in  our  coun- 
tries down  there,  who  truly  want  to  fight,  and  who  truly  have  an 
awareness,  and  who  just  don't  think  about  money,  because  that  is 
where  the  reality  of  this  problem  resides,  in  money. 

Senator  Kerry.  I  think  that  that  completes  the  broader  set  of 
questions  that  we  wanted  to  ask  you.  There  are  a  few  smaller  ones, 
but  I  do  not  think  we  really  need  to  go  back  to  them. 

How  long  is  the  sentence  that  you  are  now  serving? 

Mr.  Taboada.  Twelve  years. 

Senator  Kerry.  Twelve  more  years,  or  12  years  total? 

Mr.  Taboada.  Twelve  years  total.  I  have  4  more  years. 

Senator  Kerry.  Do  you  think  it  was  worth  it,  as  you  reflect  on 
all  of  this,  for  your  family  and  yourself? 

Mr.  Taboada.  Yes,  because  if  I  weren't  in  a  prison  in  the  United 
States,  I  would  be  dead  right  now. 

Senator  Kerry.  So  you're  safer  here. 

Mr.  Taboada.  Yes,  because  the  year  I  was  arrested  was  the  year 
of  most  violence,  and  the  year  when  Escobar  kidnapped  and  killed 
the  most  people  in  Colombia,  people  close  to  him  who,  if  they  didn't 
give  him  what  they  had  earned,  well,  he'd  kill  them,  and  I  would 
have  been  one  of  the  candidates  for  this  fate. 

Senator  Kerry.  Well,  I  want  to  thank  you  for  testifying  today 
and  coming  forward.  I  want  to  make  it  very  clear  for  the  record 
that  there  has  been  no  discussion  with  this  committee.  This  is  the 
first  time  I  have  met  the  witness.  I  purposely  had  not  had  any  per- 
sonal meetings  with  him  so  that  there  would  be  no  allegation  of 
any  discussions  or  anything,  but  there  have  been  no  discussions 
whatsoever  by  my  office  or  anyone  in  it  about  any  benefits  in  ex- 
change for  this  testimony. 

In  addition  to  that,  the  record  is  also  clear  that  all  of  the  state- 
ments of  Mr.  Taboada  are  subject  to  the  pains  and  penalties  of  per- 
jury, and  any  future  release  from  prison,  or  any  consideration  of 
the  future,  will  be  subject  to  this  testimony  having  withstood  the 
scrutiny  of  our  law  enforcement  agencies. 

So  given  his  prior  record  of  testimony  in  four  different  cases, 
which  have  resulted  in  convictions  and  been  subject  to  cross-exam- 
ination, I  think  you  have  given  us  very  important  testimony,  par- 
ticularly with  respect  to  Francois,  Mr.  Francois  in  Haiti,  and  par- 
ticularly with  respect  to  the  operations  of  the  cartel,  and  to  some 
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of  the  diplomatic  corruption  and  sort  of  a  firsthand  sense  of  the  im- 
pact of  this  money. 

You  have  really  brought  home  some  of  the  problem,  and  I  think 
articulated  a  need  for  our  own  agencies  to  upgrade  their  effort  with 
respect  to  the  international  cooperation,  ana  we  will  discuss  that 
more  in  the  course  of  the  experts  who  will  come  for  the  next  panel. 

So  Mr.  Taboada,  thank  you  for  coming  and  sharing  this  informa- 
tion with  us,  and  we  certainly  hope  that  your  safety  is  not  at  risk. 
Thank  you. 

Mr.  TABOADA.  Thank  you,  sir. 

Senator  Kerry.  We  are  going  to  recess  at  this  time,  and  bring 
the  panel  of  experts  on  at  2  p.m.,  this  afternoon,  so  we  stand  in 
recess  until  the  nour  of  2  p.m. 

[Whereupon,  at  11:40  a.m.,  the  subcommittee  adjourned,  to  re- 
convene at  2:05  p.m.,  the  same  day.] 

AFTERNOON  SESSION 

The  subcommittee  met,  pursuant  to  notice,  at  2:05  p.m.  in  room 
SD-419,  Dirksen  Senate  Office  Building,  Hon.  John  F.  Kerry 
(chairman  of  the  subcommittee)  presiding. 

Present:  Senators  Kerry,  Simon,  and  Pressler. 

Senator  Kerry.  The  great  disorder  of  this  group  will  come  to 
order.  [Laughter.] 

I  never  heard  so  many  quiet  people.  The  committee  will  come  to 
order  for  its  last  session,  and  I  appreciate  your  patience,  all  of  you. 
And  thank  you  to  this  panel  for  joining  us. 

Each  of  trie  preceding  panels  I  consider  to  have  been  very  impor- 
tant panels  for  their  ability  to  articulate  the  nature  of  the  problem, 
the  full  measure  of  the  threat,  and  describe  it  with  a  kind  specific- 
ity and  color  that  is  often  lacking  as  we  think  about  these  prob- 
lems. And  I  think  each  of  the  panels  has  done  an  outstanding  job 
of  drawing  the  big  picture  and  the  small  picture. 

This  panel  in  my  mind  is  perhaps  the  most  important  because 
I  think  you  are  going  to  be  able  to  further  articulate  the  problem, 
and  I  want  you  to.  But  I  also  think  that  it  is  time  to  get  into  what 
if  anything  you  really  do  about  this.  What  is  going  to  make  a  dif- 
ference? Where  are  we  negligent?  Where  are  we  remiss?  Where  are 
our  sins  of  omission? 

We  have  had  10  years  of  declared  war  on  drugs  and,  frankly,  it 
has  been  pathetic  in  my  judgment.  It  is  wholly  inadequate.  I  would 
almost  say,  frankly,  that  it  is  not — you  know,  we  have  declared  war 
and  we  refuse  to  wage  it.  And  as  far  as  I  am  concerned  we  just 
have  not  begun  to  put  together  the  resources  and  the  strategy. 

It  is  my  own  conviction,  and  I  do  not  want  to  steal  any  of  your 
thunder,  that  this  is  doable.  It  is  a  criminal  enterprise  wnich  gov- 
ernments with  resolve  and  people  with  resolve  cannot  eliminate 
completely  but  curb  to  the  point  of  nuisance  rather  than  permitting 
them  to  be  an  epidemic  that  rips  at  the  fabric  of  our  life,  and  they 
are  ripping  at  the  fabric  of  our  life. 

When  a  2-year-old  kid  shows  up  in  a  medical  center  with  crack 
vials  in  pockets,  when  young  kids  are  killed  as  one  was  in  Boston, 
blown  off  a  mailbox,  caught  in  the  crossfire  of  a  turf  war,  when  you 
have  got  people  who  are  some  of  the  most  talented  in  our  country 
overdosing,  when  you  have  countless  criminal  acts  committed  by 
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people  who  are  trying  to  get  one  form  of  illegal  substance  or  an- 
other, clearly  it  is  affecting  the  Nation. 

We  are  now  looking  at  billions  of  dollars  of  potential  drug  treat- 
ment We  have  got  extraordinary  costs  to  law  enforcement.  And 
you  have  to  look  at  this  statistic.  More  than  75  percent  of  the  peo- 
ple in  the  prisons  of  the  United  States  of  America  are  either  on 
drugs  or  have  some  drug-related  offense  that  has  brought  them  to 
be  there. 

The  vast  majority  of  arrests  that  are  made  in  this  country  are 
of  people  who  are  on  either  a  theft  spree  or  a  violence  spree  related 
to  drugs  or  otherwise. 

This  is  not  an  American  problem  now.  That  has  come  out  in  the 
last  few  days.  It  is  a  global  problem.  And  we  must  respond  to  it, 
and  we  can  respond  to  it  if  we  have  the  willpower  to  respond  to 
it. 

So,  we  look  to  this  panel  to  further  describe  it.  And  I  appreciate 
enormously  your  willingness  to  be  here  and  to  share  your  thoughts 
with  us. 

We  have,  and  this  is  the  order  in  which  people  will  give  their  tes- 
timony, Dr.  Bill  Olson  who  is  the  former  Deputy  Assistant  Sec- 
retary of  State  for  Narcotics  and  currently  a  fellow  at  the  National 
Strategy  Center  in  Washington;  Mr.  Jack  Blum  who  was  the 
former  investigative  counsel  of  this  committee  who  is  currently  in 
private  practice  in  Washington;  Mr.  Willard  Myers  from  the  Center 
for  Asian  Organized  Crime  and  Smuggling  in  Philadelphia;  and 
Mr.  Rensselaer  Lee  who  is  president  of  the  Global  Advisory  Service 
in  Alexandria,  VA;  and  finally  Dr.  Roy  Godson,  president  of  the  Na- 
tional Strategy  Center. 

So,  we  would  ask  each  of  you  if  you  have  full  written  statements 
that  you  want  to  place  in  the  record,  any  statement  will  be  placed 
in  the  record  in  full  as  if  read.  And  if  we  could  look  to  you  for  sum- 
maries, I  think  it  will  give  us  more  time  to  have  a  good  dialog  and 
even  an  exchange  between  some  of  you  on  the  panel.  So,  if  you 
would  lead  off  please,  Mr.  Olson?  Thank  you. 

STATEMENT  OF  BILL  OLSON,  FORMER  DEPUTY  ASSISTANT 
SECRETARY  OF  STATE  FOR  NARCOTICS;  FELLOW,  NATIONAL 
STRATEGY  CENTER,  WASHINGTON,  DC 

Dr.  Olson.  Thank  you,  Mr.  Chairman.  I  want  to  personally 
thank  you  and  the  committee  for  holding  these,  what  I  believe  will 
be,  historic  hearings.  I  also  want  to  thank  you  for  the  leadership 
that  you  and  this  committee  have  shown  in  the  past  in  this  area. 

Senator  Kerry.  Pull  the  mike  a  little  closer,  if  you  would. 

Dr.  Olson.  Yes,  sir.  The  conclusions  that  we  are  prepared  to 
present  today  represent  several  years  of  study  and  research,  as 
well  as  practical  experience  in  the  areas  of  foreign  policy,  organized 
crime,  and  drug  trafficking. 

I  am  currently  working  a  major  project  with  the  National  Strat- 
egy Information  Center  on  global  ungovernability.  We  have  dis- 
cussed the  issues  with  U.S.  and  foreign  experts,  with  police,  intel- 
ligence analysts,  scholars,  and  many  others  in  most  of  the  regions 
that  we  will  be  discussing. 

Based  on  this  and  our  own  research  we  are  convinced  that  the 
United  States  faces  a  major  set  of  challenges  in  the  years  ahead. 


116 

Of  particular  concern  is  what  we  call  ungovernability.  Simply 
put,  there  is  a  crisis  of  government  arising  from  the  declining  abil- 
ity of  many  governments  to  govern  in  an  increasingly  wide  arc. 
This  particularly  affects  governments  in  the  Third  World,  but  as 
the  collapse  of  the  Soviet  Union  shows,  it  is  not  confined  or  limited 
there. 

There  are  two  main  sources  of  this  problem.  The  first  is  traceable 
to  a  decline  in  the  ability  of  governments  themselves,  characterized 
by  poor  organization,  collapsing  infrastructure,  the  inability  to  pro- 
vide basic  security,  declining  economic  development,  decline  m  the 
rule  of  law,  a  rise  in  arbitrary  government  authority,  and  decline 
in  the  means  to  adjudicate  social  differences. 

Paralleling  this  is  a  corresponding  increase  in  challenges  to  gov- 
ernment coming  from  ethnicity,  transnational  movements,  and 
from  international  organized  crime. 

The  result  is  massive  internal  problems,  wars,  waves  of  refugees, 
mass  starvation,  ethnic  cleansing,  spreading  corruption,  declining 
economic  performance,  and  a  dramatic  rise  in  the  need  for  various 
forms  of  international  intervention.  The  problem  we  believe  is 
spreading  and  must  be  dealt  with. 

Of  the  many  aspects  of  this  problem  the  one  that  I  want  to  con- 
centrate on  is  the  threat  from  organized  crime  to  the  problems  of 
government. 

No  society  is  untouched  by  crime.  It  is  a  constant  regardless  of 
time  or  place.  But  when  crime  is  organized,  carried  out  on  a  mas- 
sive scale  transnationally,  when  it  can  render  local  law  enforce- 
ment largely  meaningless  and  defy  the  ability  of  sovereign  states 
to  control  it,  then  it  is  a  problem  of  major  proportions.  The  problem 
goes  beyond  individual  circumstances  and  makes  our  global  village 
a  dangerous  neighborhood. 

Today,  the  threat  from  organized  crime,  and  now  the  internation- 
alization of  criminal  groups,  presents  a  fundamental  threat  to  the 
underlying  sense  of  trust,  order,  and  community  that  must  under- 
pin social  life. 

The  crisis  in  Italy  over  the  Sicilian  Mafia  in  political,  economic, 
and  social  life  is  a  dramatic  example  of  the  extent  to  which  orga- 
nized criminal  groups  can  penetrate  even  a  developed  country. 

The  activities  of  these  groups  rob  people  of  their  confidence  in 
government  itself,  even  as  these  groups  subvert  government  to  ad- 
vance their  illegal  projects. 

If  this  can  happen  in  advanced  countries  with  long  traditions  of 
democratic  rule,  then  the  situation  in  weakened  states  or  ones 
newly  struggling  with  the  challenge  to  democratize  makes  the 
problem  even  more  profound. 

One  of  the  principal  difficulties  in  trying  to  understand  the  na- 
ture of  the  threat  from  organized  crime  is  overcoming  the  notion 
that  mere  criminal  groups  could  pose  a  truly  serious  threat  to  orga- 
nized states.  Not  even  the  current  difficulties  in  Italy  have  totally 
freed  people  of  the  idea  that  criminal  groups  are  and  will  always 
remain  marginal  elements. 

One  example  of  dozens  may  illustrate  the  capabilities  underlying 
international  criminal  groups  that  must  be  understood  if  we  are  to 
develop  a  response. 
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This  concerns  the  adventure  of  Colombian  cartel  members  into 
heroin  production.  Just  a  few  years  ago,  Colombia  grew  no  opium. 
Then  virtually  overnight  we  discovered  something  on  the  order  of 
30,000  hectares  or  some  70,000  acres  under  cultivation  in  the  Co- 
lombian hinterland.  That  is  more  than  the  total  growing  area  de- 
voted to  opium  production  in  all  the  rest  of  Latin  America  com- 
bined, and  greater  than  that  of  Afghanistan. 

It  is  an  immense  undertaking  that  illustrates  just  how  well  cap- 
italized and  bold  the  traffickers  are,  and  what  sort  or  organiza- 
tional ability  they  possess. 

The  true  threat  of  these  groups,  however,  does  not  lie  in  their 
ability  to  operate  transnationally.  It  lies  instead  in  the  menace  that 
they  pose  to  the  health  and  welfare  of  individuals  and  to  the  proper 
functioning  of  government  and  the  institutions  upon  which  they 
and  the  confidence  of  the  public  in  them  rest.  That  is  the  next  issue 
to  examine. 

The  contribution  that  organized  crime  makes  to  ungovernability 
must  be  of  central  concern  to  anyone  who  believes  that  the  healtn 
and  welfare  of  democratic  institutions  is  an  important  concern.  The 
trauma  of  Italy,  as  it  copes  with  damage  that  the  Mafia  penetra- 
tion has  done  to  its  institutions,  is  a  salutary  lesson  for  all  of  the 
examples  of  what  kind  of  damage  criminal  penetration  can  do. 

The  examples  of  the  range  and  depth  of  the  threat  are  numerous, 
but  one  will  serve  to  illustrate  the  many  others.  The  current  prob- 
lems with  alien  smuggling  and  with  the  penetration  of  every  level 
of  social  and  economic  activity  in  Russia  by  criminal  groups  are 
vivid  tales  of  the  potential  for  harm  and  disruption  that  criminal 
organizations  represent. 

But  perhaps  the  most  poignant  tale,  the  one  with  the  deepest 
moral,  is  the  present  situation  of  Colombia  as  it  tries  to  cope  with 
perhaps  the  largest,  richest,  and  most  powerful  of  the  international 
organized  criminal  groups. 

In  the  past  several  years,  I  have  worked  directly  on  problems  re- 
lating to  drug  trafficking  from  Colombia  and  the  Andean  region.  In 
that  time,  I  have  had  the  opportunity  to  discuss  in  detail  with  Co- 
lombian officials,  with  U.S.  and  international  law  enforcement, 
with  private  citizen's  groups,  and  with  former  cartel  operatives  the 
nature  and  extent  of  the  threat  the  Colombian  criminal  groups 
pose  to  Colombian  society,  public  institutions,  and  civil  peace. 

The  picture  that  emerges  is  a  deeply  disturbing  one.  It  is  a  tale 
of  corruption  and  penetration  of  government  and  society  that  cuts 
to  the  bone  of  national  life  in  the  country.  The  scale  of  the  penetra- 
tion and  corruption,  which  reaches  into  every  facet  of  life  and  into 
the  highest  reaches  of  government,  is  staggering — so  staggering 
that  it  is  hard  to  grasp  either  by  those  who  stand  outside  Colombia 
or  by  those  caught  in  the  problems  in  Colombia. 

Let  me  hasten  to  say  that  my  objective  is  not  to  excoriate  Colom- 
bia and  its  courageous  people.  Instead  I  draw  upon  the  experience 
of  Colombia  to  highlight  the  truly  disturbing  nature  of  the  threat 
from  criminal  organizations  to  decent  government  there  and  else- 
where. No  one  is  immune. 

In  a  recent  edition  of  a  popular  Colombian  news  magazine,  itself 
owned  by  a  family  with  ties  to  the  criminal  Mafia,  there  are  several 
pictures  of  a  high  society  party.  Among  the  shots  is  one  featuring 
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one  of  the  leading  candidates  for  the  presidency  of  Colombia  along- 
side one  of  the  more  prominent  drug  kingpins. 

The  fact  that  the  drug  lord  can  move  in  these  circles  is  itself  a 
commentary,  but  that  a  leading  Presidential  candidate  would  per- 
mit himself  to  be  in  that  company  and  appear  smiling  in  a  picture 
to  be  prominently  displayed  for  a  national  audience  tells  another, 
deeper  tail. 

Increasingly,  the  sea  of  money  upon  which  the  cartels  float  is  be- 
coming the  road  by  which  the  drug  lords  are  gradually  buying  their 
way  into  Colombian  society,  and  in  some  cases  buying  significant 
parts  of  that  society. 

Based  on  information  from  informants  inside  the  cartels  it  is  now 
clear  that  they  are  planing  to  become  major  investors  in  virtually 
every  area  of  economic  activity  in  Colombia,  particularly  in  the  de- 
velopment of  oil  refineries,  paper  mills,  and  other  major  industrial 
projects. 

They  are  spending  vast  sums,  really  very  small  for  the  cartels, 
on  local  elections.  This  effort  was  notably  successful  in  recent  con- 
gressional elections  in  which  many  cartel  candidates  scored  major 
victories  in  the  face  of  low  voter  turnout. 

Coupled  with  the  bribing  of  judges,  police,  news  people,  govern- 
ment ministers,  and  business  leaders,  the  cartels  are  in  the  process 
of  legitimizing  themselves  and  rendering  Colombian  institutions 
willing  conspirators  in  their  efforts. 

One  of  the  principal  gains  in  this  process  was  their  successful 
campaign  to  end  extradition.  Manipulating  public  opinion  by  cast- 
ing the  issue  in  emotional,  nationalist  terms,  they  were  successful 
in  getting  a  revision  of  the  Colombian  constitution  that  protects 
them  from  international — read,  U.S. — law  enforcement  efforts. 

This  purely  cynical  manipulation  of  the  legislative  process  and 
subsequent  successes  in  securing  the  placement  of  key  legislators 
in  the  national  congress  is  a  measure  of  just  how  deep  corruption 
now  extends.  Unfortunately,  it  is  not  confined  to  the  highest  eche- 
lons. 

Perhaps  the  most  visible  example  of  the  undermining  of  democ- 
racy is  the  Colombian  Government's  recent  efforts  to  negotiate  with 
the  cartels.  Ostensibly,  this  is  to  get  the  leaders  to  agree  to  surren- 
der to  government  authority  after  pleading  guilty  to  certain  crimes. 

On  the  surface,  this  is  sort  of  a  national  plea  bargaining  effort. 
It  is  an  attractive  idea  to  get  the  cartel  leaders  to  voluntarily  sur- 
render to  government  authority,  but  the  reality  is  very  different. 

While  I  do  not  question  the  honesty  and  integrity  of  President 
Gaviria  or  of  Mr.  de  Greiff,  or  their  motives  in  trying  to  find  an 
honorable  way  out  of  a  dilemma  that  is  exhausting  Colombian  soci- 
ety, I  am  concerned  that  they,  like  many  others,  simply  do  not  ap- 
preciate what  they  are  dealing  with.  Their  responses,  which  are 
consonant  with  the  Colombian  tradition,  are  to  seek  a  reconcili- 
ation, a  peaceful  way  out  of  a  violent  and  disruptive  circumstance. 

This  naivety  is  expose  most  directly  in  de  Greiff  s  recent  flirta- 
tion with  the  notion  of  legalizing  drugs  as  a  way  out  of  the  prob- 
lem. While  he  is  in  good  company,  the  idea  hardly  addresses  the 
problem  or  the  threat. 

Unfortunately,  the  Colombian  Government  is  not  dealing  with 
honorable  men.  Their  good  faith  is  not  returned.  And  so  the  result 
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is  that  the  negotiations  are  a  sham  and  a  shame.  What  we  are  see- 
ing is  not  plea  bargaining  but  guilt  laundering. 

As  a  result  of  the  negotiations,  if  they  shoufd  be  resumed  and  are 
successful,  the  cartel  leaders  will  plead  guilty  to  various  minor 
crimes,  serve  short,  truncated  sentences,  give  up  none  of  their  as- 
sets, turn  over  no  businesses,  supply  no  information  on  operations 
or  on  other  crimes  and  criminals,  and  be  able  to  retire  in  great 
comfort,  free  of  the  threat  of  future  prosecution. 

It  is  a  good  deal.  The  government  gets  the  semblance  of  peace. 
Meanwhile,  narcotrafficking  will  continue,  as  well  as  other  criminal 
activities. 

The  chief  casualty  in  this  process  is  Colombian  democracy.  Slow- 
ly the  institutions  of  government  are  being  suborned  for  criminal 
purposes.  The  press,  the  courts,  the  military,  the  police,  civic  lead- 
ers, government  ministers,  congressmen,  and  many  more  slowly 
find  themselves  orbiting  around  the  central  concerns  and  ambitions 
of  the  wealthiest  members  of  Colombia  society,  the  cartel  leaders. 

This  is  the  story  that  is  unfolding  before  our  eyes.  As  it  proceeds, 
the  Colombians  become  more  deeply  enmeshed,  and  more  defensive 
and  hostile  to  any  criticism  or  expressions  of  concern.  Thus,  we 
watch  as  one  cf  the  oldest  democracies  in  this  hemisphere  suc- 
cumbs to  criminal  penetration. 

One  hopes  that  the  courageous  Colombian  people  will  find  a  way 
out  of  this  dilemma.  It  is  not,  however,  a  problem  confined  to  Co- 
lombia. It  is  a  story  increasingly  familiar  in  Asia,  Africa,  Europe, 
and  in  this  hemisphere — the  erosion  of  government  by  criminal  or- 
ganizations and  corruption.  The  consequence  is  a  corruption  of  the 
institutions  underpinning  democracy,  the  spread  of  violence  and 
other  illegal  activities,  and  the  accelerated  decline  in  confidence  in 
government  as  a  source  of  security  and  progress.  We  are  seeing 
this  in  many  countries  of  the  world,  and  we  will  be  discussing  it 
this  afternoon. 

I  have  a  number  of  policy  ideas  to  suggest  that  we  might  go  into 
in  questions,  but  in  the  interest  of  time  I  will  stop  there.  Thank 
you,  sir. 

[The  prepared  statement  of  Dr.  Olson  follows:] 

Prepared  Statement  of  Dr.  Olson 

We  are  living,  in  the  words  of  the  ancient  Chinese  curse,  in  interesting  times.  The 
nature  of  the  world  has  changed,  is  changing,  in  response  to  a  variety  of  forces  as 
yet  not  clearly  comprehended.  The  collapse  of  the  Soviet  Union  and  of  superpower 
rivalry  is  only  one  of  the  many  aspects  of  a  process  of  change  that  promises  to  have 
significant  influence  on  the  world  we  live  in  and  on  US  interests. 

How  we  respond  to  these  changes  and  how  well  we  come  to  understand  the 
threats  and  opportunities  that  such  a  changing  world  offers,  will  be  among  the 
major  determinants  of  how  well  the  United  States  fares  as  a  country  and  a  political 
community.  Turbulent  times,  difficult  choices,  uncertain  conditions,  and  competing 
priorities  will  be  our  lot.  Thus,  understanding  the  present  in  order  to  prepare  for 
the  future  becomes  a  critical  issue  for  policy.  This  understanding  will  come  at  a  cost. 
It  will  not  be  easy  to  forge.  The  search  for  a  common  understanding  of  the  problems 
or  a  consensus  on  what  we  must  do  about  them  in  a  world  grown  more  obscure, 
in  which  threats  are  multiple  but  not  necessarily  apparent  or  immediate,  will  place 
great  demands  on  our  patience  and  our  will.  Our  collective  security  depends  upon 
how  we  answer  the  challenges  of  this  new  era  and  how  we  forge  the  vision  and  lead- 
ership not  only  to  confront  the  threats  we  face  but  to  shape  and  sustain  our  re- 
sponses to  them. 

While  there  is  a  great  diversity  to  the  nature  and  the  sources  of  the  threats  that 
now  crowd  about  us  for  attention,  there  is  an  underlying  coherence  or  commonality 
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that  many  of  these  problems  share.  It  is  in  this  underlying  reality  and  the  conver- 
gence of  a  variety  of  forces  that  reinforce  the  effects  of  that  reality  that  constitute 
our  principal  challenge  in  the  years  ahead.  We  have  termed  this  challenge 
ungovernability.  In  essence,  the  feature  that  lies  at  the  core  of  many,  if  not  most, 
of  the  world's  problems  is  a  crisis  of  governance,  the  result  of  an  increasing  inability 
of  governments  in  many  parts  of  the  world  to  govern,  to  provide  even  the  basics  of 
civil  peace,  economic  opportunity,  or  justice. 

THE  CHALLENGE  OF  UNGOVERNABILITY 

There  are  two  essential  features  of  this  growing  ungovernability.  First  is  the  de- 
clining ability  of  individual  governments  to  govern  along  \  ith  increasing  challenges 
that  aggravate  the  conditions  of  the  decline.  The  result,  in  extreme  cases,  is  the  col- 
lapse of  government  altogether  or  its  marginalization.  In  the  wake  of  this  comes 
dramatic  increases  in  internal  violence,  often  the  slaughter  of  innocents,  and  a  war 
of  all  against  all.  Perhaps  nothing  illustrates  this  better  than  the  enduring  tragedies 
of  Lebanon,  Liberia,  and  Yugoslavia,  and  now  in  the  on-going  horrors  in  Rwanda. 
Second  is  the  spread  of  state-sponsored  actions  against  their  own  citizens  that  cre- 
ate massive  violations  of  human  rights,  waves  of  refugees,  spreading  chaos  as  inter- 
nal groups  resist,  and  the  potential  for  regional  spill -over  of  internal  conflicts.  The 
Sudan  and  Iraq  come  to  mind  in  this  context,  but  programs  of  ethnic  cleansing,  of 
forced  expulsions  and  mass  murder,  are  not  confined  to  these  sad  countries. 

The  result  is  an  international  environment  in  which  increasingly,  as  local  order 
disintegrates,  the  international  community  is  called  upon  to  rescue  the  situation;  to 
feed  and  shelter  the  casualties;  to  contain  the  potential  spread  of  disorder;  and,  in 
extreme  cases,  to  intervene  directly  to  stop  the  violence  and  provide  that  which  is 
lacking,  namely  a  semblance  of  government.  In  the  last  five  years,  for  example,  the 
United  Nations  has  been  called  upon  to  provide  peacekeeping  forces  in  more  situa- 
tions than  in  the  preceding  40  years.  In  many  cases,  the  consequences  of  the  inter- 
vention do  not  resolve  the  problem  of  internal  disorder  but  make  the  peacekeeping 
force  another  element  in  it.  As  a  consequence,  the  one  institution  capable  of  poten- 
tially mediating  the  problem  becomes  a  party  to  it.  Failures  in  Somalia  and  Yugo- 
slavia illustrate  the  inherent  problems  of  trying  to  impose  order  in  a  situation  in 
which  the  constituent  parts  of  order  have  been  lost. 

This  latter  feature  also  highlights  another  aspect  of  the  problems  of 
ungovernability,  that  is,  the  effects  of  a  localized  collapse  of  political  and  social 
order  on  international  order  itself.  The  international  system  is  a  product  of  its  com- 
ponent parts,  namely  individual  states.  When  those  states,  or  a  significant  number 
of  them,  begin  to  unravel,  then  that  process  has  profound  implications  for  the  na- 
ture of  international  order  itself,  of  the  ability  to  make  a  system  of  shared  rules  and 
practices  work.  Not  only  does  increasing  disorder  place  demands  on  the  inter- 
national system  to  divert  resources  from  more  productive  activities  to  try  to  uphold 
coherence,  it  also  undermines  the  very  means  for  doing  so,  that  is,  it  renders  states 
suffering  from  disorder  increasingly  unable  to  contribute  to  the  effort. 

Thus  the  burden  of  enforcing  common  standards,  of  seeking  to  maintain  at  least 
a  degree  of  common  purpose,  and  of  upholding  agreements  and  economic  commit- 
ments, falls  to  a  shrinking  number  of  states.  In  some  cases,  these  states,  or  their 
populations,  are  increasingly  unwilling  to  bear  the  costs  of  such  engagement  for 
seemingly  esoteric  values  in  distant  conflicts.  The  problem  feeds  on  itself.  Thus, 
ungovernability  presents  a  variety  of  knotty  issues  for  which  there  are  no  obvious 
or  simple  solutions. 

THE  NATURE  OF  UNGOVERNABILITY 

Ungovernability  in  individual  states  is  composed  of  a  mix  of  problems  different 
for  each  particular  situation,  but  there  is  a  set  of  common  features.  In  gross  terms, 
it  is  the  result  of  or  is  characterized  by  an  interlocking  chain  of  disabilities.  These 
include 

•  Declining  infrastructure  and  the  ability  of  the  government  to  maintain  it.  This 
ranges  from  road  maintenance  to  the  ability  to  supply  basic  social  services. 

•  Collapsing  economies  and  the  rise  of  informal  and  illegal  economies. 

•  Increasing  corruption  in  government  practices. 

•  Incompetent  institutions,  such  as  judicial  and  law  enforcement  systems  that 
cannot  protect  individuals. 

•  Bloated  government  sectors  that  absorb  increasing  amounts  of  resources  but 
provide  a  decreasing  degree  of  service  and  often  impede  progress  in  other  sec- 
tors. 

•  Decline  in  domestic  security  and  a  rise  in  the  overall  level  of  social  violence. 

•  Lack  of  the  rule  of  law,  that  is,  the  rise  of  arbitrary  government  authority  that 
recognizes  no  limits  to  its  prerogatives. 
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•  Personalization  of  politics,  that  is,  the  rise  of  the  cult  of  personality  and  a  gen- 
eral decline  in  the  willingness  of  people  and  groups  to  see  politics  as  a  shared 
experience  but  instead  as  one  in  which  they  seek  to  use  the  political  process 
for  personal  aggrandizement  and  enrichment. 

•  Decline  in  any  sense  of  shared  values  and  purposes. 

•  Rise  in  separatist  identities,  either  religious  or  ethnic. 

•  Lack  of  a  sense  of  or  willingness  to  compromise. 

•  The  decline  or  absence  of  any  credible  means  to  mediate  interparty  disputes. 
These  problems  combine  in  various  fashions  to  undermine  political  and  social 

order,  to  render  the  possibility  of  such  order  increasingly  impossible.  They  are  most 
severe  in  the  host  of  states  that  emerged  after  World  War  II,  and  can  be  seen  in 
the  successor  states  following  on  the  collapse  of  the  Soviet  Union.  But  upheaval  in 
developed  countries  indicates  that  not  even  older  political  communities  are  immune 
to  at  least  some  of  the  problems  inherent  to  the  crisis  of  governance. 

The  list  of  states  where  there  are  now  major  internal  conflicts  or  serious  domestic 
upheavals  extends  to  over  30  percent  of  the  world's  states.  These  can  be  divided  into 
four  main  groups: 

/.  States  that  have  already  disintegrated  and  that  often  require  significant  external 
intervention  to  maintain  even  a  semblance  of  order.  This  group  includes 
Lebanon  Somalia  Liberia 

Cambodia  Ethiopia  Angola 

Yugoslavia  Haiti 

Angola  Afghanistan 

Soviet  Union  [and  now,  perhaps,  many  of  the  successor  states:  Georgia,  Tajikistan, 

Armenia,  Azerbaijan,  Moldova] 

//.  States  with  major  internal  wars  or  ethnic  I  religious  minorities  in  revolt: 
Iraq  Iraq  Rwanda/Burundi 

Sudan  Philippines  Sri  Lanka 

Algeria  Pakistan  Niger 

Peru  Iran  India 

Colombia  Burma 

///.  States  and  areas  with  autonomy  or  separatist  movements: 
Canada  China  N.  Ireland 

IV.  States  with  potential  for  major  unrest  or  difficult  political  transitions: 
Brazil  Italy  Panama  Venezuela 

Nicaragua  Guatemala  Egypt  Baltic  States 

Mexico  El  Salvador  Yemen  Mozambique 

Ukraine  Rumania  Tunisia 

Russia  S.  Africa  Turkey 

Of  the  some  180  odd  states  currently  in  the  United  Nations,  only  about  12  percent 
are  ethnically  homogeneous,  that  is,  with  a  minority  population  of  fewer  than  5  per- 
cent. Given  the  rise  and  spread  of  self-determination  movements,  the  rise  of  radical 
political/religious  movements — particularly  Islamic  movements — the  decline  in  re- 
spect for  individual  state  sovereignty,  easy  access  to  arms,  and  the  loss  of  the  sta- 
bilizing influence — such  as  it  was — of  the  East-West  conflict,  the  prospects  for  the 
spread  of  violence  over  an  increasing  area  of  the  globe  is  highly  likely. 

This  list  of  events  and  circumstances,  however,  does  not  capture  the  essence  of 
what  is  involved;  it  only  catalogs  the  conditions  of  decline.  The  deeper  problem  lies 
in  the  interrelationships  between  people  and  among  groups  that  compose  society.  An 
individual's  range  of  acceptance  oi  others  begins  with  the  self  and  extends  to  family, 
friends,  associates,  and  so  on.  The  further  this  circle  of  identity  is  extended  from 
immediate  surroundings,  the  more  abstract  it  becomes  and  the  more  that  trust  and 
a  sense  of  something  shared  become  critical  factors  in  binding  strangers  together 
in  interdependent  relationships. 

The  formation  of  a  nation,  a  national  consciousness,  depends  entirely  on  the  ex- 
tension of  this  circle  of  identity  beyond  individuals  to  include  a  host  of  people  one 
does  not  know  nor  will  ever  meet  but  whose  shared  sense  of  values  or  impressions 
one  can  take  for  granted.  This  involves  trust  and  the  feeling  that  others  will  act 
predictably  within  a  set  of  mutually  shared  beliefs  and  patterns  of  behavior.  It  is 
no  easy  task  to  build  this  intricate  set  of  bonds;  and  while  they  can  be  mighty  cables 
linking  people,  they  are  also  easily  sundered  if  the  sense  of  trust,  shared  purpose, 
and  predictability  are  allowed  to  wither  and  die  in  men's  hearts  and  minds.  HJntune 
that  string,"  as  Ulysses  says  in  Troilus  and  Cressida,  "And  hark  what  discord  fol- 
lows." 

Without  a  sense  of  commonality,  of  shared  impressions  and  experiences,  it  is  dif- 
ficult for  a  nation  to  cohere,  and  we  are  seeing  a  number  of  countries  where  this 
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bond  was  either  weak  or  is  now  coming  undone  in  the  face  of  a  variety  of  pressures. 
As  de  Tocqueville  said  of  the  United  States,  a  country  is  not  made  of  laws  and  peo- 
ple and  territory  only:  "A  certain  uniformity  of  civilization  is  not  less  necessary  to 
the  durability  of  a  confederation,  than  a  uniformity  of  interests." 

Added  to  the  weakening  of  the  ties  that  bind  people  to  each  other  is  the  emer- 
gence of  a  range  of  challenges  to  governments  that  is  further  taxing  their  abilities 
and  credibility.  These  include 

•  International  arms  trading. 

•  Transnational  political  movements,  especially  ones  that  resort  to  terrorism. 

•  International  organized  crime  and  the  corruption  in  local  societies  from  local  or- 
ganized crime. 

We  are  used  to  thinking  of  states  as  possessing  a  monopoly  on  the  means  of  vio- 
lence and  the  exclusive  right  of  administering  justice  within  the  sovereign  frontiers. 
More  recently,  however,  the  ability  of  non-state  and  sub-state  actors  to  challenge  the 
integrity  and  sovereignty  of  individual  states  has  increased  dramatically.  This  is  the 
result  of  the  weakening  of  individual  states,  thus  making  them  more  vulnerable  to 
challenges,  but  it  is  also  the  result  of  several  additional  concerns  that  governments 
are  less  able  to  deal  with  because  the  problems  involved  go  beyond  their  immediate 
borders. 

Principal  among  these  has  been  the  growth  of  transnational  groups,  such  as  ter- 
rorist organizations,  that  have  internationalized  their  putative  grievances  in  defi- 
ance of  individual  states.  The  bombing  of  the  World  Trade  Center  in  New  York  is 
a  recent  example  of  this  movement  of  local  causes  to  the  international  scene,  and 
illustrates  that  the  United  States  is  not  insmune  to  the  threat.  Another  maior  con- 
tributor to  the  problem  has  been  the  internationalization  of  arms  sales  and  manu- 
facture that  is  now  so  extensive  and  diverse  that  even  small  opposition  groups  can 
acquire  on  the  black  market  a  sophisticated  range  of  arms  to  openly  challenge  gov- 
ernment's traditional  monopoly  of  force.  Finally,  and  of  most  concern,  is  the  growth 
and  spread  of  major  criminal  organizations  that  dispose  of  vast  wealth  and  the  ca- 
pacity to  corrupt  whole  societies.  The  threat  from  organized  crime  and  now  the 
internationalization  of  criminal  groups  presents  a  fundamental  threat  to  the  under- 
lying sense  of  trust,  order,  and  community  that  must  underpin  social  life. 

Recently,  we  in  the  United  States  have  taken  pride  in  the  fact  that  democracy 
seems  to  nave  swept  the  field  of  all  its  rival  political  philosophies  as  the  principle 
upon  which  countries  seek  to  organize.  A  wave  of  democratization  has  ended  author- 
itarian and  totalitarian  regimes  in  a  stunning  cycle  of  seeming  irreversible  trans- 
formations from  closed  to  open  societies,  from  dictatorships  to  democratic  states. 
This  victory,  however,  is  clouded  by  the  fact  that  in  many  areas  of  the  world  re- 
cently set  free,  and  many  other  struggling  societies,  organized  crime  has  emerged 
as  a  major  threat  to  the  very  survival  of  democratic  institutions  and  just  govern- 
ment. 

The  crisis  in  Italy  over  the  role  of  the  Sicilian  mafia  in  political,  economic,  and 
social  life  is  a  dramatic  example  of  the  extent  to  which  organized  criminal  groups 
can  penetrate  even  developed  countries.  The  activities  of  these  groups  rob  people  of 
their  confidence  in  government  itself  even  as  these  groups  subvert  government  to 
advance  their  illegal  projects.  If  this  can  happen  in  advanced  countries  with  long 
traditions  of  democratic  rule,  then  the  situation  in  weakened  states  or  ones  newly 
struggling  with  the  challenge  to  democratize  makes  the  problem  even  more  pro- 
found! It  is  to  the  threat  of  organized  crime  that  I  now  turn. 

THE  NATURE  OF  INTERNATIONAL  ORGANIZED  CRIME 

It  is  important  to  understand  some  of  the  salient  features  of  the  major  organized 
crime  groups  that  threaten  individual  states  and  potential  for  democratization  in 
parts  of  the  world.  Organized  criminal  activity  is  hardly  new.  Virtually  all  countries, 
developed  or  developing,  have  internal  criminal  groups  that  have  battened  on  to  so- 
cial life  to  make  a  profit  from  illegal  activities.  The  US  La  Cosa  Nostra  is  a  too  fa- 
miliar example  to  require  much  discussion.  The  nature  of  international  organized 
crime,  however,  presents  a  different  order  of  problem.  Their  ability  to  operate  across 
international  boundaries,  to  move  their  assets  and  people  from  country  to  country 
to  avoid  local  law  enforcement,  and  their  immense  capital  resources — often  on  a 
scale  that  dwarfs  government  revenues — given  them  a  flexibility  and  influence  that 
cannot  be  ignored.  Before  looking  more  closely  at  the  threat,  however,  it  is  impor- 
tant to  understand  several  key  facts  about  organized  crime  itself. 

There  are  five  major  characteristics  of  organized  crime  to  keep  in  mind.  First,  it 
is  organized.  This  is  not  a  trivial  observation.  What  makes  this  type  of  crime  more 
dangerous  thanjust  random  criminality  is  that  it  is  subject  to  direction  and  control 
for  a  purpose.  This  generally  means  that  these  groups  are  hierarchical,  the  leaders 
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being  highly  intelligent,  skilled,  and  ruthless  individuals  with  considerable  experi- 
ence. Leadership  and  organization  help  criminals  to  operate  collectively,  to  combine 
efforts  with  others  to  enhance  effectiveness  and  increase  protection  against  law  en- 
forcement. Second,  an  organization  operates  over  time,  thus  it  is  capable  of  learning 
from  its  experiences.  Since  it  is  better  able  to  protect  itself  from  enforcement  efforts 
than  individuals,  it  can  use  time  to  recover  from  setbacks  and  adjust  its  operations 
to  respond  to  events.  Thus,  it  is  not  vulnerable  to  one-time  law  enforcement  pro- 
grams. It  can  generally  outwait  when  it  cannot  outwit  government  efforts.  Third, 
organization  permits  greater  diversification  of  effort,  thus  broaden  ing  the  base  of  op- 
erations and  further  limiting  liabilities.  Fourth,  organizations  can  deploy  large  as- 
sets to  hire  protection  or  to  use  bribery  to  infiltrate  governments  and  businesses  as 
a  means  to  shelter  their  activities.  Fifth,  such  groups  are  generally  ethnically  based. 
This  is  a  particular  advantage  when  groups  begin  to  operate  beyond  their  original 
homes  or  in  multi-ethnic  societies.  By  relying  on  a  closed  community  of  people  who 
speak  the  same  language  and  have  cultural  clues  about  identity  than  outsiders  can- 
not penetrate  easily,  such  groups  developed  added  protection  against  penetration  by 
law  enforcement. 

These  features  are  characteristic  of  many  organized  criminal  groups,  but  several 
additional  factors  are  emerging  that  set  off  the  major  international  groups.  The  first 

fioint  is  that  they  are  capable  of  conducting  major  operations  across  international 
rentiers.  They  pose  greater  mobility  than  purely  local  groups.  They  are  generally 
more  sophisticated  than  local  groups.  They  dispose  of  immense  quantities  of  cash, 
which  they  can  move  freely  virtually  anywhere.  They  employ  thousands  of 
operatives.  They  are  developing  links  to  other  major  groups  and  to  many  localized 
criminal  organizations  to  further  enhance  their  effectiveness.  They  can  afford  to  em- 
ploy the  very  best  financial  talent.  They  are  able  to  penetrate  governments  and 
businesses  on  an  international  scale  to  protect  and  promote  their  operations. 

In  just  one  example,  the  Sun  Ye  On  Triad,  the  largest  in  Hong  Kong,  alone  em- 
ploys over  25,000  operatives.  The  Colombian  Cartels  collectively  may  employ  over 
100,000  in  Latin  America,  Europe,  Asia,  Africa,  and  the  United  States.  With  inter- 
national operations,  vast  resources,  and  ruthless  leaderships,  these  groups  pose  a 
serious  challenge  to  individual  states  and  to  the  international  community. 

THE  SCALE  OF  OPERATIONS  OF  INTERNATIONAL  ORGANIZED  CRIME 

One  of  the  principal  difficulties  in  trying  to  understand  the  nature  of  the  threat 
from  organized  crime  is  overcoming  the  notion  that  mere  criminal  groups  could  pose 
a  truly  serious  threat  to  organized  states.  Not  even  the  current  difficulties  in  Italy 
have  totally  freed  people  of  the  idea  that  criminal  groups  are  and  will  always  re- 
main marginal  elements.  Thus  it  is  important  to  get  at  least  a  partial  grasp  on  the 
scale  of  criminal  operations  today  in  order  to  get  around  the  view  that  keeps  people 
from  understanding  the  present  threat  and  its  potential. 

To  begin,  some  numbers  from  the  drug  trade  help  to  put  the  problem  in  perspec- 
tive. Current  estimates  of  the  international  drug  trade  put  gross  receipts  going  to 
criminal  organizations  worldwide  at  over  $300  billion.  Of  this  some  $100  billion  is 
generated  in  the  United  States,  and  perhaps  as  much  as  $20  billion  annually  goes 
as  net  profit  to  the  Colombian  cartels  alone.  These  returns  are  larger  than  those 
from  the  Fortune  500  companies,  and  puts  more  ready  cash  into  the  hands  of  a  few 
thugs  in  Medellin  and  Cali  than  the  governments  of  Colombia,  Peru,  and  Bolivia 
take  in  annually  in  taxes.  Current  estimates  of  the  scale  of  monies  filling  criminal 
coffers  and  being  laundered  in  the  international  financial  system  is  in  the  neighbor- 
hood of  a  trillion  dollars  a  year,  or  about  one-sixth  of  the  US  Gross  National  Prod- 
uct. That  makes  criminal  enterprise  one  of  the  largest  economies  in  the  world. 

The  major  international  criminal  organizations,  the  Colombian  Cartels,  the  Chi- 
nese Triads,  snd  the  Sicilian  mafia  have  global  operations  with  state-of-the-art  fi- 
nancial advice,  and  sophisticated  logistics  networks  capable  of  moving  people, 
money,  and  goods  almost  at  will  virtually  any  place.  They  employ  tens  of  thousands 
of  operatives  worldwide,  and  their  buying  power  gives  them  the  ability  to  over- 
whelm local  legal  systems.  They  can  bribe  or  intimidate  government  officials  on  a 
truly  grand  scale.  They  are  ruthless,  clever,  and  rich.  They  are  increasingly  able  to 
establish  effective  links  with  other  major  groups  and  with  many  local  groups.  Just 
a  few  examples  of  their  operations  and  of  other  major  groups  illustrate  the  scope 
of  the  problem: 

•  When  the  Colombian  cartels  had  problems  with  various  Colombian  guerrilla 
groups,  which  the  government  is  still  fighting,  they  hired  assassins  and  went 
after  the  guerrillas  and  their  families — indicating  sophisticated  intelligence 
gathering  capabilities — until  the  guerrillas  cried  uncle.  Now  the  guerrillas  are 
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themselves  engaged  in  drug  production,  a  lucrative  source  for  cash  to  sustain 
their  putative  ideological  struggle. 

•  The  Medellin  Cartel  waged  war  against  the  Colombian  government  for  three 
years,  killing  thousands  of  government  officials  and  innocents,  and  although  the 
government  eventually  prevailed,  the  struggle  left  the  Cali  Cartel  intact  and  the 
government  and  people  exhausted. 

•  Afghanistan  has  become  a  virtual  drug  trafficking  emporium,  while  Pakistan, 
where  money  laundering  is  still  not  an  offense,  cannot  or  will  not  take  effective 
action  to  control  drug  production  within  its  territory;  and  India  is  unable  to  con- 
trol the  diversion  of  significant  amounts  of  opiate  derivatives  from  its  legal 
opium  production. 

•  In  Burma,  Khun  Sa's  drug  armies  control  large  areas  of  territory  on  the  Bur- 
mese-Thai border,  where  he  uses  armed  force  and  bribery  on  both  sides  of  the 
frontier  to  carry  out  large-scale  opium  and  heroin  production,  often  with  the  col- 
lusion of  Thai  and  Burmese  officials. 

•  Communist  China,  for  all  its  police-state  controls,  is  unable  to  contain  drug 
trafficking  in  south  China  and  a  growing  production  and  addiction  problem  as 
well. 

•  Russian  groups  are  now  establishing  international  links  to  Colombians  and  oth- 
ers and  beginning  significant  transnational  operations,  which  may  include  traf- 
ficking in  nuclear  materials,  finished  weapons,  and  nuclear  scientists. 

•  Nigerian  public  institutions  are  thoroughly  penetrated  by  criminal  groups,  who 
operate  into  and  through  Nigeria  and  throughout  West  Africa  with  virtually  no 
effort  by  the  government  to  control  them. 

•  Recent  revelations  about  the  Japanese  criminal  organizations  penetrating  key 
businesses  in  Japan  and  developing  close  ties  with  government  officials  is  an 
indicator  that  such  groups  have  the  resources  and  influence  to  promote  and  pro- 
tect their  activities  in  the  most  advanced  societies. 

These  few  examples  do  not  begin  to  capture  the  breadth,  depth,  and  audacity  of 
major  organized  crime.  Two  further  examples  may  illustrate  the  capabilities  under- 
lying international  criminal  groups  that  we  must  understand  if  we  are  to  develop 
response.  Recent  press  stories  have  made  us  aware  of  the  smuggling  of  Chinese  im- 
migrants into  this  country.  The  smuggling  operation  is  under  the  control  of  Chinese 
Triads  operating  in  southern  China,  Taiwan,  and  throughout  Asia  and  elsewhere. 
Let  us  stop  ana  think  for  a  moment  of  the  immense  logistical  arrangements  that 
must  be  made  to  move  tens  of  thousands  of  people  a  year.  Estimates  are  that  smug- 
gled Chinese,  who  pay  $15,000-$30,000  per  person  to  make  the  trip,  are  entering 
the  United  States  at  a  rate  of  8,000  per  month — over  9,000  miles  of  sea  if  they  come 
by  the  most  direct  route,  which  they  do  not.  Instead,  smuggled  aliens  are  routed 
through  dozens  of  intermediate  stops.  The  effort  requires  ships,  false  papers,  copious 
bribes,  and  an  international  network  to  control  a  highly  complex  operation  that  in- 
volves dozens  of  countries.  Once  they  have  arrived  in  this  country,  these  victims  of 
this  modern  slave  trade  must  be  housed,  employed,  and  hidden  from  the  authorities. 
The  occasional  Golden  Venture  that  accidentally  runs  aground  on  our  shores  with 
its  sad  cargo  is  only  the  tip  of  the  iceberg.  And  what  happens  to  these  people  once 
they  arrive  only  continues  the  story  of  cynical  manipulation.  Forced  to  repay  their 
travel  expenses,  smuggled  aliens  become  prisoners  of  the  Triads  for  years,  adding 
forced  labor  to  the  many  other  crimes,  while  adding  recruits  to  staff  the  many  other 
illegal  operations  being  conducted  by  the  Triads  here  and  in  other  countries. 

The  second  example  concerns  the  adventure  of  Colombian  Cartel  members  into 
heroin  production.  We  are  only  too  familiar  with  the  international  scope  of  their  op- 
erations to  traffic  cocaine.  They  have,  however,  turned  their  sights  on  fresh  fields. 
Just  a  few  years  ago,  Colombia  grew  no  opium.  Then,  virtually  overnight,  we  discov- 
ered something  on  the  order  of  30,000  hectares  [some  70,000  acres]  under  cultiva- 
tion in  the  Colombian  hinterland.  That  is  more  than  the  total  growing  area  devoted 
to  opium  production  in  all  of  the  rest  of  Latin  America  combined,  and  greater  than 
that  of  Afghanistan.  To  picture  the  scale  graphically,  that  is  the  equivalent  of  60,000 
football  fields  of  opium  poppies.  More  startling,  however,  is  to  realize  the  logistics, 
planning,  and  effort  that  went  into  this  project,  which  was  a  capital  venture  not  a 
going  concern  turning  a  profit.  The  Cartels  believed  that  cocaine  users  were  burning 
out  and  so  they  wanted  to  be  in  a  position  to  provide  them  with  a  soothing  alter- 
native. 

In  other  words,  in  order  to  see  if  they  could  break  into  the  heroin  trade,  the  Car- 
tels invested  capital  in  starting  up  opium  production  under  their  direct  control.  This 
effort  involved  developing  an  agricultural  extension  service  capable  of  recruiting 
farmers  in  remote  areas;  providing  them  with  all  the  necessary  materials  including 
the  cash  to  live  on  while  they  learned  how  to  raise  the  poppies;  creating  the  infra- 
structure for  gathering,  processing,  and  trafficking  opium  derivatives  within  Colom- 
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bia  and  eventually  moving  the  finished  product  to  the  United  States;  and  resisting 

government  efforts  to  destroy  the  fields  once  they  were  discovered.  And  all  of  this 
etting  on  the  come.  It  is  an  immense  undertaking  that  illustrates  just  how  well 
capitalized  and  bold  the  traffickers  are,  what  sort  of  organizational  ability  they  pos- 
sess. There  are  now  recurrent  rumors  that  they  are  developing  similar  capabilities 
elsewhere  in  South  America,  particularly  Peru.  Keep  in  mind,  that  this  effort,  as 
vet,  is  iust  a  sideline,  an  experiment.  After  heroic  efforts  that  have  virtually  ex- 
hausted existing  capabilities,  the  Colombian  government  has  only  been  able  to 
eradicate  some  9,000  hectares.  This  still  leaves  the  Cartels  with  more  potential  pro- 
duction than  Laos,  a  traditional  grower  of  opium. 

The  true  threat  of  these  groups,  however,  does  not  lie  in  their  ability  to  operate 
transnationally.  It  lies,  instead,  in  the  menace  that  they  pose  to  the  health  and  wel- 
fare of  individuals  and  to  the  proper  functioning  of  government  and  the  institutions 
upon  which  they  and  the  confidence  of  the  public  in  them  rest.  That  is  the  next 
issue  to  examine. 

THE  THREAT  FROM  INTERNATIONAL  ORGANIZED  CRIME 

The  threats  are  multiple.  Drug  trafficking  alone  kills  or  maims  countless  thou- 
sands every  year  in  this  country  alone.  The  associated  violence  and  crime  cost  tens 
of  millions.  The  loss  in  work  potential  tens  of  millions  more.  This  is  on  top  of  the 
diversion  of  some  $100  billion  annually  into  the  illegal  drug  trade,  much  of  this 
being  laundered  through  businesses  and  banks,  undermining  their  integrity.  These 
are  by  no  means  trivial  concerns,  but  the  focus  here  is  not  just  on  the  immediate 
and  direct  consequences  of  drug  trafficking,  it  is  on  the  deeper  threat  that  organized 
crime  represents  to  democratic  institutions,  to  the  credibility  of  government  itself 
here  and  abroad. 

The  contribution  that  organized  crime  makes  to  ungovernability  must  be  of 
central  concern  to  anyone  who  believes  that  the  health  and  welfare  of  democratic 
institutions  is  an  important  concern.  The  trauma  of  Italy,  as  it  copes  with  the  dam- 
age that  Mafia  penetration  has  done  to  Italian  institutions,  is  a  salutary  lesson  for 
all  of  the  extent  of  the  menace  that  threatens  the  integrity  and  capability  of  our 
institutions  and  ideals.  There  are  numerous  examples  of  the  range  and  depth  of  the 
threat,  but  one  will  serve  to  illustrate  the  many  others. 

The  current  problems  with  alien  smuggling  into  the  United  States,  and  with  the 
penetration  of  every  level  of  social  life  and  economic  activity  in  Russia  by  criminal 
groups  are  vivid  tales  of  the  potential  for  harm  and  disruption  that  criminal  organi- 
zations represent.  But  perhaps  the  most  poignant  tale,  the  one  with  the  deepest 
moral  is  the  present  situation  of  Colombia  as  it  tries  to  cope  with  perhaps  the  larg- 
est, richest,  and  most  powerful  of  the  international  organized  criminal  groups.  In 
the  past  several  years,  I  have  worked  directly  on  problems  relating  to  drug  traffick- 
ing from  Colombia  and  the  Andean  Region.  In  that  time,  I  have  had  the  opportunity 
to  discuss  in  detail  with  Colombian  officials,  with  US  and  international  law  enforce- 
ment, with  private  citizens'  groups,  and  with  former  Cartel  operatives  the  nature 
and  extent  of  the  threat  that  the  Colombian  criminal  groups  pose  to  Colombian  soci- 
ety, public  institutions,  and  civil  peace.  The  picture  that  emerges  is  a  deeply  dis- 
turbing one. 

Leaving  aside  the  dramatic  events  of  the  virtual  war  between  the  Medellin  Cartel 
and  the  government  that  only  recently  played  out  to  its  end  in  the  sad  spectacle 
of  a  shootout  between  Pablo  Escobar  and  government  forces,  the  far  more  sinister 
threat  lies  ahead.  It  is  a  tale  of  corruption  and  penetration  of  government  and  soci- 
ety that  cuts  to  the  bone  of  national  life  in  that  poor  country.  The  scale  of  the  pene- 
tration and  corruption,  which  reaches  into  every  facet  of  life  and  into  the  highest 
reaches  of  government  and  society,  is  staggering.  So  staggering  that  it  is  hard  to 
grasp,  either  by  those  who  stand  outside  Colombia,  or  by  those  caught  in  it  in  Co- 
lombia. Let  me  hasten  to  say  that  my  objective  is  not  to  excoriate  Colombia  and  its 
courageous  people.  It  is  not  to  single  them  out  as  if  Colombia  were  the  only  country 
to  know  corruption  and  crime.  Instead,  I  draw  upon  the  experience  of  Colombia  to 
highlight  the  truly  disturbing  nature  of  the  threat  from  criminal  organizations  to 
decent  government  there  and  elsewhere.  No  one  is  immune. 

In  a  recent  edition  of  a  popular  Colombian  news  magazine,  itself  owned  by  a  fam- 
ily with  long  ties  to  the  criminal  mafia,  there  are  several  pictures  of  high-society 
party.  Among  the  shots  is  one  featuring  one  of  the  leading  candidates  for  the  presi- 
dency of  Colombia  alongside  one  of  the  more  prominent  drug  kingpins.  The  fact  that 
the  drug  lord  could  move  in  these  circles  is  itself  a  commentary,  but  that  a  leading 
presidential  candidate  would  permit  himself  to  be  in  that  company  and  appear, 
smiling,  in  a  picture  to  be  prominently  displayed  for  a  national  audience  tells  an- 
other, deeper  tale.  Increasingly,  the  sea  of  money  upon  which  the  cartels  float  is  be- 
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coming  the  avenue  by  which  the  drug  lords  are  gradually  buying  their  way  into  Co- 
lombian society,  and,  in  some  cases,  buying  significant  parts  of  that  society. 

Based  on  informants,  it  is  now  clear  that  the  Cartels  are  planning  to  become 
major  investors  in  virtually  every  area  of  economic  activity  in  Colombia,  particularly 
in  the  development  of  local  oil  refineries,  paper  mills,  and  other  major  industrial 
projects.  They  are  spending  vast  sums — really  very  small  for  the  Cartels — on  elec- 
tions, particularly  for  the  Congress.  This  effort  was  notably  successful  in  the  recent 
elections  in  which  many  cartel  candidates  scored  major  victories  in  the  face  of  low 
voter  turnout.  Coupled  with  the  bribing  of  judges,  police,  news  people,  government 
ministers,  and  business  leaders,  the  cartels  are  in  the  process  of  legitimizing  them- 
selves and  rendering  Colombian  institutions  willing  conspirators  in  their  efforts. 
One  of  the  principal  gains  in  this  process  was  their  successful  campaign  to  end  ex- 
tradition. Manipulating  public  opinion  by  casting  the  issue  in  emotional,  nationalist 
terms,  they  were  successful  in  getting  a  revision  of  the  Colombian  constitution  that 
protects  them  from  international  [read  US]  law  enforcement  efforts.  This  purely  cyn- 
ical manipulation  of  the  legislative  process  and  subsequent  successes  in  securing  the 
placement  of  key  legislators  in  the  national  congress,  is  a  measure  of  just  how  deep 
corruption  now  extends.  But  it  is  not  confined  to  the  highest  echelons. 

Telephone  workers  volunteer  their  services  to  the  cartels  to  pass  on  useful  infor- 
mation. Air  traffic  controllers  routinely  work  for  the  cartels,  helping  to  vector  drug 
flights  to  safe  landings  away  from  law  enforcement.  Department  military  and  police 
commanders  are  suborned — the  going  rate  about  one  million  dollars  a  year,  which 
is  nothing  for  the  cartels.  In  many  areas  of  the  country,  the  cartels,  through  various 
front  organizations,  compete  and  outperform  the  government  in  delivering  social 
services,  employment,  housing,  health  care,  and  educational  facilities.  And,  of 
course,  there  are  the  countless  sicarios,  the  paid  assassins  who  are  prepared  to  kill 
for  virtually  nothing.  Murder,  extortion,  kidnapping,  and  violent  crime  are  rampant 
on  a  truly  heroic  scale.  Links  between  organized  crime  and  the  guerrillas  have  given 
the  latter  greater  freedom  to  operate,  more  money  to  buy  arms  and  supplies.  Even 
the  guerrillas  have  become  corrupted.  The  result  is  the  criminalization  of  society. 
Before  our  eyes  we  are  watching  as  the  Cartels  convert  Colombia  into  a  narco-de- 
mocracy. 

Perhaps  the  most  visible  example  of  this  is  the  Colombian  government's  recent 
efforts  to  negotiate  with  the  cartels.  Ostensibly  this  is  to  get  the  leaders  to  agree 
to  surrender  to  government  authority  after  pleading  guilty  to  certain  crimes.  On  the 
surface  this  is  sort  of  a  national  plea-bargaining  effort.  It  is  an  attractive  idea  to 
get  the  cartel  leaders  to  voluntarily  surrender  to  government  authority.  But  the  re- 
ality is  very  different.  While  I  do  not  question  the  honesty  and  integrity  of  President 
Gaviria  or  of  Mr.  de  Grief  or  their  motives  in  trying  to  finding  an  honorable  way 
out  of  a  dilemma  that  is  exhausting  Colombian  society,  I  am  concerned  that  they, 
like  many  others,  simply  do  not  appreciate  what  they  are  dealing  with.  Their  re- 
sponses, which  are  consonant  with  Colombian  tradition,  are  to  seek  a  reconciliation, 
a  peaceful  way  out  of  a  violent  and  disruptive  circumstance.  This  naivety  is  exposed 
most  directly  in  de  Griefs  recent  flirtations  with  the  notion  of  legalizing  drugs  as 
a  way  out  of  the  problem.  While  he  is  in  good  company,  the  idea  hardly  addresses 
the  problem  or  the  threat.  Unfortunately,  they  are  not  dealing  with  honorable  men. 
Their  good  faith  is  not  returned,  and  so  the  result  is  that  the  negotiations  are  a 
sham  and  a  shame. 

As  a  result  of  the  negotiations,  if  they  should  be  resumed  and  are  successful,  the 
cartel  leaders  will  plead  guilty  to  various  minor  crimes;  serve  short,  truncated  sen- 
tences; give  up  none  of  their  assets;  turn  over  no  businesses;  supply  no  information 
on  operations  or  on  other  crimes  and  criminals;  and  be  able  to  retire  in  great  comfort 
free  from  the  threat  of  future  prosecution.  It  is  a  good  deal.  The  government  gets 
the  semblance  of  peace.  Meanwhile,  narcotrafficking  will  continue  as  will  other 
criminal  activities.  The  chief  casualty  in  this  process  is  Colombian  democracy.  Slow 
the  institutions  of  government  are  being  suborned  for  criminal  purposes.  The  press, 
the  courts,  the  military,  the  police,  civic  leaders,  government  ministers,  members  of 
congress,  and  more  slowly  find  themselves  orbiting  around  the  central  concerns  and 
ambition  of  the  wealthiest  members  of  Colombian  society,  the  Cartel  leaders.  This 
is  the  story  that  is  unfolding  before  us.  As  it  proceeds,  the  Colombians  become  more 
deeply  enmeshed  and  more  defensive  and  hostile  to  any  criticism  or  expressions  of 
concern.  Thus,  we  watch  as  one  of  the  oldest  democracies  in  this  hemisphere  suc- 
cumbs to  criminal  penetration.  One  hopes  that  the  courageous  Colombian  people 
will  find  a  way  out  of  this  dilemma.  It  is  not,  however,  a  problem  confined  to  Colom- 
bia. It  is  a  story  increasingly  familiar  in  Asia,  Africa,  Europe,  and  in  this  hemi- 
sphere: the  erosion  of  government  by  criminal  organizations  and  corruption. 
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THE  NATURE  OF  A  RESPONSE 

It  is  not  possible  here  to  give  more  than  a  sketch  of  a  response  to  the  overall  crisis 
of  ungovernability  or  to  the  particular  problems  of  international  organized  crime, 
but  a  few  observations  are  in  order.  First,  while  the  problems  are  immense,  they 
are  not  beyond  our  capacity  to  deal  with,  if  we  develop  the  critical  programs  and 
are  prepared  to  undertake  the  leadership  necessary  to  deal  with  them.  Second, 
international  organized  criminals  are  not  ten  feet  tall.  They  are  vulnerable  and  we 
can  hit  them  where  it  hurts.  Third,  we  can  build  on  existing  efforts  to  make  further 
progress;  we  do  not  have  to  re-invent  that  well-known  wheel. 

In  responding  to  the  overall  threat  of  ungovernability,  we  must  recognize  that  we 
cannot  do  everything,  for  everyone,  all  at  once.  We  need  a  sense  of  priority,  and  a 
sense  of  humility.  We  need  to  set  up  criteria  for  determining  where  our  most  impor- 
tant interests  lie  and  where  our  efforts  are  likely  to  return  the  most  on  the  invest- 
ment. We  need  an  idea  of  what  level  of  commitment  is  called  for,  whether  we  have 
the  means  to  undertake  it,  and  if  the  American  public  will  support  it.  We  need  to 
rethink  our  foreign  aid  policies  of  the  last  45  years  and  begin  to  recognize  that  we 
cannot  build  nations  where  the  will  and  capacity  do  not  exist  locally.  We  must  scale 
back  our  expectations  and  the  level  of  effort,  concentrating  not  on  major  govern- 
ment-to-government projects  but  on  smaller  people-to-people  efforts.  In  this  regard, 
several  components  should  underlie  our  work: 

Help  to  develop  legal  systems  to  operate  within  a  consistent  framework  of  law 
that  respects  individual  rights  and  property; 

Training  programs  for  officials  in  public  administration,  particularly  small- 
scale  management  at  the  local  level; 
Programs  to  scale  back  the  size  of  government  bureaucracy; 
Focus  on  assistance  to  the  private,  not  the  public,  sector; 
Conditional  assistance  based  on  clear  goals  and  timetables  that  achieve  set 
objectives; 

Assistance  to  demilitarize  local  situations  and  working  to  reduce  the  size  of 
armed  forces;  and, 

Work  to  limit  the  spread  of  conventional  arms  and  weapons  of  mass  destruc- 
tion. 
Since  this  discussion  has  not  dealt  with  the  problems  of  ethnicity  or  radical  reli- 
gious movements,  I  will  not  go  into  a  discussion  of  what  might  be  done  to  handle 
these  problems,  other  than  to  observe,  that  they  are  among  the  most  difficult  to  deal 
with  and  may  have  no  readily  available  solution  that  anyone  will  find  acceptable 
at  this  time.  That,  perhaps,  should  be  the  subject  of  a  further  hearing. 

As  to  the  problems  of  organized  crime,  which  have  been  the  focus  here,  I  have 
a  few  observations.  First,  we  must  continue  to  build  on  the  progress  that  we  have 
made  on  money  laundering  by  continuing  the  efforts  of  the  Financial  Action  Task 
Force.  Second,  we  must  work  bilaterally  and  with  multilateral  organizations  to 
strengthen  banking  laws,  information  sharing,  and  law  enforcement  cooperation. 
Third,  we  must  work  with  individual  countries  to  improve  their  criminal  justice  sys- 
tems and  their  laws  governing  organized  crime.  Fourth,  we  must  improve  our  own 
collection  and  analysis  capabilities  and  the  interagency  coordination  mechanisms  to 
deal  with  the  international  nature  of  the  problem.  Finally,  and  most  particularly, 
we  must  recognize  the  true  nature  of  the  threat  and  develop  the  policy  framework 
and  leadership  necessary  to  sustain  an  effort.  This  is  not  a  problem  that  will  go 
away,  therefore  fire-and-forget  strategies  have  little  hope  of  success,  especially 
against  organizations  equipped  to  withstand  attacks  and  learn  from  their  mistakes. 
It  is  with  this  background  that  we  hope  to  discuss  in  more  detail  the  nature  of 
the  problems  we  collectively  face  and  what  we  must  begin  to  do  now  in  order  to  deal 
with  organized  crime  and  the  larger  issue  of  ungovernability.  I  look  forward  to  a 
dialogue  that  will  explore  solutions  and  an  exchange  of  ideas  that  will  move  us  to- 
wards a  better  understanding. 

Senator  Kerry.  Thank  you  very  much,  Mr.  Olson.  Mr.  Blum, 
welcome  back. 

STATEMENT  OF  JACK  BLUM,  ESQ.,  FORMER  INVESTIGATIVE 
COUNSEL,  SENATE  FOREIGN  RELATIONS  COMMITTEE 

Mr.  Blum.  Thank  you.  It  is  a  pleasure  to  be  here,  and  I  very 
much  appreciate  the  invitation. 

I  have  a  prepared  statement.  I  will  summarize  that  because  I 
know  time  is  short. 
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Local  street  crime  now  has  an  international  context,  and  I  think 
we  became  aware  of  that  a  couple  of  years  ago  as  the  drug  problem 
exploded,  but  now  we  also  have  an  international  context  for  a  num- 
ber of  social  problems. 

Illegal  immigration — southern  California  is  overwhelmed,  the 
State  of  California  is  overwhelmed.  That  has  an  international  con- 
text. 

What  has  happened  is  these  problems  are  forcing  us  to  take  a 
look  at  weaknesses  in  the  larger  international  criminal .  system. 
What  is  going  wrong  here?  What  is  it  that  has  created  the  situation 
where  we  cannot  control  our  own  problems  domestically?  And  how 
do  we  deal  with  people  who  operate  across  borders? 

Let  me  begin  with  the  lack  of  resources.  When  you  operate  across 
borders  as  either  a  law  enforcement  agency  or  a  government,  you 
need  people  who  are  trained  in  language,  culture,  and  complicated 
matters.  It  is  not  a  robbery  at  a  7-Eleven.  You  are  talking  about 
sophisticated  financial  institutions,  sophisticated  financial  instru- 
ments, and  different  components  of  criminal  organizations  which 
do  not  necessarily  communicate  with  each  other. 

So,  your  police  officers  have  to  be  able  to  understand  in  an 
overarching  way  what  is  going  on.  And  even  though  we  have  put 
some  resources  into  it,  and  even  though  there  are  some  very  good 

f>eople,  for  example  at  DEA,  who  are  trying,  as  against  the  prob- 
ems  tnat  we  are  dealing  witn  the  resources  are  laughable. 

I  have  been  with  FBI  agents  who  have  recently  been  told  you 
cannot  use  a  cellular  phone  because  it  costs  too  much.  And  they  are 
being  told  this  not  because  it  is  for  improper  purpose,  not  because 
they  are  doing  it  for  convenience,  it  is  because  there  simply  is  not 
the  budget. 

*They  cannot  travel,  so  if  you  have  an  agent  who  is  really  working 
a  case  and  he  needs  to  go  to  six  or  seven  places,  there  is  no  budget. 
You  cannot  put  him  on  a  plane  to  go  somewhere.  He  has  got  to  sort 
of  send  a  telex  and  hope  that  the  agent  down  the  line  will  have 
enough  connection  with  the  problem  to  be  able  to  figure  it  out. 

We  cannot  beat  international  criminal  organizations  with  that 
kind  of  nickel  and  dime  strategy.  It  simply  will  not  work. 

And  people  have  to  be  put  on  cases  not  for  a  week  or  two  weeks 
or  a  particular  issue,  but  they  have  to  work  on  the  problem  as  a 
whole  and  look  at  it  strategically. 

In  law  enforcement,  the  difference  between  strategy  and  tactics 
is  tactics  are  license  plate  numbers  and  strategy  is  where  to  catch 
the  guy  with  the  car. 

It  has  got  to  become  the  long-range  strategic  thinking  that  one 
used  to  do  and  still  does  in  the  national  security  arena,  and  we  are 
not  doing  enough  of  that  at  all. 

Then  we  are  dealing  with  an  antique  legal  system.  Our  common 
law  system,  our  method  of  prosecuting  criminals  is  an  antique  from 
the  British  legal  system  of  the  18th  century,  18th-19th  century.  It 
is  perfectly  suited  for  the  stealing  of  a  cow  on  the  village  common. 
The  jurisdiction  is  clear,  you  can  identify  what  has  been  stolen,  you 
can  identify  the  villain,  you  can  identify  the  victim,  and  you  can 
send  someone  to  jail. 

Get  yourself  into  an  international  case  that  involves  a  drug  car- 
tel, an  arms  smuggling  ring,  a  bank  fraud,  you  have  got  hundreds 
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of  thousands  if  not  millions  of  documents  in  dozens  of  languages 
with  many,  many  witnesses,  many  of  whom  are  from  different  cul- 
tures and  different  backgrounds.  And  now  you  take  this  mess  into 
a  court  and  you  try  to  prosecute  them. 

You  come  up  with  some  legal  theory,  perhaps  it  is  a  good  one  and 
it  fits  in  a  criminal  law,  and  the  jury  is  hopelessly,  totally  lost  and 
confused.  What  are  we  doing  here?  Why  are  we  here?  What  is  this 
all  about?  Who  is  the  victim?  I  really  do  not  understand  it. 

So,  our  legal  system  is  really  not  suited  for  complicated  inter- 
national crime.  We  have  gone  a  little  bit  of  the  way  with  RICO,  but 
we  have  to  go  a  lot  further  along  in  thinking  it  all  through. 

Then  we  have  some  other  problems  that  complicate  it.  Sov- 
ereignty is  really  a  very  strange  piece  of  business.  We  have  a  law 
of  nations  so  when  we  deal  with  another  nation  what  we  do  is  we 
go  to  the  other  nation  for  criminal  justice  assistance.  What  has  to 
happen  is  the  cop  goes  to  the  Justice  Department,  the  Justice  De- 
partment goes  the  State  Department,  the  State  Department  goes  to 
the  foreign  office,  the  foreign  office  goes  to  the  cop  at  the  other  end. 
That  process  can  take  6  months,  1  year,  2  years,  or  whatever. 

Sometimes  it  is  short-circuited,  but  more  often  than  not  that 
process  is  so  complicated  and  so  convoluted  that  with  a  minimal  ef- 
fort the  bad  guys  can  make  a  mess  of  it.  And  it  makes  cooperation 
a  mockery. 

And  even  where  we  have  treaties,  extradition  treaties,  mutual 
legal  assistance  treaties,  the  complexities  of  making  them  work  in- 
volves so  much  time,  effort,  and  money  that  people  are  reluctant 
to  do  it  for  more  than  the  very  unusual  case. 

You  recall  the  Nigel  Bowe  affair.  Nigel  Bowe  was  finally,  finally, 
after  it  was  I  guess  6  years,  extradited  in  1991  or  1992.  I  think  it 
was  1992.  But  6  years  of  work  and  $6  million  later  we  get  one  guy. 

Now,  making  that  worse  is  the  emergence  of  what  I  call 
ministates.  We  now  have  180  sovereign  nations,  and  of  that  180  I 
dare  say  20  to  25  will  sell  or  rent  the  attributes  of  a  nation-state 
to  any  organization  that  wants  to  use  it. 

So,  if  you  need  a  passport  you  can  buy  one  from  St.  Kitts.  If  you 
need  to  hide  your  money  or  have  a  jurisdiction  that  will  stand  up 
and  say  you  cannot  look  at  our  bank  accounts,  we  can  give  you  a 
half  dozen  places  that  will  be  delighted  to  do  it.  If  you  do  not  want 
to  pay  taxes,  you  want  to  run  an  unregulated  bank,  here,  take  our 
flag,  it  is  for  sale,  it  is  for  rent. 

Some  of  these  sovereign  nations  are  not  insignificant.  The  most 
prominent  among  them  is  Great  Britain  which  maintains  the  Cay- 
man Islands,  the  Channel  Islands  as  places  of  safety  for  people  who 
want  to  hide  out  from  law,  regulation,  and  taxation,  and  that  issue 
has  to  be  dealt  with. 

The  law  of  nations  never  contemplated  180  nation-states  that 
were  using  their  sovereignty  to  protect  bad  guys.  That  just  simply 
was  not  on  the  books. 

Finally,  there  is  a  larger  question  which  we  have  to  begin  to  deal 
with,  and  that  is  how  do  we  begin  to  create  an  international  crimi- 
nal justice  system  that  works.  By  that  I  mean  look  at  what  was 
going  on  in  the  United  States  in  the  twenties.  In  the  twenties  you 
had  individual  States  and  when  got  to  the  State  line  the  criminals 
waved  goodbye  to  the  cops.  And  my  analogy  is  the  Bonnie  and 
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Clyde  movie,  where  Bonnie  and  Clyde  hit  the  Oklahoma  line,  and 
there  are  the  police  on  one  side  and  they  get  out  of  gunshot  range 
and  they  wave  goodbye. 

We  now  have  to  find  ways  to  move  that  criminal  justice  system 
past  the  State-to-State  goodbye  problem.  And  what  we  are  dealing 
with  today  is  the  need  to  begin  to  find  novel  ways  of  making  it 
work  across  borders,  and  let  me  toss  out  for  discussion  some  ideas. 

Maybe  our  courts  have  to  begin  to  import  and  use  the  criminal 
law  of  foreign  nations.  So,  if  we  catch  a  bad  guy  here  who  has  done 
some  very  bad  things  somewhere  else,  we  may  try  him  here  under 
the  law  of  where  he  did  the  other  bad  things.  That  is  something 
we  do,  by  the  way,  in  civil  international  law  but  would  not  think 
of  doing,  at  the  moment,  in  criminal  international  law. 

We  have  to  begin  to  allow  police  and  prosecutors  to  operate 
across  borders,  perhaps  let  British  prosecutors  come  to  an  Amer- 
ican court  and  try  someone  here,  and  vice  versa. 

We  have  a  treaty  now  with  Israel  that  permits  American  pros- 
ecutors to  try  an  Israeli  in  Israel  under  American  law  if  he  has 
committed  the  crime  here,  and  that  is  a  full  American  law  trial  in 
Israel.  It  is  this  kind  of  cross  border  thinking  that  has  to  be  carried 
forward. 

We  also  have  to  think  about  one  other  thing  and  then  I  will 
close.  It  is  the  question  of  punishment.  I  have  become  aware  of  a 
couple  of  cases  that  I  think  illustrate  the  irrationality  of  the  system 
of  punishment. 

We  now  have  30  percent  of  Federal  prisoners  as  non-American 
nationals.  The  idea  of  incarceration  as  punishment  has  to  do  with 
pulling  someone  away  from  his  own  society  and  actually  depriving 
him  of  some  status  and  putting  a  mark  on  him,  and  people  do  not 
want  to  have  that  happen. 

But  if  you  are  Haitian  mule  carrying  dope  into  the  United  States, 
you  are  actually  better  off  in  an  American  jail  than  in  Haiti.  And 
that  case  has  in  fact  occurred,  where  a  mule  gets  up  in  a  Federal 
court  in  Miami  and  he  is  offered  time  served  and  deportation  and 
he  turns  around  and  says,  please,  send  me  back  to  jail.  They  are 
fixing  my  teeth.  They  are  feeding  me.  I  am  learning  how  to  be  a 
cook,  and  I  am  learning  to  speak  English. 

That  is  one  problem.  And  the  second  problem  is  the  Colombian 
who  says,  please,  I  do  not  want  to  plea  bargain.  If  I  go  to  jail  for 
10  years  they  will  not  kill  my  family.  If  I  go  to  jail  for  3  they  will 
believe  that  I  talked  and  I  have  got  a  bunch  of  dead  relatives. 

That  kind  of  irrationality  in  the  punishment  system  is  something 
we  had  better  look  at  before  we  invest  $50,000  a  year  in  incarcerat- 
ing people  for  very  good  reason  but  with  no  practical  result. 

The  things  I  am  talking  about  will  take  a  long  time  to  work  out, 
working  through  new  systems  of  international  criminal  justice, 
coming  up  with  new  ways  of  approaching  complex  criminal  trials. 
But  I  submit  that  the  drug  problem  is  only  the  beginning.  The  drug 
problem  is  the  thing  that  is  throwing  this  issue  up  on  the  screen 
for  all  of  us  to  look  at. 

The  underlying  other  issues  are  taxation.  In  my  judgment  it  is 
no  surprise  that  all  of  the  developed  world  is  running  a  budget  def- 
icit. Because  of  these  international  tax  havens  most  governments 
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cannot  collect  taxes.  And  unless  we  begin  to  work  together,  that 
problem  will  get  progressively  worse. 

So,  this  kind  of  harmonization  and  looking  at  new  legal  ap- 
proaches and  systems  is  something  that  must  happen,  and  the  dis- 
cussion must  begin.  And  I  would  really  like  to  see  it  begin  sooner 
rather  than  later. 

Thank  you. 

[The  prepared  statement  of  Mr.  Blum  follows:] 

Prepared  Statement  of  Mr.  Blum 

My  name  is  Jack  Blum.  I  am  a  partner  in  the  Washington  D.C.  law  firm  of  Lobel, 
Novins,  Lamont  and  Flug.  For  the  past  five  years  I  have  been  working  on  issues 
of  international  criminal  Taw  as  a  private  attorney  representing  clients  who  are  the 
victims  of  crime,  through  involvement  in  non-governmental  organizations,  and  as  a 
consultant  to  various  U.N.  Agencies. 

As  communications  and  transportation  have  improved,  and  the  ease  of  doing  busi- 
ness internationally  has  increased,  international  criminal  activity  has  become  in- 
creasingly organized  and  increasingly  sophisticated.  This  development  is 
multifaceted.  Foreign  criminals  are  working  the  U.S.  market,  American  criminals 
are  using  offshore  facilities  and  havens,  and  criminals  from  all  parts  of  the  world 
are  attacking  international  business. 

While  most  Americans  are  focused  on  street  crime  and  violence,  and  street  drug 
dealing,  the  wholesale  supply  systems  that  fuel  them  are  themselves,  large,  rich, 
international  businesses.  Much  of  our  domestic  street  crime  problem  must  now  be 
seen  in  an  international  context  to  be  understood  and  solved. 

Cocaine  and  heroin  are  exported  by  groups  based  outside  the  United  States.  Sen- 
ior management  of  these  criminal  enterprises  carefully  avoids  coming  here.  Their 
profits  may  be  invested  here,  but  the  investments  are  through  offshore  corporations 
with  untraceable  ownership.  Lower  level  managers  do  come  to  the  United  States  as 
evidenced  by  the  fact  that  more  than  30%  of  the  inmates  in  Federal  prisons  are  non- 
citizens. 

Financial  fraud  has  become  an  international  commonplace.  Fee  for  loan  schemes, 
commodity  scams,  and  corporate  fraud  more  often  than  not  have  major  international 
components.  In  the  S&L  cases  large  sums  of  money  went  to  foreign  bank  accounts 
far  beyond  the  reach  of  the  RTC.  In  the  insider  trading  cases,  the  trades  were  made 
from  offshore  accounts  and  the  profit  went  to  offshore  accounts.  The  Maxwell  case, 
the  BCCI  case,  and  the  more  recent  problems  at  Metallgeselschaft,  are  all  examples 
of  fraud  or  suspected  fraud  which  is  global  in  scope. 

Various  ethnic  groups  have  become  central  in  international  schemes  because  they 
use  languages  which  most  police  do  not  understand  and  cannot  be  infiltrated  by  un- 
dercover agents  and  informers.  The  Haitians  became  players  in  the  drug  trade  be- 
cause there  are  so  few  law  enforcement  officials  who  can  speak  the  Haitian  dialect. 
Many  Nigerian  criminal  groups  which  deal  drugs  and  commit  frauds,  come  from  a 
single  tribe  and  speak  one  of  Nigeria's  175  mutually  un-understandable  languages. 

The  illegal  international  weapons  trade  and  its  first  cousin,  proliferation,  are  be- 
yond the  practical  reach  of  existing  law.  This  country  can  try  to  control  its  exports, 
but  once  the  goods  are  gone,  the  arms  merchants  and  their  financiers  operate  on 
a  form  of  international  village  common,  made  up  of  mini-states  and  secrecy  havens 
that  lack  both  laws  and  police. 

THE  BONNIE  AND  CLYDE  PROBLEM 

In  the  not  too  distant  past  American  criminals  found  that  they  could  give  the  po- 
lice a  hard  time  simply  by  leaving  the  jurisdiction.  Virtually  all  criminal  law  was 
local,  police  could  not  cross  state  Tines  and  interstate  cooperation  was  difficult  be- 
cause of  poor  communication.  The  movie,  Bonnie  and  Clyde  has  a  scene  in  which 
the  pair  waves  good  bye  to  the  Oklahoma  state  police  as  they  cross  the  line  into 
Texas. 

As  a  result  of  the  experience  of  the  1930's,  when  interstate  movement  of  criminals 
increased,  the  United  States  began  to  develop  criminal  law  at  the  federal  level.  For 
the  first  time  the  Federal  government  began  to  run  national  law  enforcement  agen- 
cies which  could  follow  the  criminals  wherever  they  went.  The  agencies  could  also 
cooperate  with,  and  coordinate,  the  activities  of  state  and  local  jurisdictions. 

Today,  the  world  law  enforcement  system  is  where  the  United  States  was  in  the 
1920's.  American  criminals  have  discovered  that  international  boundaries  are  what 
state  boundaries  once  were.  International  organizations  target  the  rich  markets  of 
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the  developed  world  and  use  the  limitations  international  boundaries  put  on  law  en- 
forcement to  frustrate  efforts  to  put  them  out  of  business.  The  international  crimi- 
nal knows  that,  for  the  most  part,  he  moves  beyond  the  reach  of  the  nation  state 
when  he  leaves  the  country.  He  understands  that,  with  rare  exception,  when  a  com- 
plex crime  crosses  an  international  border,  the  national  law  enforcement  authorities 
will  face  extraordinary  barriers  in  trying  to  bring  him  to  justice. 

The  basic  tools  for  working  an  international  case  are  extradition  treaties,  inter- 
national conventions  and  mutual  legal  assistance  treaties.  Even  when  these  tools 
work  well  they  take  unbelievable  amounts  of  time  and  money.  Time  is  a  problem 
because  investigations  are  time  sensitive  and  the  system  for  cooperation  is  tortu- 
ously slow.  Under  the  common  conventions  of  international  law,  all  communication 
between  governments  is  through  foreign  offices.  As  a  result,  requests  move  from  the 
law  enforcement  agency  to  the  international  affairs  section  at  the  Justice  Depart- 
ment, from  there  to  State.  From  State  they  go  to  the  Foreign  Affairs  Ministry  of 
the  country  to  which  the  request  is  directed,  thence  to  the  Justice  Ministry  and  fi- 
nally to  local  authorities. 

My  first  law  of  bureaucracy  is,  that  every  desk  a  paper  hits  as  it  move  through 
the  process  adds  at  least  two  weeks,  and  most  likely  a  month,  to  the  overall  time. 
A  mutual  legal  assistance  request,  in  a  case  in  which  all  parties  are  cooperating, 
can  take  six  months  or  more.  If  there  are  political  considerations,  legal  roadblocks, 
or  uncooperative  or  corrupt  governments,  requests  can  take  years.  The  criminals 
know  the  problem  and  exploit  it. 

Extradition  requests  are  equally  troubled.  The  infamous  Nigel  Bowe  case,  involv- 
ing an  extradition  request  from  the  Bahamas  took  more  than  six  years  to  be  hon- 
ored and  cost  the  United  States  more  than  $6  million  in  legal  fees.  When  the  United 
States  attempted  to  extradite  Jorge  Ochoa  from  Spain  in  the  mid-1980's  Ochoa's 
lawyers  persuaded  Colombia  to  enter  a  competing  request  for  extradition  on  charges 
of  illegal  importing  fighting  bulls.  The  Colombian  request  took  precedence  and  the 
Ocha  cocaine  gang  Kept  going  for  another  five  years. 

Mutual  legal  assistance  treaties  have  improved  the  efforts  of  police  cooperation, 
but  they  have  serious  limits  as  well.  To  get  financial  information  from  secrecy  coun- 
tries it  must  be  requested  in  precisely  the  right  form.  The  law  enforcement  officials 
must  know  the  exact  name  of  the  account  they  are  looking  for  and  prove  it  was  con- 
nected with  drugs.  When  requests  are  politically  sensitive,  or  involve  countries 
which  are  corrupt,  making  the  treaties  work  is  like  trying  to  pour  molasses  in  sub 
zero  cold.  The  requests  can  take  endless  time  and  involve  endless  quibbling.  My  fa- 
vorite MLAT  story  is  when  the  "competent  authority"  handling  legal  assistance  in 
the  Cayman  Islands  told  the  Justice  Department  that  the  treaty  applied  only  to  the 
Federal  government  and  not  to  the  state  of  New  York.  Robert  Morgenthau,  the  New 
York  County  District  Attorney  wrote  back,  pointing  out  that  Manhattan  has  pros- 
ecuted more  felonies  in  one  year  than  Cayman  has  people.  In  the  end  Cayman 
backed  down. 

Inadequate  legal  tools  are  not  the  only  problem.  The  financial  and  human  re- 
sources to  do  the  job  are  woefully  inadequate.  International  cases  take  money  for 
travel  and  communications.  They  require  scarce  language  skills.  They  require  people 
trained  in  international  banking  and  finance.  They  require  the  commitment  of 
human  resources  for  long  periods  of  time.  Some  agencies  such  as  DEA  recognize 
these  problems  and  put  much  of  their  budgets  into  the  international  area.  Other  im- 
portant agencies  such  as  the  FBI,  IRS,  Customs  and  the  Secret  Service  are  much 
more  limited  in  what  they  can  do. 

The  stories  about  the  problems  of  limited  resources  are  hair  raising.  FBI  agents 
have  told  me  about  having  their  cellular  phones  taken  away  because  they  were 
using  them  too  much.  The  use  was  for  FBI  purposes  and  appropriate,  but  the  agents 
were  told  it  was  just  too  expensive.  Similarly,  restrictions  on  travel  prevent  agents 
with  extensive  knowledge  about  a  case  from  following  leads  to  other  locations.  They 
have  to  pass  their  leads  to  other  agents  who  may  or  may  not  know  what  they  are 
looking  for  or  what  questions  to  ask.  And,  there  are  the  insulting,  and  stupid,  fly 
American  restrictions  that  complicate  what  little  international  travel  is  permitted. 

BIS  CDD  (Criminal  Investigation  Division)  agents  are  so  overloaded  that  they 
groan  when  someone  gives  them  a  case.  If  the  case  involves  foreign  bank  accounts 
and  bank  secrecy  havens,  the  agents  are  gun  shy  because  they  know  the  cases  will 
take  a  long  time  and  that  the  international  machinery  will  not  work  for  them.  Inter- 
national cases  at  IRS  are  viewed  as  career  killers. 

THE  LIMITS  OF  THE  PRESENT  SYSTEM 

In  many  ways  the  current  international  criminal  justice  system  is  an  eighteenth 
century  antique,  loosing  a  struggle  against  21st  century  villains.  English  criminal 
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law  had  its  roots  in  simple  kinds  of  wrong  doing  which  were  easily  described.  Steal- 
ing a  cow  from  the  village  common  and  purse  snatching  are  obvious  examples. 

Today's  international  crime  may  involve  complex  financial  instruments,  institu- 
tions that  are  unknown  to  the  vast  majority  of  people,  millions  of  pieces  of  paper, 
and  dozens  of  defendants  who  speak  a  bewildering  variety  of  languages.  The  adver- 
sarial trial  before  a  jury  of  twelve  citizens,  off  the  street,  does  not  work  well  in  these 
cases.  Rules  of  evidence  which  require  authenticating  each  document  turn  trials  into 
ordeals. 

It  comes  as  no  surprise  that  the  number  of  people  convicted  in  the  major  inter- 
national financial  frauds  of  the  last  few  years  is  relatively  small.  The  money  recov- 
ered is  negligible,  compared  to  the  amounts  stolen  or  missing. 

In  the  common  law  system  each  crime  has  elements  which  must  be  proved  and 
each  act  is,  for  the  most  part,  a  separate  crime.  Because  of  the  American  experience 
with  organized  crime  and  the  pioneering  work  of  the  Kefauver  Committee  investiga- 
tion in  the  1950's,  the  Congress  passed  the  RICO  law  which  gives  prosecutors  the 
ability  to  deal  with  the  entire  criminal  enterprise,  not  just  the  individual  incident 
on  a  count  by  count  basis.  Most  other  countries  have  not  jumped  this  hurdle. 

The  problem  is  that  other  countries  will  not  extradite  people  to  stand  trial  for 
crimes  they  do  not  recognize.  They  will  not  assist  in  criminal  investigations  of  crime 
they  do  not  recognize. 

THE  PROBLEM  OF  JURISDICTION 

The  further  complexity  in  large  international  cases  is  defining  the  locus  of  the 
crime  and  the  political  subdivision  with  the  jurisdiction  to  tackle  it.  Where  did  the 
crime  take  place?  In  the  case  of  a  stolen  cow  the  answer  is  obvious.  In  the  BCCI 
case  or  the  Maxwell  case  the  answer  is  not.  Who  has  the  responsibility  for  punish- 
ing the  perpetrators?  Is  there  any  way  of  consolidating  the  investigative  work? 
Which  government  should  spend  the  money  and  resources  on  bringing  the  criminals 
to  justice?  Which  government  has  the  resources?  Who  is  responsible  for  the  inter- 
national "commons^ 

We  have  adopted  a  broad  view  of  jurisdiction  that  allows  the  American  criminal 
justice  system  to  deal  with  crimes  that  have  an  impact  on  the  United  States,  and 
crimes  which  involve  many  other  jurisdictions,  but  have  at  least  one  overt  act  here. 
We  will  also  assert  jurisdiction  over  foreign  nationals  without  questioning  how  that 
person  came  into  the  custody  of  American  law  enforcement  authorities.  Kecent  ex- 
amples include  the  trial  of  General  Noriega  and  the  Alvarez-Machain  case.  We  have 
been  roundly-condemned  internationally  for  taking  this  position. 

Finally,  we  have  a  broad  conspiracy  law,  that  enables  our  authorities  to  include 
members  of  a  criminal  enterprise  that  were  not  actual,  hands  on,  participants  in 
the  crime.  The  head  of  a  cocaine  cartel  can  be  indicted  in  the  United  States  for  con- 
spiracy to  deliver  cocaine  here  even  though  he  has  never  come  to  the  United  States. 
Most  foreign  governments  do  not  think  well  of  this  position  either. 

The  countries  we  go  to  with  extradition  requests  and  MLAT  requests,  believe  that 
criminal  laws  are  territorial  and  stop  at  the  border.  A  few  take  the  position  that 
a  country's  laws  follow  its  own  citizens.  For  example,  the  French  take  the  position 
that  French  criminal  law  covers  a  criminal  act  by  one  Frenchman  against  another 
even  if  it  takes  place  in  New  York. 

In  this  world  of  jealously  protected  territorial  jurisdiction,  a  complex  international 
scheme  such  as  the  BCCI  fraud,  cannot  be  properly  investigated  and  fully  pros- 
ecuted by  any  one  country.  If  the  fraudulent  machinations  in  Abu  Dhabi  victimized 
someone  in  England,  the  British  government  would  have  a  hard  time  finding  the 
prosecutable  crime  in  England. 

The  United  States  is  unique  in  its  assertion  that  it  has  jurisdiction  over  foreign 
criminal  acts  that  have  impact  in  the  United  States.  We  are  satisfied  that  a  crime 
has  been  committed  when  there  is  an  element  of  the  crime  which  occurs  within  our 
borders.  This  position  has  been  attacked  vigorously  by  the  governments  of  Canada 
and  Britain  which  have  been  angered  by  the  application  of  American  antitrust  laws. 
They  call  our  approach  "extraterritoriality". 

We  need  to  develop  new  concepts  of  jurisdiction  and  approaches  to  criminal  law 
capable  of  dealing  with  multinational  criminal  acts  and  enterprises.  Criminal  law 
courts  in  one  country  may  have  to  apply  the  criminal  laws  of  another  country.  Pros- 
ecutors from  one  country  may  have  to  be  cross  designated  and  given  the  right  to 
firosecute  in  another  country's  courts  under  their  own  or  the  other  country's  law. 
n  certain  circumstances  we  may  have  to  have  trials  which  include  jurists  from 
more  than  one  country. 

In  short — there  is  a  lot  of  thinking  to  be  done  and  a  lot  of  hard  work  to  follow 
it.  Even  after  the  ideas  are  advanced  it  will  take  years  of  negotiation  and  debate 
to  move  the  process. 
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The  ideas  I  am  putting  forward  will  raise  serious  constitutional  issues.  To  be  ac- 
ceptable, any  solution  wfll  have  to  meet  the  tests  of  fundamental  fairness  and  the 
f>rotection  of  the  rights  of  the  defendant.  These  are  the  rocks  on  which  proposals 
or  an  international  criminal  court  have,  quite  legitimately,  foundered. 

THE  CONCEPTUAL  DIFFICULTIES 

Underneath  the  problems  with  creaky  treaty  machinery,  the  lack  of  money,  and 
the  lack  of  trained  people,  there  are  fundamental  barriers  to  international  criminal 
law  operations  which  must  be  recognized  and  discussed. 

All  law  is  normative.  That  is  to  say,  at  some  level,  it  is  the  product  of  a  societal 
consensus.  The  law  enforcement  machinery  can  only  catch  and  punish  the  perpetra- 
tors of  a  fraction  of  the  crimes  which  are  committed.  The  society  depends  on  people 
obeying  the  law  voluntarily. 

One  purpose  of  punishment  in  a  criminal  case  is,  among  others,  to  provide  deter- 
rence so  that  others  will  not  embark  on  a  criminal  career. 

When  these  basics  of  criminal  justice  are  applied  to  international  criminal  activ- 
ity, it  is  obvious  that  all  bets  are  off.  Foreign  criminals  do  not  accept,  may  not  know, 
and  do  not  care  about  the  norms  of  our  society.  In  many  countries  violence  against 
Americans  is  considered  a  positive.  In  a  few  countries  manufacturing  and  delivering 
coca  is  considered  "culturally  acceptable"  and  the  people  involved  in  the  business 
really  don't  understand  why  exporting  their  product  should  be  illegal. 

Most  foreigners  see  tax  evasion  as  a  kind  of  parlor  game.  In  most  places  there 
are  civil  penalties  at  worst,  and  a  wink  and  a  nod  as  the  norm.  Most  of  the  rest 
of  the  world  is  unconcerned  about  securities  fraud  that  targets  foreigners,  bank 
fraud  that  involves  offshore  institutions,  and  gun  running  that  moves  the  weapons 
somewhere  else. 

For  these  people  American  criminal  law  is  business  problem  rather  than  a  moral 
obligation.  The  international  criminal  is  perfectly  willing  to  play  the  odds  of  being 
caught — long  odds  indeed. 

Unfortunately,  a  common  view  among  the  elite  players  in  international  markets 
is  that  all  governments  and  their  regulations  are  a  senseless  attempt  to  interfere 
with  free  market  forces,  and  therefore  not  rational.  This  community  see  nothing 
wrong  with  using  tax  havens  and  secrecy  to  avoid  all  forms  of  regulation,  including 
criminal  laws. 

Even  if  a  foreign  criminal  is  caught,  the  punishments  do  not  make  sense.  Thus, 
a  Haitian  mule,  caught  bringing  cocaine  into  the  United  States  would  prefer  an 
American  jail  to  deportation.  The  Haitian  will  be  fed,  have  his  medical  problems 
treated,  and  possibly  learn  a  new  language  and  a  useful  skill.  The  shame  and  deri- 
sion, the  financial,  and  personal  difficulties,  that  a  middle  class  American  would  see 
flowing  from  a  prison  term,  do  not  apply  to  most  foreign  criminals. 

To  discuss  the  problem  intelligently  we  must  return  to  the  basic  concepts  and  ask 
whether  we  can  create  appropriate  international  norms,  and  if  so  how.  We  must  also 
ask  what  sort  of  punishment  system  makes  sense  for  foreign  criminals  who  are  ap- 
prehended and  convicted  here.  As  far  as  I  can  tell,  serious  discussion  at  this  level 
has  not  yet  started. 

THE  PROBLEM  OF  MINI-SOVEREIGNTY,  AND  SOVEREIGNTY  FOR  SALE 

The  sovereign  state  is  the  basic  building  block  of  the  international  legal  system. 
Its  rights  and  status  in  the  international  community  have  been  defined  by  common 
usage  and  conventions  such  as  the  United  Nations  Charter.  The  sovereign  state  is 
usually  respected  as  the  voice  of  its  citizens  by  other  states,  and  the  sole  deter- 
minant of  the  rights  and  duties  of  its  citizens.  Sovereign  states — in  theory  at  least — 
are  not  supposed  to  interfere  with  each  other's  internal  affairs.  For  the  most  part 
the  rules  have  been  respected  in  areas  of  criminal  Jaw  and  extradition  even  as  they 
have  been  disrespected  when  the  issue  has  been  political  idealogy  or  economics. 

As  the  "  Law  of  Nations"  evolved,  few  people  would  have  conceived  of  the  problem 
we  now  face.  A  number  of  sovereign  states  have  governments  which  are  operating 
as  international  criminal  organizations.  Burma  is  the  example  that  comes  to  mind. 
Other  sovereign  states  are  selling  their  sovereignty  to  criminal  organizations  to  as- 
sist them  in  breaking  the  criminal  laws  of  another  nation.  Surinam  was,  for  exam- 
ple, for  all  practical  purposes  working  for  the  Colombian  cartels.  Its  central  bank 
was  the  cartel  window  on  the  world  financial  system.  Still  others  offer  themselves 
for  sale  as  havens  and  waypoints. 

The  number  of  sovereign  states  has  grown  by  leaps  and  bounds.  The  number  of 
U.N.  member  state  has  more  than  tripled  since  the  organization  was  founded.  There 
are  nation  states  with  under  50,000  citizens,  whose  major  occupation  is  renting 
their  sovereignty,  no  questions  asked,  and  selling  their  passports. 
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This  conundrum  is  the  most  difficult  problem  DEA  faces.  As  a  law  enforcement 
agency  operating  in  a  foreign  country,  it  needs  the  permission  of  the  government 
to  function.  Even  when  it  gets  permission,  it  must  defer  to  the  local  police  agencies. 
To  stay  in  the  country  it  must  placate  the  government.  What  then  is  the  agency 
to  do  when  the  host  government  itself  is  the  problem,  or  at  least,  a  major  part  of 
the  problem? 

Thus  far  the  DEA  solution  in  the  drug  area  has  been  to  stay  in  place  and  make 
the  best  of  the  situation.  Their  theory  is  that  some  intelligence  is  better  than  none. 
In  some  countries  if  agents  had  their  way  they  would  love  to  arrest  large  numbers 
of  the  host  government  officials — an  obvious  impossibility. 

When  sovereign  governments  are  culpable  the  only  answer  is  the  use  of  the  tradi- 
tional foreign  policy  tools — hard  ball  diplomacy,  economic  sanctions,  covert  action, 
and  finally  military  intervention.  At  the  moment  the  United  States  is  not  about  to 
take  these  more  drastic  measures  to  stop  drug  trafficking.  Indeed,  last  I  heard  traf- 
ficking had  fallen  to  the  twenty  ninth  on  our  list  of  international  priorities. 

But  criminal  governments,  corrupt  governments  and  flags  for  sale  are  the  heart 
of  the  problem.  There  is  no  way  to  stop  international  organized  crime  if  it  operates 
from  a  safe  haven.  There  is  no  way  to  seize  the  loot  of  international  criminals  as 
long  as  there  is  a  system  of  unregulated  offshore  banking,  bank  secrecy,  bearer 
share  corporations,  and  nominee  shareholders. 

THE  OFFSHORE  BANK  HAVENS 

In  the  1930's  Meyer  Lansky  pioneered  the  use  of  Swiss  bank  accounts  to  hide  mob 
money.  He  used  mob  owned  gambling  casinos  to  launder  the  money.  His  hotels  and 
casinos  in  Havana  were  the  high  point  of  his  career.  When  Castro's  arrival  ended 
the  "action"  in  Havana,  it  moved  to  the  Bahamas — then  under  British  colonial  rule. 
The  Bahamas  had  bank  secrecy  and  it  soon  developed  its  reputation  as  a  place  to 
hide  illegal  money. 

The  cold  war  and  the  Vietnam  war  both  played  a  role  in  the  development  of  "off- 
shore" banking.  The  Soviets  wanted  to  keep  substantial  amounts  of  U.S.  dollars  out- 
side of  Russia  and  outside  of  the  reach  of  the  United  States  government.  They 
opened  Russian  banks  in  third  countries  and  began  accepting  dollar  deposits  and 
making  dollar  loans  These  dollars  became  known  as  Euro-dollars. 

The  Vietnam  war  created  a  large  balance  of  payments  deficit  and  a  major  political 
headache  for  President  Lyndon  Johnson.  He  decided  to  impose  currency  controls  on 
U.S.  foreign  investment.  The  corporations  and  banks  responded  by  moving  large 
sums  of  money  to  the  Bahamas  where  a  slew  of  branch  banks  began  operations.  The 
Bahamas  quickly  became  a  major  Euro-dollar  center. 

Panama  became  a  money  laundering  bank  secrecy  country  as  the  result  of  a  mis- 
directed AID  project.  When  Omar  Torrios  took  over  in  1968  the  United  States  paid 
for  a  team  of  economists  who  made  recommendation  to  the  Panamanian  government 
about  economic  development.  They  told  the  Panamanians  that  the  country  was  a 
natural  for  an  offshore  banking  center.  It  had  good  transportation,  good  communica- 
tions, and  best  of  all  its  currency  was  the  United  States  dollar. 

The  Panamanians  responded  by  passing  bank  secrecy  laws,  making  bearer  share 
corporations  legal  and  opening  the  doors  to  foreign  banks  and  foreign  bank  owner- 
ship. 

When  the  Bahamas  gained  independence  in  1972,  the  serious  offshore  money  left 
for  the  Cayman  Islands,  which  on  paper  quickly  became  one  of  the  world's  most  im- 
portant banking  centers.  It  also  became  a  center  for  tax  evasion  and  money  laundry. 

When  I  visited  the  Cayman  Islands  for  this  Committee,  in  1974,  the  lobby  of  my 
hotel  was  filled  with  American  lawyers  who  wanted  to  open  accounts  for  their  cli- 
ents. Because  the  room  telephones  failed,  I  was  able  to  listen  to  these  lawyers  ar- 
ranging their  meetings  with  banks  on  the  pay  phone  in  the  lobby.  Every  one  of  them 
said  he  had  a  client  sick  of  paying  taxes  and  wanted  to  set  up  a  secret  account. 

Since  1974  the  population  of  the  Caymans  has  more  than  tripled  to  26,000.  There 
are  570  commercial  banks,  and  more  than  50,000  corporations.  These  islands  are 
the  fifth  largest  banking  center  and  the  sixth  largest  source  of  bank  loans  to  the 
United  States  from  abroad. 

In  my  opinion  most  of  this  "offshore"  activity  is  in  the  Caymans  to  avoid  taxes, 
regulation,  and  criminal  law  enforcement. 

Today  Panama  is  a  more  important  center  for  money  laundering  than  it  was  in 
Noriega's  time.  The  lack  of  controls  make  it  an  ideal  place  to  deposit  illegal  cash. 
In  fact  it  is  still  the  world's  largest  placement  center.  Because  the  depositors  have 
doubts  about  the  stability  of  the  government  and  the  safety  of  their  money,  they 
quickly  move  the  money  to  corporate  accounts  set  up  in  the  Caymans.  The  corpora- 
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tions  are  frequently  formed  in  the  Netherlands  Antilles,  or  other  jurisdictions  which 
protect  anonymity. 

The  issue  raised  by  the  secrecy  havens  is  why  the  United  States  should  respect 
the  sovereignty  of  a  place  that  makes  its  business  helping  people  who  want  to  evade 
U.S.  law  and  regulation.  With  the  slightest  effort,  the  United  States  government 
could  close  the  Caymans  as  an  offshore  center  by  prohibiting  U.S.  banks  to  operate 
there  and  by  putting  limits  on  dollar  wire  transfers. 

In  my  opinion,  the  reason  this  issue  has  not  been  addressed  is  that  many  legiti- 
mate corporations  book  transactions  to  the  havens  to  avoid  taxes.  These  corpora- 
tions would  fiercely  resist  change.  It  should  occur  to  some,  that  it  is  not  coincidental 
that  the  Cayman  Islands  are  the  world's  fifth  largest  booking  center  and  that  all 
the  major  governments  of  the  west  are  running  budget  deficits.  This  system  has 
made  taxes  optional  for  multinational  businesses  and  wealthy  individuals.  The 
criminals  are  using  the  system  they  protect. 

CONCLUSION 

The  internationalization  of  crime  is  the  most  serious  problem  facing  the  law  en- 
forcement community.  The  problem  needs  urgent  attention  in  the  form  of  additional 
resources.  We  need  more  money,  more  trained  personnel  including  language  experts 
and  finance  experts. 

We  need  the  political  will  to  make  crime  an  issue  with  foreign  governments.  The 
tax  havens  could  be  closed  down  if  the  political  will  were  there.  Not  one  haven  could 
survive  a  cut  off  of  transportation  and  communication  links  and  a  prohibition  on 
bank  transactions. 

Most  important,  we  need  to  spend  time  thinking  about  the  future  of  international 
criminal  law.  By  that  I  mean  that  we  must  decide  how  to  build  a  criminal  justice 
system  that  will  work  across  international  boundaries,  handle  complex  international 
crimes,  and  at  the  same  time  preserve  human  rights  and  have  political  legitimacy. 
These  issues  are  the  task  of  decades  and  the  time  to  start  on  them  is  now. 

Senator  Kerry.  Thank  you  very  much  for  some  excellent  ideas 
and  testimony,  and  I  hope  that  discussion  is  beginning  right  here 
today  and  yesterday.  Mr.  Myers? 

STATEMENT  OF  WILLARD  H.  MYERS,  III,  CENTER  FOR  ASIAN 
ORGANIZED  CRIME  AND  SMUGGLING,  PHILADELPHIA,  PA 

Dr.  Myers.  I  too  welcome,  Senator  Kerry,  the  opportunity  to  be 
here  today. 

Our  organization,  the  Center  for  Study  of  Asian  Organized 
Crime,  devotes  itself  almost  exclusively  to  transnational  Chinese 
organized  crime.  And  very  differently  to  the  gentleman  seated  at 
my  left,  we  primarily  are  an  intelligence-gathering,  analytical  orga- 
nization. We  have  resource  to  gather  intelligence  from  firsthand 
sources  in  the  globally  distributed  Chinese  transnational  criminal 
empire. 

Senator  Kerry.  Pull  the  mike  a  little  closer. 

Dr.  Myers.  And  from  our  perspective,  the  role  of  transnational 
ethnic  Chinese  organized  crime  is  one  of  the  most  ignored  and  pre- 
sents the  most  serious  threat  globally.  These  organizations  are  re- 
sponsible worldwide  for  most  of  the  heroin  produced  and  trans- 
shipped across  the  world.  And,  of  course,  the  United  States  is  the 
largest  market. 

They  engage  in  alien  smuggling  on  a  scale  unknown  to  society 
from  which  they  generate  $3.2  billion  a  year. 

Senator  Kerry.  How  do  you  arrive  at  that  figure? 

Dr.  Myers.  Senator,  we  have  been  carefully  tracking  the  role  and 
the  level  of  alien  smuggling  into  the  United  States  for  the  last  6 
years.  The  number  of  aliens  coming  in  annually,  Chinese  aliens 
that  is,  is  at  least  100,000  per  year. 
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The  gross  receipts  for  each  alien  have  leveled  off  at  approxi- 
mately $30,000  a  year.  There  is  a  differential  between  whether  you 
arrived  by  seaborne  means  or  airborne  means,  the  differential 
being  $28,000  to  come  in  by  seaborne  means  and  $33,000  to  come 
in  by  airborne  means. 

Senator  Kerry.  How  do  they  get  legitimization  when  they  are 
here? 

Dr.  Myers.  They  seek  legitimization  primarily  through  the  lar- 
gess of  the  immigration  laws  in  the  United  States.  Principally, 
when  this  began  in  1986,  they  took  advantage  of  the  legalization 
program,  and  with  the  assistance  of  what  we  call  document  provid- 
ers they  engaged  in  massive  fraud  in  collecting  documents  to  prove 
that  arrived  in  the  United  States  before  January  1,  1982. 

Similarly,  when  the  Bush  administration  announced  in  a  series 
of  Executive  orders  the  right  of  Chinese  to  remain  in  the  United 
States  who  had  arrived  before  April  11,  1990,  there  was  massive 
abuse  again  through  a  network  of  document  fraud  which  allowed 
thousands  of  Chinese  to  come  into  the  United  States  and  remain 
here. 

A  sizable  fraction  of  this  group  is  now  obtaining  green  card  sta- 
tus or  lawful  permanent  residence  through  what  is  call  the  CSPA, 
the  Chinese  Student  Protection  Act,  which  was  in  its  original  con- 
ception never  intended  to  benefit  aliens  who  had  entered  the  Unit- 
ed States  by  illegal  means  but  through  a  loophole  unanticipated  by 
Congress,  many  thousands  of  these  people  who  are  illegal  entrants 
will  indeed  remain  permanent  residents.  And,  I  might  add,  many 
of  whom  have  entered  the  domestic  criminal  Chinese  infrastruc- 
ture. 

Even  to  follow  up  on  that  though  and  divert  for  a  minute  from 
my  prepared  text,  the  influx  of  the  Chinese  aliens  who  are  prin- 
cipally from  Fujian  Province  is  fueling  what  might  be  called  a  war 
of  succession  among  the  ethnic  Chinese  groups,  with  the  Fukienese 
now  expanding  across  the  United  States  and  engaging  in  rather 
violent,  hostile  takeovers  of  the  indigenous  Chinese  criminal  orga- 
nizations. 

Information  we  have  gotten  from  Canada  indicates  that  the 
aliens  who  entered  the  United  States  are  now  spreading  across 
Canada,  and  particularly  Toronto  and  Vancouver,  and  engaging  in 
what  might  be  termed  hostile  takeover  activities  there  as  well. 

The  power  of  these  organizations  is  probably  the  most  misunder- 
stood on  the  law  enforcement  side,  and  I  think  worldwide,  because 
their  organizational  power  derives  from  the  fact  that  they  do  not 
have  a  conventional  organization. 

Law  enforcement  worldwide  looks  at  these  organizations  in 
terms  of  the  Medellin  Cartels,  the  Italian  Mafia,  and  their  struc- 
ture is  wholly  and  totally  different. 

We  can  witness  the  attempts  to  control  alien  smuggling.  We  can 
witness  the  attempts  to  control  heroin  smuggling.  And  if  I  were  to 
evaluate  them,  they  are  abysmal.  In  fact,  totally  ineffective. 

The  question  fundamentally  is  why,  and  the  answer  lies  in  the 
structure  of  global  Asian  organized  crime,  and  that  structure  quite 
simply  is  this.  It  is  not  world  crime  as  far  as  they  are  concerned, 
it  is  global  trade.  And  what  we  are  witnessing  is  a  global  trading 
empire  that  is  carried  out  by  business  people,  and  I  use  that  term 
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in  quotes,  who  are  engaged  in  very  specific  roles  in  carrying  on  this 
trade. 

The  role  of  transportation,  which  is  fundamental  to  smuggling, 
and  that  is  primarily  what  we  are  talking  about,  globally  is  carried 
out  by  the  Taiwanese.  The  connection  of  the  Taiwanese  Govern- 
ment to  the  heroin  trade  historically  has  been  thoroughly  docu- 
mented. That  connection  in  our  opinion  continues  today. 

The  principals  in  the  heroin-producing  areas,  in  the  Shan  states 
of  Burma,  are  all  Chinese.  They  are  all  related  if  not  controlled  by 
the  remnants  of  the  KMT  Army  that  entered  Burma.  In  the  war 
of  succession  that  is  going  on  in  Burma  today,  the  emerging  leaders 
are  all  related  to  the  Taiwanese  or  former  Taiwanese. 

When  we  look  at  the  heroin  producing  labs  that  are  moving  out 
of  the  Burma  states  and  across  the  border  into  Yunnan  Province, 
and  stretching  in  an  arc  all  the  way  to  Southeast  Asia,  these  labs 
are  controlled  by  Taiwanese. 

When  we  look  at  the  expansion  of  the  production  of  meth amphet- 
amine in  China,  principally  in  Guangdong  and  Fujian  Province, 
these  labs  are  run  by  Taiwanese. 

When  we  look  at  the  ships  that  are  provided  and  the  smuggling 
organizations  that  are  running  the  alien  smuggling  operations, 
they  are  run  by  Taiwanese. 

We  have  done  a  study,  which  is  still  underway,  looking  at  the  in- 
vestment, military  aid,  loans,  grants,  and  gifts  to  countries  around 
the  world  by  the  Taiwanese  Government  who,  of  course,  are  ac- 
tively pursing  their  readmittance  into  the  U.N.  and  doing  so  prin- 
cipally with  very  small  Third  World  countries  where  their  invest- 
ments will  make  a  tremendous  impact  in  buying  a  vote. 

But  when  we  have  done  this  a  striking  parallel  emerges.  We  see 
Asian,  and  most  specifically  Chinese  organized  crime,  paralleling 
Taiwanese  investment,  and  that  is  true  throughout  Central  Amer- 
ica, it  is  true  throughout  South  America,  Africa,  the  People's  Re- 
public of  China,  Thailand,  Indonesia.  Wherever  the  Taiwanese  in- 
vest this  becomes  a  center  of  operations  for  the  global  transpor- 
tation network  run  by  the  Taiwanese. 

What  is  particularly  disturbing  about  the  types  of  investments 
that  are  being  made  by  private  businessmen  who  are  Taiwanese 
and  by  government  grants  is  the  type  of  facilities  that  are  being 
invested  in,  and  these  facilities  primarily  are  large,  import-export 
producing  facilities.  They  are  free  trade  zones.  They  are  large  trad- 
ing and  processing  areas,  customs  free  zones,  precisely  the  type  of 
entities  that  a  global  organized  crime  network  requires  to  move 
their  products  worldwide. 

Parenthetically,  and  I  will  come  to  this  a  little  bit  later,  the  other 
principals  in  Chinese  organized  crime  are  investing  the  enormous 
profits  in  free  trade  zones  in  the  People's  Republic  of  China,  and 
millions  of  dollars  are  flowing  back  into  the  special  economic  zones 
today.  And  what  are  they  investing  in?  Precisely  the  same  thing. 
Areas  that  are  free  trade  zones,  cargo  facilities,  seaborne,  airborne 
types  of  processing  facilities,  free  trade  zones.  The  international 
airport  in  Fujian  is  being  financed  in  large  measure  by  Chinese  or- 
ganized crime  money. 
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This  is  an  alarming  development  because  what  it  is  doing  it  plac- 
ing the  infrastructure  of  international  commerce  in  the  hands  of  a 
group  that  very  much  uses  this  worldwide. 

No  one  has  looked  at  this  and,  quite  frankly,  when  we  look  at 
the  Government  of  the  United  States,  when  I  come  to  it,  no  one 
looked  at  Chinese  organized  crime  until  a  vessel  called  the  Golden 
Venture  sailed  into  New  York  Harbor  on  a  Sunday  morning,  and 
everybody  watched  it  on  television. 

That  is  the  first  time  that  any  administration  of  the  United 
States  has  taken  a  look  at  Chinese  organized  crime.  Why?  They 
are,  as  I  call  them,  the  invisible  empire. 

They  are  separated  from  us  by  language,  by  culture,  they  live  in 
Chinatowns  and  they  serve  nice  food.  That  is  how  people  think  of 
them.  But  they  are  truly  the  most  dangerous,  and  as  my  7-year- 
old  son  might  say,  the  most  awesome  power  on  Earth. 

Now,  what  is  the  basis  of  their  organization?  It  is  400  years  of 
the  distribution  of  Chinese  across  the  globe.  We  can  go  back,  and 
I  do  not  propose  to  take  much  time,  but  the  Chinese  settled  South- 
east Asia  in  the  16th  century.  They  came  to  South  America  in  the 
18th  century.  They  spread  across  the  Caribbean  and  Africa  in  the 
18th  century.  And  the  remnants  of  those  populations  are  still 
there.  They  form  the  core  of  this  global  network  of  crime. 

The  Fukienese  never  reached  the  United  States  because  they 
were  prevented  from  doing  so  by  the  Exclusion  Act  of  1873,  and 
they  were  kept  out  until  the  hemispherical  balance  was  restored  in 
immigration  in  1965. 

However,  as  a  cultural  group  they  are  the  traders.  They  form  the 
infrastructure  within  a  host  country  for  the  distribution  and  control 
internally  of  the  products  of  the  organized  crime  network. 

We  are  now  witnessing  one  of  the  greatest  population  outflows 
in  modern  history — I  mean,  from  Fujian.  And  we  will  see  and  we 
are  starting  to  see  the  expansion  of  organized  crime  in  the  United 
States. 

To  conclude,  very  briefly,  on  the  organizational  side  of  this,  we 
have  the  Taiwanese  in  command  of  the  transportation  and  the 
Fukienese  in  control  of  the  distribution  within  a  host  country.  They 
provide  the  means  for  the  so-called  underground  banking  system 
for  currency  and  money  to  move  in  a  bidirectional  way.  And,  more 
importantly,  they  provide  the  entrepreneurial  skills  for  investment 
and  control  within  a  given  infrastructure. 

The  U.S.  law  enforcement  simply  does  not  comprehend  how  this 
global  organization,  or  lack  thereof,  functions.  I  have  had  many  op- 
portunities to  talk  with  law  enforcement  officials  from  the  lowest 
to  the  highest  in  the  United  States.  The  boogie  men  they  see  be- 
hind everything  are  the  so-called  Chinese  Triads.  They  are  very  po- 
tent and  very  powerful  organizations,  but  they  are  not  dedicated 
criminal  organizations  in  the  way  the  Mafia  is,  in  the  way  the 
Medellin  Cartel  is. 

In  fact,  Chinese  organized  crime  is  not  a  dedicated  organization 
to  anything.  They  will  endeavor  to  work  in  any  field,  to  trade  in 
any  commodity,  it  does  not  matter,  that  will  earn  them  huge  sums 
of  money. 

For  example,  presently  we  have  reverse  smuggling  into  the  Peo- 
ple's Republic  of  China.  Luxury  automobiles  are  being  stolen  off  the 
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streets  of  New  York,  the  streets  of  Vancouver,  put  on  cargo  vessels, 
and  shipped  back  into  the  People's  Republic  of  China.  An  auto- 
mobile costing  $25,000  or  $30,000  in  the  United  States  brings 
$200,000  in  the  People's  Republic  of  China. 

Chinese  organized  crime  is  behind  that  trade.  They  are  shipping 
televisions,  computers,  household  goods,  cigarettes  into  the  People's 
Republic  of  China.  Why?  Because  it  earns  them  enormous  profits. 

The  response  of  the  U.S.  Government  to  this  global  trade,  as  I 
indicated,  has  been  abysmal.  Currently  they  are  taking  three  ap- 
proaches— interdiction,  prosecution,  and  diplomacy. 

In  the  areas  where  Chinese  organized  crime  is  the  most  potent 
diplomacy  simply  will  not  work,  and  we  can  start  with  the  missions 
that  have  gone  to  the  People's  Republic  of  China  in  January,  the 
one  that  returned  last  week,  and  look  at  what  they  have  tried  to 
accomplish. 

The  People's  Republic  of  China  in  the  reform  period  under  Deng 
Xiao  Ping  nas  become  the  most  corrupt  country  in  the  world.  The 
power  of  the  central  government  of  China  to  control  anything  is 
vastly  eroded,  and  the  provinces  at  the  provincial  level  are  equally 
unable  to  act  because  of  corruption. 

So,  the  story  is  repeated  across  the  globe,  whether  it  be  in 
Central  America,  in  Guatemala,  in  Belize,  Honduras,  whether  it  be 
in  Paraguay,  Indonesia,  across  the  fact  of  the  globe.  Diplomacy  sim- 
ply cannot  work  because  the  governments  have  been  crippled  by 
the  financial  and  corruptible  capability  of  these  organizations. 

Interdiction  in  the  United  States  has  primarily  been  a  process  of 
the  U.S.  Coast  Guard,  the  U.S.  Customs  Service,  and  the  U.S.  Im- 
migration and  Naturalization  Service.  Their  record  can  be  only  de- 
scribed as  hit  or  miss,  and  it  misses  far  more  often  than  it  hits. 

The  law  enforcement  side,  primarily  directed  by  the  FBI  at  the 
present  time,  is  going  nowhere  because  the  principals  in  these  or- 

fanizations  are  not  in  the  United  States.  They  are  not  reachable 
y  domestic  law  enforcement. 

The  solutions  to  some  of  the  problems  that  I  have  outlined  that 
we  see — first  and  primarily,  we  must  engage  the  only  agency  with- 
in the  structure  of  the  United  States  capable  of  conducting  com- 
prehensive foreign  intelligence,  and  that  obviously  has  to  Be  the 
Central  Intelligence  Agency. 

We  are  dealing  with  a  globally  distributed  organization  that  is 
disconnected,  not  centrally  organized,  and  operational  in  virtually 
every  county.  We  must  call  upon  the  resources  of  an  agency  that 
is  capable  or  gathering  intelligence  on  that  kind  of  a  scale. 

I  caveat  that  recommendation  in  the  following  way.  One,  the  or- 
ganization obviously  must  readjust  and  refocus  its  mission  state- 
ment. It  is  an  organization  used  to  chasing  spies  and  dealing  with 
governments,  not  criminals,  so  it  must  obviously  redirect  and 
refocus  its  efforts.  Second,  it  has  a  historic  connection  to  Taiwan 
which  also  must  be  looked  at  very  carefully. 

With  that,  Senator  Kerry,  I  will  conclude. 

[The  prepared  statement  of  Dr.  Myers  follows:] 

Prepared  Statement  of  Dr.  Myers 

The  Center  for  the  Study  of  Asian  Organized  Crime,  which  I  founded  and  direct, 
is  dedicated  to  twin  purposes — to  alert  and  inform  the  government  of  the  United 
States  and  other  concerned  governments  to  the  threat  posed  to  their  national  secu- 
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rity,  sovereignty  and  governing  political  institutions  by  the  activities  of 
transnational  ethnic  Chinese  criminal  organizations;  to  lobby  for:  passage  of  effec- 
tive domestic  legislation,  development  and  ratification  of  multilateral  treaties;  and 
funding  and  fostering  of  cooperation  and  coordination  among  domestic  and  inter- 
national law  enforcement  agencies  to  control  and  contain  the  unbridled  power  pos- 
sessed by  these  organizations.  CSAOC  seeks  to  accomplish  its  goals  by  actively 
gathering  and  analyzing  intelligence  information  on  the  international  and  domestic 
activities  of  ethnic  Chinese  criminal  organizations  from  primary  and  secondary 
sources  and  disseminating  information  and  analysis  to  domestic  and  international 
law  enforcement,  intelligence  agencies  and  legislative  bodies.  Of  equal  importance 
to  CSAOC's  mission  is  exposure  of  the  activities  of  these  organizations  and  their  im- 
pact upon  daily  lives  of  citizens  in  the  United  States  by  speaking  out  through  the 
media  and  public  forums,  such  as  provided  by  this  hearing,  to  the  end  that  contain- 
ment and  control  of  these  organizations  become  a  priority  demand  of  an  informed 
citizenry. 

INTRODUCTION 

Virtually  any  person  who  has  examined  the  activities  of  ethnic  Chinese 
transnational  criminal  organizations  would  agree  with  an  investigative  reporter  and 
author  who  concluded  in  1988,  that  "the  Chinese  Triads  are  the  most  powerful 
criminal  syndicates  in  existence  and  they  pose  the  most  serious  and  growing  threat 
confronting  law  enforcement.  Beginning  in  the  first  decade  of  this  century,  Western 
investigative  writers  cautioned  us  about  the  threat  represented  by  these  groups. 
However,  the  international  historical  warnings  are  much  earlier.  We  may  Took  to 
the  action  of  the  Spanish  Governor  of  the  Philippines,  Don  Pedro  Manuel  de 
Arandia  who  between  1754-1759  took  the  radical  and  economically  disastrous  step 
of  expelling  all  non-Christian  Chinese  to  break  the  Chinese  hold  over  the  economy 
and  the  Galleon  trade,  which  the  Chinese  dominated  since  the  16th  Century.  His 
action,  in  one  form  or  another,  has  been  repeated  across  the  face  of  the  earth  from 
such  unlikely  places  as  Jamaica  (Chinese  Exclusion  Law  1940)  to  the  United  States 
(Exclusion  Acts  1873-1942)  to  Indonesia  (Forced  repatriation  of  more  than  one  mil- 
lion Chinese  in  1959)  and  Viet  Nam  (the  "Boat  People"  1977). 

AN  INVISIBLE  EMPIRE 

How  then,  is  it  possible  that  we  are  here  assembled  in  this  hearing  room  in  1994, 
confronted  by  criminal  groups  that  have  existed  for  almost  four  hundred  years,  have 
been  transnational  for  more  than  two  hundred,  and  domestically  established  in  the 
West  for  more  than  one  hundred  but  are  referred  to  by  the  FBI  as  Emerging  Ethnic 
Organized  Crime?  The  short  answer  to  that  question  is,  outside  China,  Hong  Kong, 
Singapore  and  Taiwan,  they  are  invisible — made  so  by  the  impenetrable  barriers  of 
language,  culture  and  residential  isolation  into  Chinatowns  where  the  domestic  af- 
fects oi  their  activities  could  be  ignored  so  long  as  the  results  did  not  spread  to  the 
larger  host  society.  Chinese  refer  to  these  groups,  as  heishehui,  the  Black  or  Dark 
Societies  implying  both  their  invisibility  and  sinister  purposes.  Other  groups  may 
claim  the  title  "Invisible  Empire",  but  it  more  appropriately  describes  transnational 
ethnic  Chinese  criminal  groups,  for  they  are  truly  inviable  and  truly  an  Empire. 

We  need  only  look  in  our  newspapers,  virtually  daily,  to  see  the  most  visible  do- 
mestic affects  of  transnational  Chinese  criminal  groups — Chinese  aliens  coming 
ashore  in  Los  Angeles,  New  York,  Baltimore,  crossing  land  borders  to  the  South  and 
North,  arriving  at  international  airports  across  the  United  States,  in  possession  of 
skillfully  forged  documents  or  no  documents;  more  than  100,000  per  year;  drug 
overdoses  on  our  streets  from  nearly  100%  pure  heroin,  China  White  present  in  such 
quantities  and  such  low  prices  that  is  supplanting  cocaine  as  the  drug  of  choice  and 
addicting  a  whole  new  population. 

A  survey  of  our  national  government  reveals  that  virtually  every  agency  has  be- 
come increasingly  engaged  in  combating  their  activities — the  National  Security 
Council,  the  Department  of  State,  Department  of  the  Treasure,  FINCEN,  ATF,  FBI, 
INS,  DEA,  Customs  Service  and  the  Coast  Guard.  At  State  and  local  levels,  large 
and  small  town  police  forces  are  daily  confronting  the  direct  and  indirect  effects  of 
actions  beyond  the  borders  of  United  States.  Internationally,  their  activities  are  not 
only  a  daily  concern  of  Interpol,  but  have  spurred  activity  in  the  United  Nations 
and  affiliated  organizations  such  as  the  International  Maritime  Organization  (IMO) 
and  others.  International  relations  have  been  seriously  strained  as  target  countries 
seek  to  shift  the  burden  of  interdiction  and  control  to  transit  and  source  countries. 
What,  may  we  inquire,  has  been  the  impact  of  this  collective  activity  upon 
transnational  Chinese  crime  groups?  Nothing.  Among  such  groups  there  is  a  com- 
mon expression  that  has  been  repeated  to  me  a  thousand  times  over  "law  enforce- 
ment can  do  nothing". 
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It  is  therefore  appropriate  to  explore  the  mechanisms  by  which  these  groups  have 
achieved  their  global  reach  before  discussing  their  activities,  because  the  flows  in 
current  domestic  and  international  law  enforcement  strategies  become  apparent  and 
the  need  to  engage  other  organs  of  government  in  the  controlling  them  more  evi- 
dent. 

THE  ORGANIZATIONAL  MODEL 

Law  enforcement  domestically  and  internationally  pursue  what  can  be  described 
as  an  "organizational  strategy"  in  their  enforcement  efforts.  The  foundation  of  which 
rests  upon  the  proposition  that  large-scale  criminal  activates  are  conducted  by  orga- 
nizations and  by  identifying  the  organization,  discovering  its  members  and  leader- 
ship, the  activity  can  be  eliminated  dv  dismantling  the  organization  through  the  ar- 
rest of  its  leadership.  The  pursuit  of  that  strategy  has  led  to  the  identification  of 
the  principal  Triads  (the  Western  term  for  ethnic  Chinese  criminal  organizations) 
almost  wholly  as  a  result  of  the  efforts  of  the  Royal  Hong  Kong  Police  Force  and 
more  recently  their  dedicated  Triad  unit.  Law  enforcement  agencies  agree  that  pres- 
ently there  are  seven  major  Chinese  organized  crime  organizations  or  Triads  that 
operate  transnationally.  These  consist  of  the  Hong  Kong  based  Sun  Yee  On,  the  Wo 
Group,  which  consists  of  ten  triads,  the  14K  Triad  with  over  thirty  subgroups,  the 
Luen  group  with  four  subgroups,  the  Big  Circle  Gang  and  the  Taiwan  based  United 
Bamboo  and  the  Four  Seas  Gangs.  Similar  efforts  have  been  made  in  the  United 
States  and  Canada  where  important  Tongs  and  gangs  thought  to  be  associated  with 
them  have  been  identified  and  targeted  for  prosecution.  The  fruits  of  these  efforts 
have  been  thoroughly  documented  in  a  report  by  another  body  of  the  Senate  (See: 
U.S.  Congress.  Senate.  Report  of  the  Permanent  Subcommittee  on  Investigations, 
Committee  on  Governmental  Affairs,  The  New  International  Criminal  and  Asian  Or- 
ganized Crime  102nd  Cong.  2d.  Sess.,  1992  S.  Prt.  102-129). 

The  organizational  strategy  achieves  its  greatest  impact  in  controlling  the  domes- 
tic criminal  activities  of  resident  ethnic  Chinese  criminal  groups.  In  Hong  Kong 
where  everyone  from  an  eleven  year  old  street  gang  member  to  the  Dragon  Head 
of  Sun  Yee  On  is  classified  as  a  Triad  member  and  where  mere  membership  in  a 
Triad  has  been  criminal  offense  since  1845,  an  estimated  50,000-80,000  persons 
have  been  convicted  of  membership  in  addition  to  common  criminal  activity.  Simi- 
larly, in  the  United  States  the  organizational  approach  has  resulted  in  compara- 
tively few  successful  prosecutions  at  the  federal  level,  although  juries  have  yet  to 
act  in  several  major  pending  RICO  cases  centered  primarily  in  New  York.  State 
court  prosecutions  have  achieved  a  minimal  impact  in  controlling  the  perturbations 
of  street  level  turf  wars  among  competing  gangs.  The  picture  in  Canada  is  similar 
to  the  United  States,  more  abysmal  in  EEC  countries,  Japan,  Australia  and  vir- 
tually non-existent  in  the  rest  of  the  world  where  these  groups  operate  domestically. 

However,  it  must  be  emphatically  stated  based  upon  my  research,  from  first  hand 
sources,  that  the  organizational  strategy  has  had  no  impact,  absolutely  none,  on  the 
global  operations  oi  transnational  ethnic  Chinese  criminal  groups.  We  need  only 
look  to  the  fact  that  in  every  transnational  criminal  activity  in  which  ethnic  Chinese 
participate,  that  activity  is  not  only  not  being  curbed,  but  it  is  expanding 
exponentially. 

GLOBAL  TRADE 

The  fundamental  flaw  in  the  organizational  strategy  lies  in  its  basic  assumption — 
that  the  transnational  activities  of  ethnic  Chinese  are  conducted  by  and  among  or- 
ganizations dedicated  to  criminal  pursuits  and  that  exposure  of  the  organization  and 
its  membership  will  halt  the  activity.  Based  upon  my  research,  Chinese  trans- 
national criminal  activity  is  carried  out  as  a  form  of  entrepreneurial  activity  by  and 
among  persons  who  are  linked  by  language  (dialect  group)  and  lineage  (ancestral 
birth  place),  who  may  or  may  not  be  a  member  or  affiliate  of  an  organization  recog- 
nized by  law  enforcement.  We  may  and  should  define  transnational  ethnic  Chinese 
criminal  activity  as  a  global  trade  in  prohibited  commodities  and  services  conducted 
by  and  among  suppliers,  refiners,  exporters,  shippers  (transporters),  importers  and 
distributors  who  are  members  of  culturally  recognized  affinity  groups,  and  who  are 
strategically  located  from  point  of  supply  to  point  of  destination.  This  definition  not 
only  corresponds  with  the  empirical  data,  but  mirrors  very  precisely  how  those  en- 
gaged in  the  trade  define  themselves — as  persons  engaged  in  Dusiness  not  crime. 

To  define  this  activity  as  global  trade  rather  than  global  crime  conducted  by  cul- 
turally recognized  Chinese  affinity  groups  allow  for  the  significant  role  played  by 
Overseas  Chinese  who  are  not  members  of  any  criminal  organization  or  not  active 
members  and  it  diminishes  the  role  of  the  Triads  upon  whom  law  enforcement  fo- 
cuses. Under  this  definition  Triads,  as  organizations  do  not  commit  transnational 
organized  crime  but  benefit  from  its  commission.  Triads  are  large  or  relatively  small 
Chinese  affinity  groups  who  share  a  common  language  (dialect)  and  common  place 


143 

of  birth  and  even  lineage,  who  have  through  oath  and  ritual  substituted  organiza- 
tional for  filial  loyalty.  Their  power  stems  from  the  sum  of  their  individual  members 
influential  relations  in  the  wider  world  (guanxi)  and  the  communal  snaring  of  those 
resources  (gongshe). 

Employing  this  definition  or  model  of  ethnic  Chinese  transnational  criminal  activ- 
ity, which  I  will  refer  to  as  a  functional  model,  I  will  examine  the  role  ethnic  Chi- 
nese groups  and  their  transnational  activity. 

Transnational  ethnic  Chinese  criminal  groups  are  currently  engaged  in  the  follow- 
ing activities: 

•  Drug  production,  smuggling  and  distribution — methamphetamine  and  heroin. 
Earnings  in  excess  of  $200  billion  per  year. 

•  Alien  smuggling  principally  to  the  United  States.  Earnings  in  excess  of  $3.2  bil- 
lion per  year. 

•  Weapons  smuggling  and  distribution  from  Russian  and  Chinese  military  stores 
throughout  Southeast  Asia,  North  and  South  America.  Earnings  estimated  to  be 
in  excess  of  $3  billion  per  year. 

•  Theft,  and  smuggling  of  luxury  automobiles,  yachts  and  consumer  goods  into 
the  People's  Republic  of  China.  Earnings  in  excess  of  $4  billion  per  year. 

TAIWANESE 

Without  doubt  nationals  of  Taiwan  represent  the  most  powerful  group  in 
transnational  ethnic  Chinese  organized  crime.  They  are  predominate  as  military  of- 
ficers (remnants  of  the  KMT  armies  that  fled  into  Burma,  Laos,  Cambodia  and 
Thailand)  in  the  narco-insurgent  organizations  in  the  Shan  States  of  Burma,  heroin 
traders  and  laboratory  chemists.  The  historical  role  of  the  Taiwanese  government 
and  their  Intelligence  Bureau  of  the  Military  National  Defense  (IBMND)  in  the  pro- 
duction of  heroin  in  Golden  Triangle  is  thoroughly  documented  in  Fires  of  the  Drag- 
on written  by  investigative  journalist  David  Kaplan. 

Currently,  mounting  evidence  points  to  the  role  of  Taiwanese  entrepreneurs  in  es- 
tablishing heroin  refining  facilities  and  laboratories  for  the  production  of  meth- 
amphetamine (ice)  in  the  People's  Republic  of  China,  particularly  in  Fujian  Province 
in  which  Taiwanese  are  the  largest  single  foreign  investors.  On  March  1,  1994  one 
of  the  largest  single  seizures  of  heroin  in  history  was  made  in  Taipei,  Taiwan  when 
159  kilograms  having  a  value  of  $377.34  million  were  recovered  from  two  dealers. 
The  source  of  the  refined  heroin  was  from  Taiwanese  laboratories  in  the  People's 
Republic  of  China. 

However,  more  significant,  if  that  is  possible,  than  the  role  of  Taiwanese  nationals 
in  the  production  of  heroin  and  export  of  heroin  is  their  total  dominance  in  the  glob- 
al transportation  of  prohibited  commodities  and  Chinese  aliens.  In  my  five  years  of 
intensive  study  of  the  smuggling  of  Chinese  aliens  into  the  United  States,  I  have 
found  that  Taiwanese  are  in  total  control  of  the  global  transportation  networks 
whether  by  air  or  sea.  Increasingly,  I  am  uncovering  ^junction  points"  in  which  Chi- 
nese aliens  and  heroin  coming  into  the  United  States  meet  controlled  high  tech- 
nology goods  coming  out  of  the  United  States  under  the  control  of  Taiwanese  nation- 
als. 

In  the  course  of  my  work  in  studying  Chinese  alien  smuggling,  I  have  found  a 
disturbing  and  unmistakable  pattern — wherever  the  Taiwanese  government  has 
made  significant  loans  or  grants  and  wherever  large-scale  investment  has  been 
made  in  establishing  export  oriented  industrial  facilities,  the  smuggling  of  people 
and  commodities  has  followed.  These  loans  grants  and  investments  mirror  Taiwan's 
efforts  to  gain  support  for  its  reentry  into  to  the  United  Nations. 

Guatemala  is  a  classic  case  in  point.  As  the  recipient  of  Taiwanese  foreign  aid, 
development  projects  and  military  training  prior  to  the  recognition  of  the  People's 
Republic  of  China  and  continuing  to  the  present  time,  Guatemala  was  colonized  by 
a  relatively  small,  but  economically  powerful  group  of  Taiwanese.  This  group,  some 
of  whom  were  employed  by  the  Taiwanese  government  formed  the  nucleus  for  a 
larger  presence  of  Overseas  Taiwanese  who  rapidly  expanded  into  businesses  en- 
gaged in  international  trade  and  businesses  within  the  country  that  are  valuable 
to  smuggling  enterprises.  In  rapid  fashion  members  of  the  Cantonese  community 
who  operated  "mom  and  pop"  businesses  in  alien  smuggling  were  shoved  aside  as 
the  smuggling  community  gained  in  size  and  power  from  recruits  directly  from  Tai- 
wan and  experienced  persons  trained  under  the  tutelage  of  the  leader  of  older  and 
even  more  powerful  smuggling  organization  in  Bolivia  (another  recipient  of  signifi- 
cant Taiwanese  aid,  military  and  intelligence  training  even  after  it  severed  relations 
with  Taiwan  following  the  recognition  of  China). 

From  this  powerful  base  in  Guatemala,  this  group  literally  purchased  the  country 
of  Belize  ana  its  Minister  for  Immigration,  Said  Mousa  turning  Belize  into  an  air 
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gateway  for  a  land  entry  across  Mexico  into  the  United  States.  This  group  has  es- 
tablished links  to  Jamaica,  the  current  important  gateway  for  entry  of  Chinese 
aliens  by  boat  into  the  United  States.  Here,  air  routes  from  Moscow  converge  with 
traffic  from  China  through  Eastern  Europe.  Austria  and  West  Germany  and  Chi- 
nese are  met  at  the  international  airport.  Their  People's  Republic  of  China  passports 
are  exchanged  for  Taiwanese  passports  and  they  are  transferred  a  "junction  point' 
in  the  Dominican  Republic  (another  recipient  of  Taiwanese  aid  and  an  important 
center  of  operations  for  Luen  Triad  which  operates  in  Taiwan  and  Hong  Kong). 
From  the  Dominican  Republic,  the  Chinese  aliens  are  then  moved  by  small  vessels 
carrying  an  average  of  60  persons  at  a  time  to  land  fall  on  US  soil  in  Puerto  Rico 
or  moved  to  the  Bahamas  or  as  happened  over  the  last  three  weeks  directly  to 
points  on  the  East  Coast  from  Miami  to  the  Chesapeake  Bay  near  Baltimore. 

Substantial  evidence  points  to  the  fact  these  same  Taiwanese  groups  have  been 
smuggling  well-heeled  Haitians  along  this  current  Caribbean  route. 

It  is  in  the  Dominican  Republic  where  global  routes  for  the  movement  of  "China 
White"  and  the  movement  of  aliens  cross  paths.  Although  never  joined  they  have 
moved  across  the  same  Taiwanese  controlled  global  transportation  network. 

Paraguay  is  another  example.  It  is  the  single  largest  recipient  of  Taiwanese  mili- 
tary assistance  in  the  world  in  the  form  of  military  nardware,  aircraft  and  training. 
It  is  an  important  center  for  investment  and  currently  is  the  site  of  a  multimillion 
dollar  development  of  a  free  trade  zone  for  conducting  trade  within  an  Souther 
South  American  trading  bloc.  It  is  also  the  location  where  the  KMT  purchased  mil- 
lions of  acres  of  land  as  a  refuge  in  the  event  a  mainland  invasion.  Most  signifi- 
cantly it  is  a  center  for  KMT  intelligence  activity  and  the  location  to  which  General 
Wang  Shen  director  of  Taiwan's  Political  Warfare  Department  was  banished  in  1982 
by  Chiang  Ching-kuo.  Given  the  concentration  of  experienced  intelligence  experts, 
trained  by  our  own  CIA,  it  is  not  surprising  to  find  that  the  source  of  the  highest 
quality  forgeries  of  US  visas  and  the  most  skillful  alterations  of  passport  originated 
in  Paraguay  and  were  supplied  to  Chinese  alien  smuggling  groups  for  "special  cus- 
tomers." The  quality  of  these  documents  were  so  good  that  a  forensic  expert  for  the 
Immigration  and  Naturalization  Service  testified  that  they  were  only  detectable  "by 
microscopic  examination  and  comparison  with  a  genuine  specimen." 

The  following  list  of  countries  which  have  in  the  past  been,  or  are,  in  most  cases, 
presently  recipients  of  Taiwanese  aid,  investment  and/or  military  or  intelligence 
training  and  assistance,  where  Taiwanese  smuggling  networks  operate. 

Central   America — Guatemala,    El   Salvador,    Belize,   Honduras,   Nicaragua, 
Costa  Rica,  Panama. 

South  America — Brazil,  Paraguay,  Bolivia. 

Caribbean-St.  Lucia,  Dominican  Republic,  Bahamas. 

Asia-Philippines,  Indonesia,  Thailand,  Viet  Nam,  Sabah  (Malaysia),  People's 
Republic  of  China — Hainan,  Guangdong,  Fujian,  Zhejiang. 

THE  FUKIENESE 

While  the  Taiwanese  control  the  global  transportation  network,  their  mainland 
kin,  the  Fukienese  serve  as  the  bankers,  exporters,  importers  and  distributors,  of 
commodities  and  people  passing  from  point  of  origin  to  point  of  reception  along  the 

§lobal  trade  routes.  Outside  the  United  States  and  increasingly  inside  the  United 
tates  they  provide  the  infra-structure  to  enable  this  global  trade  in  prohibited  com- 
modities ana  people  to  function. 

The  Fukienese  are  the  most  widely  distributed  of  the  Chinese  dialectic  groups. 
Their  ancestors  were  among  the  first  and  by  far  the  largest  group  to  defy  the  ban 
of  the  first  Ming  Emperor  (1368-98)  which  restricted  all  maritime  trade  to  foreign 
tributary  missions  and  banned  overseas  travel  for  all  Chinese  when  they  went  on 
en  masse  to  establish  an  international  trading  colony  in  the  Philippines.  By  the 
close  of  the  16th  century  more  than  10,000  were  present  in  Manila.  Zheng 
Chenggong,  known  to  the  world  as  Koxinga  was  a  Fukienese  heir  to  a  smuggling 
and  trading  empire  in  the  17th  century.  He  established  banking  and  credit  in  inter- 
national trade  and  possessed  China's  only  Navy.  In  the  course  of  waging  war  on  the 
Qing  dynasty  he  conquered  the  Dutch  on  Taiwan  and  took  control  of  the  island  in 
1662. 

In  the  18th  and  19th  centuries  Fukienese  moved  across  Southeast  Asia  to  fill  the 
labor  needs  of  the  colonial  powers  and  quickly  established  themselves  as  traders. 
Throughout  Southeast  Asia  Fukienese  gained  control  of  key  export  commodities  and 
established  trade  and  smuggling  routes.  In  the  great  out  migration  of  the  mid-nine- 
teenth century  resulting  from  scarce  food  resources,  over  population  and  the  carnage 
of  the  Taiping  Rebellion  they  moved  to  fill  the  labor  needs  of  the  colonial  British 
Empire  reaching  the  British  colonies  in  Africa;  Peru,  Brazil  and  Guyana  in  South 
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America;  and  Cuba,  Jamaica,  Trinidad  in  the  Caribbean.  They  worked  in  the  gold 
fields  of  Australia  in  the  mid  19th  century,  but  significantly  did  not  reach  the  gold- 
fields  of  the  United  States,  which  were  filled  by  laborers  primarily  from  the  Taishan 
area  of  Guangdong  (Canton)  Province.  Their  migration  to  the  United  States  was  cut 
off  by  the  passage  of  the  Chinese  Exclusion  Act  in  1873  and  effectively  stalled  until 
reform  of  the  immigration  laws  in  1965  equalizing  the  hemispheric  quotas  and  the 
establishment  of  diplomatic  relations  between  the  United  States  and  China. 

The  Fukienese  like  the  Cantonese  of  the  Pearl  River  Delta  come  from  lineage  vil- 
lages. Chinese  lineages  are  property  holding  corporations  that  socially  integrate 
groups  of  households  whose  male  heads  trace  their  ancestry  to  an  apical  ancestor. 
Some  large  and  complex  ones  have  a  history  of  many  tens  of  generations  and  pos- 
sess a  common  surname.  Though  long  separated  by  immigration,  the  Overseas 
Fukienese  maintain  a  powerful  and  unbroken  connection  to  their  ancestral  place  of 
birth  and  their  kinsmen  within  China  and  throughout  the  world.  In  virtually  every 
country  to  which  the  Fukienese  have  immigrated  village  associations  are  established 
to  maintain  ancestral  connections  among  immigrated  villagers  and  to  maintain  con- 
tact with  their  ancestral  home.  The  power  of  these  connections  between  the  Over- 
seas Chinese  and  their  kinsmen  remaining  was  seen  as  a  threat  to  the  political  sta- 
bility by  the  Communists  after  1949  and  these  villages  suffered  under  a  cloud  of 
political  suspicion  in  post-Mao  China  and  were  particularly  targeted  during  the  Cul- 
tural Revolution  when  land  holdings  were  seized,  ancestral  tablets  destroyed  and 
village  leaders  banished  to  the  countryside. 

Beginning  with  the  "Opening  to  the  West"  and  accelerating  in  Deng  reform  pe- 
riod, these  lineage  villages  in  Fujian  and  Guangdong  were  sought  out  for  the  very 
reason  that  they  were  viewed  as  a  threat — their  connection  to  the  Overseas  Chinese 
community  and  the  capital  amassed  by  the  community. 

It  is  network  bound  together  by  lineage  and  dialect  and  reinforced  by  the  mainte- 
nance of  ancestral  ties  through  village  associations  in  the  far  flung  corners  of  the 
globe  where  Cantonese  and  Fukienese  are  found,  that  forms  the  core  transnational 
ethnic  Chinese  criminal  activity.  These  natural  trading,  banking,  and  credit  net- 
works made  up  of  persons  who  see  themselves  as  kinsmen  even  though  may  be  sep- 
arated from  each  other  by  tens  of  generations  benefit  from  the  Chinese  duty  to  as- 
sist family  members  and  harness  the  collective  resources.  Because,  in  effect,  every 
person  can  trace  their  ancestral  history  within  their  own  family  and  to  the  wider 
group,  penetration  of  these  groupings  by  law  enforcement  is  exceedingly  difficult. 

It  is  the  power  of  these  lineage  networks  that  places  goods  and  people  (exports) 
into  the  global  transportation  network  controlled  by  the  Taiwanese  (themselves 
kinsmen  of  the  Fukienese)  and  permits  their  importation  at  the  point  of  destination 
and  their  distribution  through  the  Fukienese  infra-structure  in  the  host  country.  It 
is  these  networks  that  permit  the  almost  limitless  combinations  and  permutations 
of  routes  and  virtually  instantaneous  response  to  law  enforcement  pressure. 

It  also  these  networks  which  permit  the  remission,  distribution  and  investment 
of  profits  from  transnational  criminal  activity  in  a  manner  that  is  virtually 
untraceable. 

THE  REFORM  PERIOD  IN  THE  PEOPLE'S  REPUBLIC  OF  CHINA 

The  establishment  of  the  reform  period  under  the  leadership  of  Deng  Xiao  Ping, 
the  establishment  of  the  Special  Economic  Zones  and  other  investment  zones  for 
Chinese-foreign-joint  ventures,  together  with  the  legitimization  of  a  form  state-cap- 
italism has  been  a  blessing  and  a  curse.  It  has  made  China's  economy  the  fastest 
growing  in  the  world,  but  it  has  unleashed  crime  and  corruption  on  a  scale  virtually 
unparalleled  in  human  history. 

The  scale  of  this  corruption  may  be  seen  by  a  meeting  held  on  August  4,  1993, 
in  Beijing  called  jointly  by  the  CPC  Central  Committee  and  the  State  Council  Gen- 
eral Committee.  Called  a  "National  Work  Meeting  on  Cracking  Down  on  Smuggling 
Activities"  it  was  attended  by  provincial  and  city  party  secretaries  and  other  officials 
of  provinces,  municipalities  and  autonomous  regions  at  or  above  the  level  of  vice 
governor,  vice  mayor  and  party  vice  chairman.  There  had  never  been  a  meeting  of 
this  scale  to  address  the  problem  of  smuggling. 

Central  to  the  meeting  was  the  involvement  of  "state-run  and  collective  enter- 
prises in  smuggling"  and  the  involvement  of  "Army  and  armed  police"  who  were  also 
abusing  their  powers  to  get  a  piece  of  the  action. 

Primary  good  smuggled  into  China  were  identified  as  vehicles  (many  stolen  in  the 
United  States  and  Canada)  tobacco  and  household  electrical  appliances  and  the  pri- 
mary commodity  being  smuggled  out  of  China  was  drugs.  The  primary  areas  of  en- 
trance and  exit  were  listed  as  Hainan  Island,  Guangdong  and  Fujian. 

On  the  subject  of  drugs  the  Public  Security  Minister,  Tao  Siju  stated  that  despite 
attempts  to    stamp  it  out"  drug  smuggling  has  become  worse.  "International  drug 
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traffickers  not  content  with  the  present  route  that  starts  at  the  Sino-Burme.se  bor- 
der and  ends  in  the  United  States  via  Kunming  and  Hong  Kong  are  opening  new 
routes  through  Tibet."  He  stated  "that  Tibet's  border  towns  are  becoming  depots  for 
drug  traffickers." 

Documents  were  revealed  that  "the  Army  and  armed  police  have  abused  their  pre- 
rogatives to  smuggle  goods." 

The  convening  of  this  meeting  together  with  literally  thousands  of  prosecutions 
for  "official  corruption  and  embezzlement  of  public  funds"  and  the  participation  of 
public  officials,  members  of  the  Army,  the  armed  police  and  navy  in  corrupt  activity 
reveal  a  picture  of  disintegration  of  central  authority  in  China,  with  the  provinces 
hosting  special  economic  zones  being  the  most  affected  and  the  most  immune  to 
central  control. 

It  is  into  this  breach  of  central  authority  that  ethnic  Chinese  transnational  crimi- 
nal organizations  are  flooding.  This  level  of  official  corruption  has  permitted  and  is 
permitting:  the  flow  of  Pukienese  aliens  to  the  United  States  to  continue  virtually 
unabated  (there  is  presently  a  high  level  meeting  of  smuggling  groups  being  con- 
ducted as  we  speak  to  discuss  the  coming  spring  and  summer  season  and  the  impli- 
cations flowing  from  the  arrest  and  agreement  of  Ah  Kay  of  the  Fuk  Ching  to  act 
as  government  witness),  both  the  transiting  of  heroin  and  its  refinement  and  the 
production  of  "ice"  for  export  to  Taiwan,  Japan,  Philippines  and  Hawaii  and  the  ex- 
port of  military  weapons  from  PLA  and  Russian  military  sources. 

The  transformation  of  the  Chinese  economy  in  the  Special  Economic  Zones  from 
agrarian  to  industrial,  virtually  overnight,  is  also  producing  another  commodity  for 
export,  the  one  that  is  showing  up  on  our  shores  at  the  rate  of  100,000  per  year, 
surplus  people.  In  Fujian  and  in  the  countries  and  villages  immediately  surrounding 
the  sprawling  city  of  Fuzhou  along  the  Min  River  an  economic  transformation  is  oc- 
curring. Factories  and  hotels  are  rising  in  farm  fields  and  a  huge  new  international 
airport  is  nearly  complete.  Jobs  are  plentiful  for  those  who  have  completed  Middle 
School  and  college  and  less  plentiful  for  those  with  an  eighth  grade  education,  but 
non-existent  for  the  uneducated,  functionally  illiterate  agrarian  families  who  have 
completed  little  or  no  school  beyond  the  third  grade. 

In  addition,  to  having  no  work,  they  are  being  displaced  from  their  land  by  devel- 
opment, thus  being  deprived  of  a  source  of  subsistence  income  and  food.  In  addition, 
the  Central  government  has  increasingly  reduced  its  level  of  subsidy  for  free  serv- 
ices for  education  and  health  care  putting  the  burden  on  Provincial  and  County  gov- 
ernments to  provide  them.  The  result  is  that  these  critical  services  must  be  paid 
for  and  are  beyond  the  means  of  these  people. 

If  that  were  not  enough  the  most  menial  labor  jobs  which  do  exist  are  being  filled 
by  labor  brought  in  from  the  interior  of  China  who  are  better  educated  and  willing 
to  work  for  half  the  wages  of  the  indigenous  workers.  These  displaced  people  make 
up  the  "floating  population"  estimated  to  be  more  than  100  million,  nationwide. 

It  is  from  a  comparatively  small  portion  of  the  Fukiense  floating  population  that 
the  more  500,000  Fukienese  have  been  drawn  and  transported  to  the  United  States 
with  funds  raised  by  close  and  distant  members  of  Fukienese  Overseas  Chinese 
Community  in  the  United  States.  In  the  United  States,  even  with  the  minimal  job 
skills  they  possess  they  are  able  to  find  employment  within  the  protected  environ- 
ment of  the  ever  expanding  Fukienese  population  in  the  United  States. 

MONEY  LAUNDERING 

It  is  most  appropriate  to  touch  on  the  topic  of  money  laundering  following  a  dis- 
cussion of  the  chaotic  conditions  in  the  People's  Republic  of  China  and  the  boom 
town  atmosphere  of  many  cities  within  the  Special  Economic  Zones.  To  express  it 
in  the  simplest  possible  manner,  the  Chinese  do  not  launder  money — they  invest  it. 
As  one  Chinese  smuggler  said  to  me  when  I  asked  him  about  money  laundering — 
"why  would  you  want  to  waste  your  time  cleaning  your  money,  when  it  is  not  dirty 
and  lose  the  opportunity  to  make  more  while  it  is  being  cleaned?" 

The  Chinese  view  in  that  response  is  clear.  They  are  not  concerned  about  official 
scrutiny  of  the  source  of  their  funds  (with  good  reason)  and  their  sole  objective  in 
life  is  to  generate  more  funds. 

Chinese  move  the  majority  of  their  funds  from  the  point  of  collection  to  the  point 
of  investment  in  cash.  The  so  called  "Chinese  banking  system,"  the  black  hole,  that 
law  enforcement  believes  funds  flow  through  is  rarely  used.  I  am  personally  aware 
of  as  much  as  $10  million  leaving  the  United  States,  in  cash,  to  De  reinvested  in 
the  operations  of  a  Taiwanese  smuggler  based  in  Bolivia. 

Currently  money  from  transnational  Chinese  criminal  activities  is  flowing  by  the 
millions  of  dollars  into  businesses  in  the  Special  Economic  Zones  in  Guangdong  and 
Fujian.  I  am  personally  aware  of  numerous  "official  delegations"  which  nave  been 
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in  the  United  States  in  the  last  six  months  seeking  funds  from  indigenous  Chinese 
organized  crime  groups  for  investment  in  Fujian  and  Guangdong.  What  is  most 
alarming  is  the  trend  in  the  type  of  investments  for  which  funds  were  sought.  These 
included  cargo  facilities  and  bonded  goods  sales  at  the  Fujian  International  Airport, 
a  large  scale  containerized  cargo  facility  to  handle  borne  exports  in  Xiamen  Island 
and  a  large  export  warehouse  in  Shenzen  for  containerized  shipment  of  goods  by  air 
and  sea  through  Hong  Kong.  These  are  ominous  investments  for  Chinese  criminals 
to  be  involved  in  as  they  provide  direct  access  to  facilities  need  for  the  export  of 
prohibited  commodities.  (This  is  a  pattern  in  both  Overseas  and  mainland  invest- 
ment by  Taiwanese  investors,  as  well). 

Money  that  is  invested  outside  the  United  States  is  not  repatriated,  nor  is  money 
placed  in  domestic  ventures  withdrawn  and  thus  the  laundering  cycle"  is  not  com- 
pleted. 

CONNECTIONS  TO  TERRORIST  ORGANIZATIONS 

Other  than  the  narco-insurgent  organizations  in  the  Shan  States  in  Burma,  which 
represent  a  special  case,  which  I  would  not  call  terroristic,  I  am  not  aware  of  any 
direct  linkages  between  ethnic  Chinese  transnational  criminal  organizations  and 
terrorist  groups. 

While  the  trade  in  weapons  is  significant  and  growing,  I  have  no  direct  knowledge 
as  to  their  destination  and  no  hard  information  as  to  whether  they  are  reaching  the 
hands  of  terrorist  organizations. 

CONNECTIONS  TO  OTHER  TRANSNATIONAL  ORGANIZED  CRIME  GROUPS 

Ethnic  Chinese  transnational  criminal  groups  have  established  connections  with 
the  Boryokudan  (Yakuza)  and  an  established  presence  in  Japan.  The  primary  com- 
modities being  shipped  into  Japan  are  workers,  prostitutes,  drugs  (ice  and  heroin) 
and  weapons. 

They  are  also  increasingly  establishing  contact  with  the  Russian  Mafia  both  along 
the  border  and  in  Russia  itself.  There  is  substantial  evidence  of  large-scale  barter 
trading  in  drugs  for  weapons  and  in  trans-shipment  of  high  value-added  goods 
smuggled  into  China  from  Asian  sources  (computers  for  example).  In  addition,  the 
Russian  Mafia  have  provided  "corridors"  for  the  smuggling  01  Chinese  aliens  des- 
tined for  the  United  States,  Canada  and  Europe. 

THE  THREAT  TO  THE  NATIONAL  SECURITY  OF  THE  UNITED  STATES  POSED  BY  CHINESE 
TRANSNATIONAL  CRIMINAL  ORGANIZATIONS 

The  transnational  criminal  activities  of  ethnic  Chinese  criminal  groups  pose  a 
multidimensional  threat  to  the  national  security  of  the  United  States  which  is  of 
direct  and  indirect  nature. 

•  BORDER   POROSITY — Ethnic   Chinese   transnational   criminal   organizations 

eose  the  most  direct  threat  to  the  national  security  of  the  United  States  by 
eing  able  to  penetrate  the  territorial  integrity  of  the  United  States  virtually 
at  will  with  commodities  or  people.  Indeed  they  have  accomplished  what  few 
military  or  intelligence  organizations  could  accomplish,  the  annual  clandestine 
entry  of  more  than  100,000  people  per  year,  who  have  been  transported  half 
way  around  the  world.  In  short  they  have  demonstrated  the  capability,  in  the 
face  of  mounting  enforcement  effort,  to  bring  anything  to  or  out  of  the  United 
States  anytime  and  anywhere. 

•  INTRODUCTION  OF  ADDICTIVE  DRUGS— The  unchecked  importation  of 
nearly  pure  heroin  in  the  United  States  represents  a  serious  threat  to  the  public 
health  resulting  from  the  direct  consequences  of  drug  overdose  and  indirect 
costs  in  health  care  for  drug  addiction,  the  spread  of  HIV  from  intravenous  drug 
use,  lost  productivity,  drug  associated  violent  and  economic  crime  and  the  cost 
of  law  enforcement.  Collectively  these  are  a  staggering  burden  of  the  health  of 
American  citizens  and  the  American  economy. 

•  INTRODUCTION  OF  ALIENS— The  introduction  of  more  than  100,000 
Fukienese  Chinese  annually  has  in  effect  created  two  systems  of  immigration 
to  the  United  States  one  defined  by  law  and  one  purchased  by  money.  This  has 
adversely  affected  the  national  security.  It  has  dramatically  increased  the  cost 
of  enforcement  and  administration  of  the  immigration  laws.  It  has  heightened 
ethnic  tensions  among  the  peoples  of  the  United  States  and  unleashed  a  waive 
of  xenophobia.  Finally  and  perhaps  most  importantly  it  has  contributed  to  an 
expansion  of  domestic  Chinese  organized  crime  and  touched  off  a  war  for  control 
within  the  North  American  Chinese  communities  endangering  the  safety  of 
members  of  the  Chinese  communities  and  other  citizens  and  increasing  the  bur- 
den on  law  enforcement. 
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•  GLOBAL  UNGOVERNABILITY— Ethnic  Chinese  transnational  criminal  orga- 
nizations are  beyond  the  control  of  any  single  government  and  owe  allegiance 
none  to  save  themselves.  The  concentration  of  power  through  aggregation  of 
staggering  sums  of  money  on  an  annual  basis  places  in  the  hands  of  an  ungov- 
ernable group  the  ability  to  manipulate  the  institutions  of  legitimate  sovereign 
governments  through  corruptions,  and  to  distort  them  for  their  own  ends.  This 
contributes  to  a  climate  of  global  ungovernability  and  directly  threatens  the  na- 
tional security  of  the  United  States. 

•  DISRUPTION  OF  INTERNATIONAL  RELATIONS— The  competing  interests 
among  source  and  transit  countries  and  the  United  States  set  in  motion  by  the 
activities  of  ethnic  Chinese  transnational  criminal  organizations  has  led  to  de- 
mands by  the  United  States  to  shift  the  burden  o?  controlling  activities  to 
source  and  target  countries.  These  countries  may  be  unwilling  or  unable  to 
shoulder  that  burden  leading  to  heightened  international  tension  and  disruption 
of  international  relations,  which  harms  the  national  security  of  the  United 
States. 

THE  U.S.  RESPONSE  TO  THE  CHALLENGES  POSED  BY  ETHNIC  CHINESE  TRANSNATIONAL 
CRIMINAL  ORGANIZATIONS— EVALUATION  AND  RECOMMENDATIONS 

The  challenges  posed  by  the  activities  of  transnational  ethnic  Chinese  criminal  or- 
ganizations have  not  been  perceived  by  the  branches  of  the  United  States  Govern- 
ment charged  with  responding  to  them.  As  a  result  the  response  has  been  political, 
reactive,  uncoordinated  and  Tacking  the  benefit  of  a  comprehensive  strategy.  Re- 
sources which  could  be  effectively  applied  in  meeting  the  challenges  have  not  been, 
and  many  have  been  misapplied. 

As  I  have  set  forth  above  ethnic  Chinese  transnational  criminal  organizations  do 
not  function  within  the  borders  of  a  single  state,  nor  do  they  owe  allegiance  to  a 
single  state.  Their  economic  power  frequently  cripples  the  response  of  host  states 
through  corruption  of  enforcement  and  legislative  organs.  These  are  therefore 
ungoverned  non-state  actors  and  a  paradigm  must  be  devised  to  account  for  this 
fact. 

In  addition,  I  have  shown  that  the  transnational  criminal  activities  of  ethnic  Chi- 
nese criminals  are  a  form  of  international  trade  conducted  by  and  among  globally 
distributed  affinity  groups  bound  together  by  lineage  and  language  and  not  solely 
by  dedicated  criminal  organizations.  Therefore  the  traditional  "organizational 
model"  should  be  discarded  and  a  systemic  model  substituted. 

Currently  under  the  coordination  of  the  NSC  the  administration  is  pursuing  what 
appears  to  be  a  three-fold  approach  diplomatic,  interdictive  and  prosecutorial.  The 

grimary  organs  of  government  relied  upon  in  this  approach  are  the  Department  of 
tate,  the  Coast  Guard  and  the  Department  of  Justice  acting  through  the  FBI  and 
the  U.S.  Attorneys  in  appropriate  Districts  and  the  Drug  Enforcement  Administra- 
tion. 

As  a  person  outside  government  with  the  ability  to  gather  intelligence  from  the 
primary  actors,  I  have  the  unique  capability  to  measure  the  impact  of  strategies  cur- 
rently being  employed.  That  impact  is,  in  short,  zero. 

The  application  of  diplomacy  by  the  Department  of  State  to  the  source  state  of 
some  drugs  and  all  aliens,  the  People's  Republic  of  China,  is  being  hailed  as  a  suc- 
cess, when  it  is  indeed  a  failure.  It  is  failing  precisely  because  the  central  govern- 
ment in  Beijing  is  effectively  powerless  to  act  comprehensively  and  the  Provincial 
fovernments  are  not  able  or  will  not  act  against  the  principals  because  they  have 
een  effectively  corrupted.  In  China  just  as  in  the  United  States,  those  prosecuted 
are  expendable  and  replaceable  and  their  removal  has  virtually  no  effect.  Similarly, 
the  application  of  diplomacy  to  transit  countries  will  fail  either  because  their  organs 
of  government  have  Deen  effectively  coopted  by  corruption  or  it  is  not  in  their  state 
interest  to  act. 

The  interdiction  strategy  is  clearly  one  that  is  hit  or  miss  and  misses  more  often 
that  it  hits. 

The  domestic  prosecution  of  recognizable  Chinese  domestic  organized  crime 
groups  is  a  positive  step,  but  the  primary  actors  on  beyond  the  jurisdiction  of  such 
prosecutions. 

If  these  strategies  are  ineffective,  what  is  needed? 

1.  The  gathering  and  analysis  of  intelligence  from  international  sources  based 
upon  a  properly  defined  paradigm  for  such  action.  Clearly  that  means  engagement 
of  the  Central  Intelligence  Agency  at  the  international  level. 

2.  The  creation  of  a  unified  border  control  agency  which  is  centrally  controlled  and 
combines  the  now  disbanded  Anti-Smuggling  Units  within  INS,  with  the  Border  Pa- 
trol, Customs  and  the  Coast  Guard.  This  agency  must  be  empowered  to  gather  and 
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analyze  intelligence  from  domestic  sources  and  permitted  to  conduct  comprehensive 
far  reaching  under  cover  investigations  not  currently  permitted  within  the  Immigra- 
tion and  Naturalization  Service. 

3.  The  creation  of  a  unitary,  computerized  national  data  base,  dedicated 
transnational  organized  crime  intelligence  and  accessible  by  all  law  enforcement 
agencies. 

4.  Enactment  of  legislation  with  Congressional  oversight  which  mandates  inter- 
agency cooperation  among  law  enforcement. 

Senator  Kerry.  Thank  you.  Dr.  Lee  and  Mr.  Godson,  if  we  could 
try  to  summarize  a  little  bit.  Senator  Pressler  wants  to  ask  some 
questions  before  he  leaves.  We  would  appreciate  it. 

STATEMENT  OF  RENSSELAER  LEE,  PRESIDENT,  GLOBAL 
ADVISORY  SERVICE,  ALEXANDRIA,  VA 

Dr.  Lee.  Thank  you.  It  is  a  real  pleasure  to  be  here  today,  Sen- 
ator Kerry.  I  will  try  to  summarize  my  remarks  in  about  5  to  8 
minutes. 

In  the  past  few  years  we  have  seen  some  very  positive  develop- 
ments on  the  international  front.  The  Soviet  empire  has  collapsed. 
The  Iron  Curtain  has  come  down.  Communism  has  more  or  less 
disappeared  in  Russia  and  other  countries  over  there. 

Unfortunately,  all  of  these  developments  have  kindled  new  incen- 
tives and  opportunities  for  organized  crime  in  the  newly  independ- 
ent states  of  the  former  Soviet  Union. 

There  are  now  more  than  4,000  criminal  organizations  which 
comprise  an  estimated  100,000  member  operating  in  Russia  alone, 
engaging  in  such  activities  as  extortion,  drug  dealing,  bank  fraud, 
forgery,  arms  trafficking,  export,  of  contraband  oil  and  metals  and, 
most  ominously  perhaps,  the  smuggling  of  radioactive  materials 
and  components. 

An  estimated  150  to  200  of  these  formations,  according  to  Rus- 
sian police  sources,  have  international  ties.  This  is  to  say,  they 
maintain  criminal  contacts  and  control  franchises  and  affiliates  in 
other  post-Soviet  states  or  in  a  number  of  different  Western  coun- 
tries. 

I  see  the  expanding  influence  of  post-Soviet  organized  crime  as 
presenting  a  potentially  significant  threat  to  U.S.  and  other  West- 
ern security  interests,  and  I  am  going  to  outline  very  briefly  here 
several  aspects  of  the  threat. 

First  of  all,  Russian  syndicates  have  a  lot  of  muscle.  They  are 
very  well  equipped  with  sophisticated  weapons,  computers,  ad- 
vanced communications,  and  surveillance  equipment.  You  could  say 
this  is  true  of  other  criminal  organizations  as  well,  but  there  is 
something  special  here  because  the  implosion  or  the  collapse  of  the 
Russian  military-industrial  complex  has  provided  the  criminal  un- 
derworld with  access  to  a  very  unusual,  in  fact  remarkable,  array 
of  talent  including  former  KGB  and  police  officers,  ex-military  spe- 
cialists, university-trained  chemists,  scientists,  managers,  and 
economists. 

In  other  words,  with  the  collapse  of  the  Soviet  Union  we  may  be 
now  facing  criminal  organizations  of  a  qualitatively  new  type. 

A  second  point  is  that  the  spreading  influence  of  Russian  orga- 
nized crime  has  now  extended  even  to  defense  and  scientific  estab- 
lishments, that  is  to  very  sensitive  sectors  in  the  former  Soviet 
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Union  and  in  Russia,  and  this  I  think  increases  the  risk  of  pro- 
liferation of  weapons  of  mass  destruction. 

We  can  see  what  may  be  harbingers  of  this  is  in  the  increasingly 
uncontrolled  sales  of  sophisticated  conventional  weapons,  assault 
rifles,  missile  systems,  even  tanks  from  former  Soviet  arsenals  and 
stockpiles. 

Even  more  ominous,  I  think,  is  the  leakage  of  radioactive  mate- 
rials into  criminal  channels  and  networks.  Although  not  a  whole  lot 
of  weapons-grade  uranium  and  plutonium  has  escaped,  the  very 
fact  of  leakage  itself  raises  doubts  about  the  post-Soviet  govern- 
ments' ability  to  monitor  and  to  control  stockpiles. 

A  third  point  is  that  rising  crime  in  post-Soviet  states  will  un- 
doubtedly contribute  to  a  growing  world  supply  of  illegal  narcotics. 
The  former  Soviet  Union  has  a  large  raw  material  base  for  plant- 
based  narcotics,  especially  cannabis  and  opium. 

Highly  skilled  chemists,  graduates  of  medical  institutes  made 
destitute  by  wrenching  economic  changes  associated  with  the  eco- 
nomic reform  process,  these  people  are  now,  many  of  them,  working 
under  contract  to  organized  crime  syndicates,  turning  out  sophisti- 
cated synthetic  drugs  such  as  LSD,  methadone,  high  quality  am- 
phetamines, and  synthetic  opiates  that  are  said  to  be  many  times 
more  powerful  than  heroin. 

Also,  the  former  Soviet  states  are  now  important  transit  coun- 
tries for  such  geographically  diverse  products  as  Afghan  heroin  and 
hashish,  and  Colombian  cocaine. 

Fourth,  post-Soviet  criminal  networks  are  metastasizing.  They 
are  exporting  money,  expertise,  and  even  entire  criminal  networks 
to  the  West.  Russian  criminal  cells  have  entrenched  themselves  in 
Germany,  Scandinavia,  the  United  States,  Israel,  and  many  other 
countries. 

Also,  there  is  growing  evidence  of  criminal  collaboration  between 
Russian-based  crime  formations  and  established  international  syn- 
dicates such  as  the  Colombian  cartels  and  the  Sicilian  Cosa  Nostra. 

The  internationalization  of  Russian  crime  is  undoubtedly  going 
to  increase  the  incidence  of  such  crimes  as  drug  trafficking,  extor- 
tion, and  prostitution  in  the  West.  It  also  increases  the  risk  of 
smuggling  of  weapons  and  dangerous  materials. 

Also,  another  point  is  that  Russian  criminal  infrastructures 
abroad  might  conceivably  be  exploited  for  economic  espionage  or  for 
military  intelligence  purposes  by  anti-Western  political  forces  in 
Russia. 

The  widening  influence  of  organized  crime  in  the  former  Soviet 
Union  cuts  across  many  aspects  of  East-West  relations.  For  exam- 
ple rampant  illegal  trade  in  high  grade  weaponry,  nuclear  mate- 
rials, imposes  new  burdens  on  East-West  disarmament  negotiators. 
It  could  compromise,  in  fact,  the  arms  control  process  itself. 

Continuing  leakages  of  strategic  goods  also  are  going  to  require, 
I  think,  fairly  careful  scrutiny  of  U.S.  technology  export  policies 
vis-a-vis  the  post-Soviet  states. 

U.S.  foreign  assistance  policies  and  private  investment  strategies 
are  going  to  have  to  be  reconfigured  somehow  to  cope  with  the 
threats  of  criminal  extortion  and  endemic  official  corruption  in 
these  states.  It  may  be  that  our  businessmen  can  muddle  through 
over  there  in  these  conditions,  but  it  is  very  hard  to  do  this  now 
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without  running  afoul  of  U.S.  laws,  not  to  mention  the  laws  of  Rus- 
sia and  the  other  post-Soviet  states. 

Also,  the  metastasis  of  Russian  organized  crime  imposes,  of 
course,  new  demands  on  Western  law  enforcement  and  security 
agencies.  Of  course,  better  safeguards  against  particularly  dan- 
gerous forms  of  criminal  activity,  the  underground  arms  trade,  the 
narcotics  trade,  nuclear  smuggling  and  smuggling  of  dangerous 
chemical  and  biological  materials  will  need  to  be  devised. 

Finally,  I  just  want  to  make  the  point  that  the  issues  of  orga- 
nized crime  and  corruption,  despite  their  importance,  have  very  Tit- 
tle resonance  today  within  the  U.S.  foreign  policy  establishment. 
These  are  the  kinds  of  issues  that  get  relegated  to  contractors,  con- 
sultants, interns,  and  junior  foreign  service  officers. 

These  issues,  I  think,  should  play  a  much  more  significant  role 
in  U.S.  dialog  with  Russia,  Ukraine,  and  other  former  Soviet 
states.  We  cannot  continue,  in  other  words,  to  formulate  economic, 
political,  and  security  policies  in  this  kind  of  vacuum,  that  is  for- 
mulate policies  toward  these  countries  as  though  the  organized 
crime  threat  did  not  exist. 

Like  South  American  cocaine  phenomena  in  the  1980's,  the 
spreading  crime  menace  in  the  former  Soviet  Union  in  the  1990's 
has  caught  the  United  States  more  or  less  by  surprise,  caught  us 
largely  unprepared.  And  I  think  this  new  threat  from  the  East  also 
should  alert  us  to  the  growing  international  linkages  among  orga- 
nized crime,  drug  trafficking,  terrorism,  and  nuclear  proliferation. 
Unfortunately,  responsibility  for  these  issues  is  currently  frag- 
mented among  a  great  many  different  Federal  bureaus  and  offices. 

In  general  we  are  going  to  need  a  new  arsenal  of  foreign  policy 
tools,  organizational  responses  to  cope  with  the  complex  challenges 
arising  from  former  Soviet  crime  groups  and  other  types  of  malevo- 
lent, nonstate  actors  in  the  modern  international  environment. 

Thank  you  very  much. 

[The  prepared  statement  of  Dr.  Lee  follows:] 

Prepared  Statement  of  Dr.  Lee 
introduction 

The  demise  of  the  Soviet  empire,  the  dismantling  of  centrally-planned  economies 
and  the  opening  of  borders  to  the  West  have  kindled  new  incentives  and  opportuni- 
ties for  organized  crime  in  the  newly  independent  states  of  the  former  Soviet  Union 
(FSU).  More  than  4,000  criminal  formations  comprising  an  estimated  100,000  mem- 
bers now  operate  in  Russia  alone,  engaging  in  such  activities  as  extortion,  drug 
dealing,  bank  fraud,  arms  trafficking,  export  of  contraband  oil  and  metals,  and 
smuggling  of  radioactive  materials  and  components.  An  estimated  150  to  200  of 
these  formations  have  international  ties — maintaining  criminal  contacts  and  control- 
ling franchises  in  other  post-Soviet  states  or  in  the  West.  Like  world-class  criminal 
organizations  everywhere,  Russian  syndicates  possess  considerable  muscle.  They  are 
well-equipped  with  sophisticated  weapons  and  advanced  communications  and  sur- 
veillance equipment;  furthermore,  the  implosion  of  Russia's  military-industrial  com- 
plex has  provided  the  criminal  underworld  with  access  to  an  unusual  array  of  tal- 
ent— including  former  KGB  and  police  officials,  ex-military  specialists  and  univer- 
sity-trained chemists,  managers  and  economists. 

The  influence  of  organized  crime  is  pervasive  in  the  post-Communist  world. 
Criminal  formations  control  significant  economic  assets  (including  some  40,000  com- 
mercial and  state  enterprises  in  Russia  alone)  and  maintain  accomplices  and  in- 
formants at  all  levels  of  the  bureaucracy  and  the  military -industrial  complex.  Rep- 
resentatives of  criminal  syndicates  sit  in  FSU  parliamentary  institutions  and  are 
thus  in  a  position  to  block  or  water  down  significant  anti-crime  legislation.  In  Boris 
Yeltsin's  administration,  even  cabinet  members  and  top  military  commanders  have 
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been  implicated  in  smuggling  ventures  and  other  shady  commercial  dealings. 
Yeltsin  himself  calls  organized  crime  "a  direct  threat  to  Russia's  strategic  interests 
and  national  security,"  yet  the  Russian  government  seems  powerless  to  combat  this 
menace. 

THREATS 

The  explosive  growth  of  organized  crime  in  the  FSU  represents  a  significant  po- 
tential threat  to  U.S.  and  Western  security  interests.  Several  aspects  ol  this  threat 
can  be  identified:  First,  FSU  crime  syndicates  contribute  to  the  international  pro- 
liferation of  advanced  weaponry  and  of  dangerous  radioactive  substances.  Second, 
such  syndicates  are  playing  an  increasing  role  in  the  global  traffic  in  illicit  drugs. 
Third,  Russian  crime  organizations  are  "exporting"  their  operations  and  networks 
and  collaborating  with  foreign  criminal  organizations— developments  that  pose  seri- 
ous challenges  to  Western  law  enforcement.  Fourth, — on  a  more  general  level — orga- 
nized crime  threatens  Western  interests  in  the  emergence  of  a  legitimate  economic 
and  political  order  in  post-Communist  Eurasia.  These  threats  will  be  discussed  in 
order  below. 

Proliferation 

The  collapse  of  Soviet  control  and  the  relative  impotence  of  post-Communist  state 
structures  are  associated  with  a  remarkable  expansion  of  underground  arms  traf- 
ficking both  in  the  FSU  and  in  the  West.  Military  units  with  commercial  interests 
routinely  collaborate  with  organized  criminal  formations  in  selling  sophisticated 
weapons  from  former  Soviet  arsenals  and  stockpiles.  The  range  of  hardware  bro- 
kered by  FSU  crime  syndicates  includes  such  items  as  assault  rifles,  rocket-pro- 
pelled grenades,  missile  systems,  helicopters,  fighter  aircraft,  tanks  and  possibly 
submarines.  Russian  military  sources  reported  6,430  cases  of  thefts  of  weapons  from 
military  depots  in  1993,  compared  to  3,923  cases  in  1992,  a  64  percent  increase.  Yet 
covert  military  sales  by  corrupt  top  brass  and  their  criminal  cohorts  probably  far 
exceed  these  numbers.  The  bulk  of  the  weapons  traffic  circulates  in  war-torn  parts 
of  Russia's  "near-abroad"  (for  example,  in  Tadjikistan  and  Nagorno-Karabakh);  the 
rest  probably  gravitates  to  regional  conflicts  elsewhere  or  equips  the  arsenal  of  ma- 
levolent free  agents  such  as  the  Islamic  Jihad  and  the  Sicilian  Cosa  Nostra. 

A  particularly  ominous  manifestation  of  criminal  military  entrepreneurship  in  the 
FSU  has  been  the  smuggling  of  radioactive  materials  to  the  West.  Instances  of  nu- 
clear smuggling  apparently  have  increased  dramatically  in  recent  years.  In  Ger- 
many, for  example,  the  number  of  attempted  or  successful  nuclear  deals  recorded 
by  German  authorities  increased  from  4  in  1990,  to  41  in  1991,  to  158  in  1992  to 
200  or  more  in  1993.  Actual  smuggling  cases  seldom  involve  weapons-grade  ura- 
nium or  plutonium  (that  is,  material  that  could  be  used  in  a  nuclear  bomb);  yet 
some  nuclear  materials  appearing  in  Western  markets — for  example,  cesium  and 
strontium — pose  clear  environmental  hazards  and  conceivably  might  be  adapted  to 
terrorist  missions.  Furthermore,  assorted  middlemen  have  displayed  samples  of 
weapons-grade  material  to  potential  buyers,  at  least  in  Russia — an  indication  that 
FSU  nuclear  establishments  are  not  immune  to  penetration  by  organized  crime  in- 
terests. 

Indeed,  conditions  for  nuclear  smuggling  and  profiteering  appear  relatively  favor- 
able at  present.  Nuclear  stocks  in  the  CIS  countries  are  enormous — composing  pos- 
sibly 500  to  600  tons  of  highly  enriched  uranium  and  100  to  200  tons  of  plutonium. 
The  theft  of  a  few  kilograms  of  this  material  (especially  if  accomplished  over  a  long 
time  period)  might  not  be  detected  easily.  In  Russia  (and  probably  elsewhere)  con- 
trols over  these  stocks  are  fragmented  among  a  number  of  different  and  competing 
government  agencies.  Storage  costs  are  high — an  estimated  $1.00  to  $2.00  per  gram 
of  plutonium  per  year — which  creates  an  incentive  to  sell  rather  than  to  stockpile 
the  material.  In  addition,  maintenance  and  security  conditions  are  rapidly  deterio- 
rating in  some  FSU  nuclear  arsenals. 

At  the  same  time,  high  profits  can  be  realized  by  selling  to  the  nuclear  black  mar- 
ket. A  kilogram  of  uranium  enriched  to  30  percent  U-235  can  sell  in  European  mar- 
kets for  $1  million,  approximately  20  times  the  European  price  of  a  kilogram  of  co- 
caine and  50  times  the  purchase  price  of  the  uranium  in  the  Urals.  Moreover,  hard 
times  in  the  nuclear  industry  are  heightening  the  risk  of  proliferation.  Laboratories, 
reactors,  production  lines  and  even  entire  plants  are  being  shut  down.  Nuclear  sci- 
entists, weapons  engineers  and  skilled  technicians  are  being  discharged  or  are  suf- 
fering pay  cuts.  Recently,  scientists  at  Arzamas-16,  a  secret  nuclear  city  near  the 
Russian  city  of  Nizhny-Novgorod  went  on  strike  because  their  salaries  had  not  been 
paid.  Given  these  uncertainties,  employees  of  the  nuclear  industrial  complex  might 
well  be  tempted  to  peddle  atomic  bomb  components,  or  simply  to  seek  employment 
outside  the  FSU — for  example,  in  the  secret  nuclear  programs  of  North  Korea,  Paki- 
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stan  or  Iran.  While  the  nuclear  proliferation  scenarios  outlined  here  have  not  yet 
materialized,  current  leakages  provide  ample  reason  for  concern  about  the  security 
both  of  uranium  and  plutonium  stockpiles  and  of  the  estimated  30,000  nuclear  war- 
heads remaining  on  the  territory  of  the  former  Soviet  Union. 

Narcotics 

The  former  Soviet  states  represent  an  important  new  frontier  in  the  illicit  global 
narcotics  trade.  The  growth  of  narcotics  businesses — like  the  growth  of  organized 
crime  itself — is  bolstered  by  chaotic  economic  conditions  prevailing  in  much  of  Eur- 
asia, as  well  as  by  weak  law  enforcement,  a  permissive  legal  framework  (Russia, 
for  example,  has  decriminalized  drug  use),  unprotected  frontiers  and  porous  finan- 
cial systems.  FSU  states  consume  most  of  the  drugs  that  they  produce  but  FSU 
products  such  as  morphine,  hashish,  opiates  and  amphetamines  are  appearing  in- 
creasingly frequently  in  Western  markets.  Also,  FSU  and  foreign  crime  syndicates 
are  transshipping  huge  quantities  of  illicit  drugs  across  former  Soviet  territory.  Her- 
oin and  hashish  cargoes  from  the  Golden  Crescent  countries  travel  through  the  FSU 
en  route  to  Western  Europe  and  (less  frequently)  North  America.  Also,  rather  amaz- 
ingly, Russia  now  also  serves  as  a  transit  country  for  Colombian  cocaine.  Signifi- 
cantly, almost  1.1  tons  of  cocaine,  shipped  from  Colombia  in  cans  of  meat  and  pota- 
toes, were  impounded  by  Russia  customs  authorities  in  Vyborg,  near  the  Russo- 
Finnish  border  in  February  1993. 

Moreover,  the  former  Soviet  Union  comprises  a  large  base  of  raw  materials  nec- 
essary for  the  production  of  illicit  drugs.  Most  export-quality  drug  crops  grow  in  the 
Central  Asian  states  of  the  FSU.  Kazakhastan,  for  example,  contains  an  estimated 
138,000  hectares  of  wild-growing  cannabis — approximately  5  times  the  recorded  can- 
nabis cultivation  in  Mexico  and  Colombia  combined.  Marijuana  from  Kazakhastan 
and  elsewhere  in  Central  Asia  tests  for  a  high  tetrahydrocannabinol  (THC)  content 
and  frequently  processed  into  hashish,  a  commonly-used  drug  in  the  FSU.  In  addi- 
tion, more  than  5,000  hectares  of  opium  poppies  are  cultivated  illegally  in  Central 
Asia,  mostly  in  Uzbekistan,  Tadjikistan  and  Turkmenistan.  Opium  cultivation — like 
drug  crop  cultivation  elsewhere — is  highly  profitable — one  hectare  of  poppy  yields  at 
least  20  times  as  much  income  per  unit  of  land  as  cotton,  Central  Asia's  most  impor- 
tant cash  crop. 

The  opium  trade  is  becoming  a  major  growth  industry  in  the  region.  Expanding 
cultivation  is  fueled  by  a  variety  of  factors:  deteriorating  economic  prospects,  the 
conflict  in  Tadjikistan,  and  rising  demand  for  drugs  in  the  European-Slavic  states 
and  in  the  West.  Organized  crime  has  invested  heavily  in  the  opium  business,  fi- 
nancing much  of  the  new  cultivation  by  hiring  peasants  and  even  entire  villages  to 
plant  and  protect  the  poppy  crops.  Ominously,  evidence  has  surfaced  of  heroin  pro- 
duction in  crude  laboratories  operated  by  Pamir  tribal  leaders  in  politically  con- 
tested areas  of  Tadjikistan.  Also,  interregional  criminal  networks  have  emerged  to 
transport  opiates  and  other  Central  Asian  drugs  to  Western  markets.  Central 
Asians  themselves  typically  are  not  the  prime  movers  in  these  networks.  Rather, 
outsiders — often  Caucasian  groups  such  as  Azerbaidjanis,  Chechens  and  Geor- 
gians— travel  to  Central  Asia,  purchase  drugs  from  local  dealers,  and  distribute 
them  in  Moscow,  St.  Petersburg,  Prague,  Helsinki  and  other  cities. 

A  different  type  of  threat  is  reflected  in  the  rapidly  increasing  production  of  illicit 
synthetic  drugs.  In  Russia,  the  Baltic  countries  and  other  post-Soviet  states,  the  col- 
lapse of  the  old  industrial  order  has  eliminated  employment  opportunities  for  thou- 
sands of  highly-trained  chemists  and  medical  specialists  or  has  reduced  their  earn- 
ings to  poverty  levels.  Many  such  specialists  now  are  working  in  clandestine  labora- 
tories, synthesizing  LSD,  methadone,  ephedrine-based  amphetamines  and  new  age 
compounds  as  trimethylfentanil,  a  synthetic  opiate  said  to  be  hundreds  of  times 
stronger  than  heroin.  (The  "clandestine  laboratories"  may,  in  fact,  be  facilities  in 
universities,  research  institutions  and  factories  converted  part-time  or  full-time  to 
illegal  production).  Much  of  the  synthetics  production  is  for  export.  For  example,  a 
state  pharmaceutical  factory,  "Latbiofarm,"  in  1992-1993  dedicated  an  entire  pro- 
duction line  to  the  manufacture  of  amphetamine  tablets;  some  11  million  tablets  to- 
talling 4.5  tons  were  shipped  to  Germany  in  1992-1993  before  the  operation  was 
discovered  by  the  authorities. 

The  drug  trade  in  the  FSU  is  still  at  a  fairly  early  stage  of  development.  Perhaps 
the  USSR's  long  isolation  prevented  the  "normalization"  of  criminal  ties  as  well  as 
legal  economic  linkages  between  East  and  West.  Such  linkages,  though,  are  now  de- 
veloping rapidly.  Certainly,  the  former  Soviet  states  have  the  capacity  to  flood  the 
world  with  cannabis  products,  cheap  (or  highly  dangerous)  synthetic  drugs,  and — 
if  current  trends  continue — with  heroin  of  Central  Asian  manufacture.  And  entre- 
preneurial FSU  crime  syndicates — especially  those  with  overseas  affiliates — are  in 
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a  position  to  deliver  virtually  any  kind  of  narcotics  to  interested  consumers  in  West- 
ern Europe  and  the  United  States. 

Internationalization 

Russian  crime  syndicates  are  moving  westward — exporting  capital,  establishing 
outposts  in  Western  countries  and  collaborating  in  new  ways  with  foreign  criminal 
syndicates.  Russian  police  sources  estimate  that  $7  billion  in  organized  crime  funds 
were  transferred  from  the  Soviet  Union  to  Germany  between  1988  and  1992,  and 
that  $25  billion  was  moved  from  the  FSU  states  to  Western  banks  in  1993.  Such 
enormous  capital  outflows  have  facilitated  the  reproduction  of  FSU  criminal  net- 
works and  ventures  abroad.  Mafia  groups  comprising  ethnic  Russians,  Chechens, 
Azerbaidjani8,  Georgians  and  other  nationalities  from  the  former  Soviet  Union  have 
entrenched  themselves  in  Helsinki,  Prague,  Warsaw,  Berlin,  Frankfurt  and  other 
European  cities.  Such  mafias  have  established  roots  in  Tel  Aviv  and  Haifa  and  are 
active  in  such  U.S.  cities  as  Philadelphia,  New  York  and  Los  Angeles.  The  export 
of  "Russian"  crime  is  producing  predictable  increases  in  homicides,  racketeering, 
prostitution,  drug  abuse  and  official  corruption  in  the  affected  countries.  In  Ger- 
many, some  30  Russian"  organized  crime  groups  now  operate,  some  of  them  com- 
prising more  than  300  members.  German  police  officials  estimate  that  almost  one- 
third  of  all  crimes  in  Germany  are  committed  by  emigrants  from  the  former  Soviet 
Union.  Russia's  Western  group  of  forces  in  Germany  reportedly  conducts  a  thriving 
two-way  smuggling  business,  importing  narcotics  substances  and  contraband  mili- 
tary goods  from  the  East  and  exporting  Western  computers,  computer  parts  and  sto- 
len cars  to  Russian  markets. 

Also  unsettling  are  reports  of  growing  collaboration  between  Russian  criminal 
groups  (including  groups  established  overseas)  and  various  Western  criminal  forma- 
tions. The  Vyborg  shipment  mentioned  above  was  a  Joint  venture  of  Colombian,  Is- 
raeli and  Russian  narcotics  traffickers,  according  to  Russian  press  accounts.  (Colom- 
bian dealers  had  apparently  "tested  the  waters  in  Vyborg  by  sending  smaller  ship- 
ments of  cocaine  through  the  port  on  several  previous  occasions.)  There  are  persist- 
ent rumors  of  planning  meetings — "crime  summits" — in  Warsaw,  Zurich  and  Prague 
between  Russian  and  Italian  organized  crime  figures.  The  Prague  meeting  (which 
occurred  in  mid-  or  late  1992)  apparently  discussed  various  money  laundering 
schemes  as  well  as  possible  exchanges  of  FSU  weaponry  and  nuclear  merchandise 
for  Western  narcotics,  especially  cocaine.  Some  foreign  criminal  capital  is  flowing 
into  Russia,  although  probably  still  on  a  minor  scale.  For  example,  Italian  crime 
syndicates  reportedly  own  a  stake  in  a  major  tourist  hotel  in  Moscow.  A  commercial 
bank  in  the  city  of  Yekaterinburg  in  the  Urals  is  said  to  be  jointly  owned  by  Sicilian, 
Italian-American  and  Russian  cnme  interests. 

The  prognosis  is  for  more  rather  than  less  trans-national  collaboration  among 
criminal  groups.  The  increasing  integration  of  the  global  economy  forces  legal  and 
illegal  businesses  alike  to  exploit  new  business  opportunities  abroad.  Also,  the  dy- 
namics of  modern  criminal  operations — the  need  to  realize  economies  of  scale,  to 
minimize  smuggling  risks,  and  to  recycle  bulk  cash  proceeds — may  compel  criminal 
groups  to  form  partnerships  with  their  counterparts  in  foreign  countries.  For  exam- 

{ile,  the  Colombian  cartels  have  an  established  "umbrella"  agreements  with  various 
talian  crime  formations  to  sell  cocaine  into  the  European  market.  The  agreements 
involve  such  matters  as  terms  of  delivery,  and  payment  schedules  and,  of  course, 
price.  Representatives  of  Sicily's  Cosa  Nostra  and  the  Cali  Cartel  have  discussed 
setting  up  a  dedicated  infrastructure  of  commercial  front  companies  to  handle  large- 
volume  flows  of  narcotics  and  banknotes.  Similar  partnerships  between  Russian  and 
Italian  crime  syndicates  could  dramatically  increase  international  trafficking  in 
weapons,  narcotics  and  nuclear  materials  and  components. 

The  Future  of  Post-Soviet  States 

The  ever-widening  scope  of  organized  crime  jeopardizes  Western  interests  in  the 
success  of  privatization  and  reform  in  the  FSU.  On  the  one  hand,  criminalization 
of  economic  structures  greatly  diminishes  prospects  of  successful  Western  and  U.S. 
investment.  According  to  one  Moscow  think-tank,  70  to  80  percent  of  private  enter- 
prises and  banks  pay  protection  money  to  gangster  groupings  and  corrupt  officials. 
At  least  half  of  all  Western  businesses  in  Russia  have  had  to  cope  with  extortion 
demands,  according  to  a  recent  investment  study.  "Many  domestic  and  foreign  busi- 
nesses prefer  to  turn  to  the  Russian  mafia  for  business  and  protection  rather  than 
rely  on  the  non-criminal  part  of  the  government;"  concludes  the  study.  Of  course, 
the  risks  (including  the  legal  risks)  of  such  a  course  are  enormous.  Not  surprisingly, 
many  potential  investors  have  opted  out  of  the  Russian  market;  a  panel  of  Russian 
specialists  estimates  that  U.S.  companies  invested  an  average  of  only  $60  million 
per  year  in  Russia  in  the  period  1987  to  1993. 
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On  the  other  hand,  organized  crime  dampens  the  chances  for  reform  politically. 
The  crime  issue  doubtless  contributed  to  Vladimir  Zhirinovsky's  recent  electoral  suc- 
cess; Zhirinovsky  has  called  for  "on  the  spot  execution  of  criminal  gang  leaders  by 
firing  squads"  and  for  covering  government  budget  deficits  with  seizure  of  criminal 
assets.  Certainly  Russian  conservatives  or  "national  socialists"  can  use  the  law-and- 
order  issue  to  their  advantage,  especially  if  a  majority  of  Russian  citizens  come  to 
equate  the  reform  process  with  government  by  criminals.  Given  such  calculations, 
the  emergence  of  an  authoritarian,  anti-free  market  and  possibly  anti-Western  re- 
gime in  Russia  cannot  be  ruled  out.  Alternative  (and  perhaps  more  likely)  scenarios 
involve  a  symbiosis  of  organized  crime  with  the  breakdown  of  order  and  political 
centrifugal  tendencies  in  Russia  and  other  new  states.  As  the  government's  system 
of  crime-prevention  collapses,  entire  regions  could  move  out  of  Moscow's  control. 
That  the  post-Communist  world  can  navigate  successfully  between  authoritarian  re- 
action (or  Zhirinovsky-style  fascism)  on  the  one  hand  and  crime  and  chaos  on  the 
other  obviously  cannot  be  taken  for  granted. 

POLICY  IMPLICATIONS 

The  widening  influence  of  organized  crime  in  the  FSU  cuts  across  many  aspects 
of  East-West  relations.  For  example,  rampant  illegal  trade  in  high-tech  weaponry 
and  nuclear  materials  imposes  new  burdens  on  East- West  disarmament  negotiators 
and  could  compromise  the  arms  control  process  itself.  Continuing  leakages  of  strate- 
gic goods  also  will  require  careful  scrutiny  of  U.S.  technology  export  policies  vis-a- 
vis the  post-Soviet  states.  U.S.  foreign  assistance  policies  and  private  investment 
strategies  must  be  reconfigured  to  cope  with  the  threats  of  criminal  extortion  and 
endemic  official  corruption  in  the  new  states. 

Also,  the  metastasis  of  Russian  organized  crime  imposes  new  demands  on  West- 
ern law  enforcement  and  security  agencies.  For  example,  better  safeguards  against 
particularly  dangerous  forms  of  criminal  activity — the  underground  arms  trade,  nu- 
clear smuggling  and  the  smuggling  of  dangerous  chemical  and  biological  materials — 
will  need  to  be  devised.  Police  and  customs  organizations  will  need  cadres  of  officers 
that  target  specifically  organized  crime  formations  from  the  former  Soviet  states. 
(Such  specialized  units  already  exist  in  some  European  countries.)  Also,  Western 
counterintelligence  agencies  must  be  alert  to  the  possibility  that  political  groups  in 
Russia  or  an  anti-Western  Russian  government  might  exploit  Russian  criminal  in- 
frastructures abroad  to  advance  certain  foreign  policy  interests.  Governments  his- 
torically have  used  crime  groups  for  a  number  of  purposes — from  gathering  eco- 
nomic and  military  intelligence  to  exerting  political  pressure  on  neighboring  states. 
(A  recent  example  of  government-criminal  contacts  was  Chinese  Public  Security 
Minister  Tao  Siju's  meeting  with  Hong  Kong  Triad  groups  in  Beijing  in  spring  1993. 
Tao  told  a  news  conference  that  China  was  happy  to  unite  with  the  Triads  provided 
they  were  "patriotic  and  concerned  with  the  stability  and  prosperity  of  Hong  Kong.") 
While  Russia  is  not  now  inclined  to  pursue  such  policies,  the  unpredictability  of 
international  politics  (and  of  the  political  situation  within  Russia  itself)  require  that 
linkages  between  crime  and  statecraft  be  explored  and  understood  by  relevant  U.S. 
government  agencies. 

Currently,  the  issues  of  organized  crime  and  corruption  have  little  resonance 
within  the  U.S.  foreign  policy  establishment.  These  issues  clearly  should  play  a 
more  significant  role  in  U.S.  dialogues  with  Russia,  Ukraine  and  other  former  Soviet 
states.  We  cannot  continue  to  formulate  economic,  political  and  security  policies  vis- 
a-vis the  FSU  as  though  the  organized  crime  threat  did  not  exist.  Like  the  South 
American  cocaine  phenomenon  in  the  1980s,  the  spreading  FSU  crime  menace  in 
the  1990s  has  caught  the  United  States  largely  unprepared.  This  new  threat  from 
the  East  also  should  alert  us  to  the  growing  international  linkages  among  organized 
crime,  drug  trafficking,  terrorism  and  nuclear  proliferation.  Unfortunately,  respon- 
sibility for  these  issues  is  currently  fragmented  among  different  federal  bureaus  and 
offices.  In  general,  the  United  States  will  need  a  new  arsenal  of  foreign  policy  tools 
and  organizational  responses  to  cope  with  the  complex  challenges  arising  from  FSU 
crime  groups  and  other  malevolent  non-state  actors  in  the  modern  international  en- 
vironment. 

Senator  Kerry.  Thank  you.  That  was  an  excellent  framework 
and  I  appreciate  it  very  much.  Mr.  Godson? 
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STATEMENT  OF  ROY  GODSON,  PRESIDENT,  NATIONAL 
STRATEGY  CENTER,  WASHINGTON,  DC 

Dr.  Godson.  Thank  you  very  much,  Mr.  Chairman.  I  will  focus 
my  remarks  exclusively,  if  I  may,  then  on  prescriptions  rather  than 
engaging  in  further  diagnosis. 

My  recommendations  on  one  hand  will  suggest  that  there  are 
many  things  that  can  be  done,  but  on  the  other  hand  there  are  no 
quick  fixes,  no  panaceas.  It  took  us  years  to  get  into  this  problem 
and  it  is  going  to  take  us  years  to  get  out. 

There  are,  however,  a  number  of  measures  that  can  be  taken 
both  in  the  short  term  as  well  as  in  the  long  term.  There  are  things 
that  can  be  done  by  the  executive  branch,  and  there  are  also,  in 
my  view,  many  things  that  can  be  done  by  Congress. 

But  whatever  we  do,  Mr.  Chairman,  I  would  suggest  that  we 
interrelate  a  series  of  five  broad  measures  to  counter  organized 
crime. 

I  would  suggest  the  first  thing  that  needs  to  be  done  is  regular, 
ongoing  assessments.  Before  we  develop  and  refine  strategy,  we 
need  to  actually  assess  the  problem.  I  would  have  thought  the 
President  needs  such  an  assessment  but  to  my  knowledge  there  is 
no  such  document.  We  have  bits  and  pieces,  and  we  have  actually 
had  a  number  of  these  bits  and  pieces  presented  at  these  hearings. 

But  I  am  really  frankly  at  a  loss  to  understand  how  the  Govern- 
ment as  a  whole  and  you  in  Congress  can  plan  and  consider  the 
resources  necessary  to  carry  out  this  strategy  without  having  an 
overview  of  the  problem  as  it  stands  now  and  as  it  is  likely  to  be 
in  the  years  to  come. 

In  my  view  in  the  short  term  Congress  should  call  for  a  rough 
assessment.  Over  the  years  we  can  refine  it  just  was  we  have 
learned  to  refine  other  assessment  of  important  national  security 
issues. 

My  second  level  or  broad  measure  to  counter  organized  crime 
would  be  national  policy  and  strategy.  Again,  we  have  bits  and 
pieces  but  we  have  no  overall  list  of  objectives  and  no  series  of 
planning  measures  that  are  likely  to  lead  to  success  in  the  achieve- 
ment of  these  objectives. 

Now,  some  will  say  that  it  is  very  difficult  for  a  government  such 
as  the  United  States  to  develop  such  a  broad  overview  or  national 
strategy.  But  fortunately  we  do  have  some  precedents  in  this  re- 
gard. I  will  not  take  your  time  to  go  through  many  of  them,  but 
to  just  point  to  one  outstanding  success  in  this  regard  where  we 
overcome  the  separation  of  powers  and  the  pluralism  in  our  bu- 
reaucracies to  achieve  really  an  outstanding  success. 

That  is,  of  course,  the  containment  strategy  that  was  developed 
in  the  late  1940's  when  we  recognized  that  we  were  faced  with  a 
problem.  We  did  not  fully  understand  the  problem,  but  we  devel- 
oped military  strategy,  we  developed  an  economic  strategy,  the 
Marshall  plan,  we  developed  a  public  diplomacy  strategy,  and  we 
developed  a  covert  action  annex  to  all  of  those  strategies,  and  we 
put  that  together. 

I  would  suggest,  if  I  can  continue  with  this  example,  that  the 
year  is  1946.  We  recognize  an  iceberg.  We  do  not  know  its  dimen- 
sions, we  do  not  know  the  speed  it  is  moving,  but  we  know  we  are 
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sailing  in  dangerous  waters  and  we  need  to  develop  a  strategy  to 
deal  with  this. 

I  would  suggest  that  the  key  ingredient  development  of  the  strat- 
egy is  leadership.  If  I  may  at  this  time,  Mr.  Chairman,  commend 
you  and  other  members  of  the  staff  of  this  committee  for  beginning 
to  develop  this  leadership. 

I  share  your  sentiment  that  we  have  a  strategy  in  some  areas 
but  we  are  not  waging  a  war.  This  is  the  kind  of  thing  that  we 
should  be  doing.  To  wage  a  war  we  need  to  develop  a  strategy  and 
policy  to  win  that  war. 

So  in  the  short  term,  Mr.  Chairman,  I  am  suggesting  here  we 
need  pressure,  and  probably  the  pressure  is  going  to  have  to  come 
from  outside  the  executive  branch,  for  planing  and  strategy. 

Over  the  long  term,  of  course,  we  will  need  to  develop  an  inter- 
national strategy,  but  in  the  short  term  much  can  be  done  domesti- 
cally. 

The  third  broad  measure  I  would  suggest  is  enhanced  law  en- 
forcement. Now,  one  of  my  colleagues  on  the  panel  has  already  ad- 
dressed this.  In  fact,  several  have  addressed  it  in  one  way  or  an- 
other. 

I  think  we  are  fortunate  in  the  United  States  that  we  have  a 
number  of  laws  already  on  the  books.  We  have  an  intelligence  sys- 
tem that  provides  us  with  a  great  deal  of  information  that  we  need 
to  enforce  the  law,  and  we  have  on  the  whole  an  honest  and  effec- 
tive administration  of  justice  system. 

Sure,  it  could  be  better,  and  I  am  sure  we  will  have  to  make  it 
better.  But  when  we  look  at  our  American  system  and  compare  it 
to  what  goes  on  abroad  it  is,  as  was  pointed  out,  antiquated.  We 
have  really  antiquated  international  legal  system  to  address  inter- 
national organized  crime. 

As  one  looks  abroad  and  as  one  tries  to  figure  out  how  one  can 
develop  and  modernize  that  system,  I  must  say  that  in  an  era  of 
increasing  global  ungovernability,  this  is  going  to  prove  increas- 
ingly difficult  to  do. 

But  in  my  view  we  cannot  rely  on  law  enforcement  alone.  We 
need  other  steps.  One  of  the  most  important  steps  I  would  suggest 
may  sound  a  little  controversial,  but  this  is  what  I  would  call  dis- 
ruption. 

I  am  talking  about  degrading  the  effectiveness  of  international 
organized  crime  to  almost  zero.  I  am  talking  about  a  series  of 
proactive,  overt,  and  not  so  public  measure  to  make  it  difficult  for 
international  organized  crime  to  flourish  in  various  parts  of  the 
world.  I  am  not  talking,  however,  about  assassinations  and 
kidnappings  and  things  like  that. 

Now,  to  some  extent  we  are  already  doing  disruption.  The  CIA 
yesterday  referred  to  its  disruption  activities.  The  DEA  gave  you 
an  example,  I  believe,  in  the  hearing  yesterday  of  its  disruption  di- 
rected against  kingpins. 

The  Customs,  the  INS,  and  other  organizations  are  to  some  ex- 
tent engaging  in  disruption,  but  I  do  not  believe  that  we  are  doing 
this  in  a  very  serious  way.  We  are  not  doing  enough  if  we  are  going 
to  wage  war  and  counter  international  organized  crime.  We  need 
much  more  disruption  activities. 
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We  need  also  milestones  or  indicators  of  success.  We  have  been 
waging  disruption  activities  but  I  would  ask  you,  Mr.  Chairman,  to 
ask  the  agencies  responsible  if  they  can  in  fact  identify  when  they 
are  being  successful.  They  will  give  episodic  examples.  They  will 
give  anecdotal  cases.  They  will  give  sporadic  examples  of  success, 
but  we  do  not  have  milestones. 

And  I  fear  that  when  these  hearings  are  held  again  next  year, 
or  in  2  or  5  years  from  now  we  will  not  have  a  great  many  system- 
atic examples  to  demonstrate  where  our  disruption  activities  have 
been  successful.  I  hope  that  I  am  wrong,  but  at  the  moment  I  do 
not  see  the  basis  for  believing  that  we, will  be  able  to  achieve  the 
level  of  disruption  that  we  need  to  do. 

Finally,  Mr.  Chairman,  with  regard  to  disruption,  I  believe  we  do 
need  careful  oversight  on  this  subject  for  two  reasons.  First,  to 
monitor  the  performance  of  the  agencies.  As  I  suggested,  I  do  not 
believe  that  there  is  adequate  monitoring  of  performance  in  this  re- 
gard, or  if  there  is  monitoring  of  performance  I  have  not  seen  agen- 
cies demonstrating  they  are  cognizant  of  the  fact  that  they  may  not 
be  achieving  all  that  they  are  supposed  to  in  this  regard. 

Second  is  that  we  really  do  have  to  ensure  that  these  disruption 
programs  are  consistent  with  our  values.  I  am  not  suggesting  that 
they  have  not  been  to  date,  but  I  am  suggesting  that  this  is  an  area 
that  we  must  be  sensitive  to,  the  fact  that  we  may  get  into  some 
problems  here.  It  lends  itself  to  problems  and  it  is  one  that  does 
need  much  more  careful  oversight  than  some  other  areas. 

So,  in  the  short  term  I  am  suggesting  more  disruption.  I  am  sug- 
gesting goals  and  milestones  and  indicators  of  success,  and  I  am 
suggesting  more  oversight. 

My  final  point,  Mr.  Chairman,  would  be  that  we  want  to  really 
adopt  education  and  prevention  as  a  way  of  helping  to  reduce  the 
problem  we  already  have  and  avoiding  the  problem  getting  much 
worse  in  the  future. 

We  have  made  some  positive  steps.  Your  committee  and  several 
congressional  committees  have  held  hearings  and  have  begun  the 
process  of  public  education.  We  have  had  some  executive  branch 
statements  to  this  effect. 

But  again,  Mr.  Chairman,  I  am  a  little  discouraged  because  when 
I  look  at  the  statements  of  the  President  of  the  United  States  who 
speaks  about  crime  often,  he  does  not  really  address  the  problem 
of  international  organized  crime.  In  fact  I  tried  to  find  examples, 
and  I  think  I  could  find  only  one  radio  address  in  which  he  spoke 
of  this  problem  and  I  think  it  is  almost  a  year  ago. 

When  I  look  at  the  crime  bill  debates  that  have  taken  place  in 
recent  months — I  listen  to  C-SPAN  as  much  as  I  can  and  try  to  fol- 
low this.  And  I  can  see  very  little  reference  to  the  fact  that  inter- 
national organized  crime  is  a  problem.  In  fact,  we  seem  to  think 
that  crime  is  exclusively  made  in  the  United  States  of  America.  I 
would  suggest,  as  you  well  know,  that  we  need  to  educate  the  pub- 
lic that  there  is  a  bigger  and  broader  problem  than  that. 

But  positive  steps  have  been  made  toward  education.  My  second 
point  with  regard  to  education,  other  than  public  awareness,  would 
be  to  involve  the  private  sector  organizations  that  are  most  directly 
involved  or  targets  of  international  organized  crime.  I  think  the 
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Government  can  do  much,  but  I  think  the  private  sector  must  be 
mobilized  to  deal  with  this  problem. 

Again,  we  can  point  to  areas  of  progress.  For  example  in  the  fi- 
nancial area  there  has  been  some  progress.  There  is  awareness. 
But  on  the  whole  I  would  suggest  we  have  just  begun  the  process 
of  education.  The  banks,  the  financial  institutions  must  be  trained 
to  deal  with  this  problem  internally.  The  Government  exclusively 
cannot  do  the  job  tor  them. 

Mr.  Chairman,  it  is  clear  from  these  hearings  that  international 
organized  crime  is  now  a  national  security  issue.  It  affects  the 
quality  of  life  here  in  the  United  States  and  U.S.  interests  abroad. 

I  have  outlined  five  steps  that  will  do  much  if  they  were  to  be 
implemented  to  counter  organized  crime.  But  what  is  really  crucial, 
whether  it  is  these  steps  or  some  other  steps,  is  that  there  be  lead- 
ership. 

And  I  very  much  welcome  this  opportunity  to  participate  in  this 
discussion. 

[The  prepared  statement  of  Dr.  Godson  follows:] 

Prepared  Statement  of  Dr.  Godson 

Mr.  Chairman,  I  appreciate  this  opportunity  to  present  my  views  on  the  threats 
to  U.S.  interests  at  home  and  abroad  posed  by  growing  ungovernability,  and,  more 
specifically,  by  organized  crime. 

My  name  is  Roy  Godson.  I  am  a  professor  at  Georgetown  University  where,  for 
more  than  twenty  years,  I  have  offered  courses  on  governance  and  security.  I  am 
also  president  of  the  National  Strategy  Information  Center  (NSIC),  a  non-profit, 
non-partisan  public  policy  institute  here  in  Washington.  As  a  consultant,  I  have  had 
an  opportunity  to  observe  firsthand,  and,  in  a  small  way,  to  contribute  to  the  work- 
ings of  the  National  Security  Council,  the  President's  Foreign  Intelligence  Advisory 
Board,  and  most  agencies  of  the  U.S.  government  concerned  with  intelligence. 

In  recent  years,  as  part  of  NSIC's  research,  I  have  had  the  opportunity  to  conduct 
extensive  consultations  with  police,  intelligence,  and  security  services  in  many  coun- 
tries. Over  the  past  two  years,  I  have  traveled  to  many  of  the  regions  being  dis- 
cussed in  these  hearings.  I  have  spent  months  conversing  with,  ana  observing,  rep- 
resentatives from  diverse  sectors  of  their  societies — ranging  from  ministers  with  re- 
sponsibility for  security,  to  local  police  officials,  from  coca  farmers  in  the  valleys  on 
the  Eastern  slopes  of  the  Andes,  to  "Mafia"  elements  in  Central  Asia.  I  have  also 
benefited  from  the  research  of  many  scholars,  journalists,  and  governmental  offi- 
cials, who  have  participated  in  the  NSIC-sponsored  Project  on  Global 
Ungovernability.  Indeed,  several  of  the  witnesses  in  these  Committee  hearings  are 
involved  in  NSIC's  ongoing  effort  to  diagnose  this  growing  threat  to  our  country's 
security  and  welfare. 

In  response  to  the  Committee's  request,  I  would  like  to  submit  to  you  our  overall 
assessment,  "International  Organized  Crime:  Emerging  Threat  to  U.S.  Interests."  As 
you  may  recall,  Mr.  Chairman,  you  kindly  provided  us  with  important  insights  that 
we  included  in  the  assessment.  Our  efforts  to  understand  what  is  now  seen  as  a 
complex  and  serious  problem  have  benefited  greatly  from  your  own  pioneering  work 
on  this  subject.  As  you  all  know  only  too  well,  the  threats  posed  by  International 
Organized  Crime  [IOC]  manifest  themselves  not  only  in  far  off  international  arenas, 
but  also  in  most  of  the  precincts  in  this  country. 

In  my  remarks  today,  I  propose  to  focus  not  on  diagnosis,  but  on  pre- 
scriptions. That  is  not  to  suggest  that  our  understanding  of  the  problem  has 
reached  the  point  where  we  can  now  turn  exclusively  to  the  search  for  solutions. 
On  the  contrary,  we  do  not  yet  fully  understand  its  nature  or  scope.  What  we  can 
see  is  the  tip  of  a  very  dangerous  iceberg.  Our  ship  of  state  is  sailing  in  hazardous 
waters  and  we  cannot  wait  until  the  full  dimensions  and  speed  of  the  iceberg  are 
known  before  we  take  the  requisite  action.  At  the  risk  of  understating,  overstating, 
or  misstating  significant  dimensions  of  the  problem,  let  me,  in  my  personal  capacity, 
focus  on  what  needs  to  be  done  about  the  challenge  of  organized  crime  as  a  major 
contributing  factor  to  Global  Ungovernability. 

My  testimony  will  address  five  broad  measures  to  improve  the  U.S.  and  the  inter- 
national response  to  organized  crime.  They  are  the: 

•  Need  for  ongoing  assessments  of  the  problem 
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•  Development  of  national  strategy  and  policy 

•  Enhancement  of  law  enforcement 

•  Disruption  of  criminal  organizations 

•  Education  and  prevention 

The  complex  nature  of  this  threat  requires  us  to  move  on  all  these  fronts  at  the 
same  time.  Success  in  one  and  neglect  01  others  undermines  our  overall  effort.  These 
prescriptions  are  not  surefire  remedies  or  quick-fixes.  I  do  not  believe  there  is  a  uni- 
versal panacea  for  addressing  the  International  Organized  Crime  problem. 

It  took  years  for  this  problem  to  take  hold;  it  will  take  years  to  loosen  its  grip. 
And  it  will  take  the  combined  efforts  and  cooperation  of  a  variety  of  American  and 
foreign  governmental  agencies  and  private  sector  organizations.  Organized  crime  is 
not  just  a  local  problem;  it  is  also  an  international  problem.  There  is  no  way  we 
can  "solve"  it  on  our  own.  We  can  address  some  concerns  unilaterally.  The  U.S.  is 
threatened  in  particular  ways  and  we  have  unique  resources  and  opportunities  to 
respond  to  these  threats.  But  the  fight  against  IOC  must  be  waged  globally.  It  will 
require  a  new  level  of  commitment  from  the  international  community,  and  much 
greater  international  cooperation.  Some  of  these  responses  can  be  implemented 
quickly;  others  will  take  time. 

This  hearing  is  extraordinary  and  unprecedented.  To  my  knowledge,  for  the  first 
time,  officials  from  the  senior  levels  of  the  U.S.  government  have  appeared  together 
before  Congress  to  define  the  problem,  and  to  lay  out  publicly  what  they  are  doing, 
and,  by  implication,  what  they  are  not  doing  about  it. 

Recognition  is  an  important  first  step.  Once  we  establish  a  framework  for  under- 
standing IOC,  we  can  begin  to  build  structures  and  systems  to  help  contain  it,  and 
ultimately  defeat  it.  Fortunately,  we  have  a  road  map.  In  this  century,  America  and 
its  allies  have  overcome  massive  security  challenges.  Although  there  were  prescient 
individuals  and  organizations,  neither  the  U.S.  government  nor  the  public  under- 
stood the  threats  we  faced  at  the  start  of  the  Cold  War  in  the  1940s,  or  in  the  war 
against  terrorism  in  the  early  1970s.  It  took  years  to  forge  a  national  consensus  on 
the  magnitude  of  these  problems.  It  took  longer  still  to  erect  systems  and  enact  poli- 
cies to  address  them. 

But  in  each  of  these  cases,  and  in  others,  the  driving  force  behind  the  develop- 
ment of  successful  strategies  was  leadership.  Many  years  from  now,  I  believe  we  will 
look  back  at  these  hearings  as  a  milestone  in  the  development  of  a  successful  U.S. 
policy  to  combat  International  Organized  Crime. 

I.  THE  NEED  FOR  ONGOING  ASSESSMENTS 

Before  developing  and  refining  a  strategy  we  need  to  assess  the  nature  and  scope 
of  this  problem  in  a  comprehensive  way.  Presently,  no  government  understands  the 
true  magnitude  of  this  international  threat. 

This  assessment  should  consist  of  an  annual,  or  biannual,  government  review  of 
the  dimensions  and  activities  of  International  Organized  Crime.  It  should  directly 
address  three  key  questions: 

•  What  do  we  know  about  IOC? 

•  What  do  we  need  to  know? 

•  What  opportunities  exist  to  influence  its  operations? 

Modeling  this  assessment  after  those  prepared  for  other  national  security  threats, 
such  as  terrorism  and  foreign  espionage  will  not  be  enough.  Many  of  our  assess- 
ments have  been  flawed.  For  one  thing,  they  have  been  basically  descriptive,  largely 
failing  to  address  what  we  need  to  know  to  successfully  identify  opportunities  to 
neutralize  threats.  In  recent  years,  parts  of  the  U.S.  intelligence  community  have 
begun  to  accept  the  proposition  that  they  should  confront  forthrightly  some  of  the 
assumptions  about  the  extent  of  their  knowledge,  and  consider  also  what  is  not 
known.  This  is  a  major  and  very  welcome  change  in  analytical  intelligence.  Hope- 
fully, this  willingness  to  address  past  weaknesses  will  find  its  way  into  national  as- 
sessments on  organized  crime.  In  addition,  our  assessments  must  include  the  third 
question:  what  opportunities  exist  to  influence  events?  Some  parts  of  the  U.S.  intel- 
ligence community  are  beginning  to  undertake  "opportunity  analysis."  Identifying 
the  vulnerabilities  of  IOC  will  provide  the  opportunities  that  we  can  use  in  the  de- 
velopment of  policy.  These  opportunities  will  be  building  blocks  for  a  proactive  strat- 
egy. 

Suggesting  a  national  assessment  may  appear  to  be  stating  the  obvious  at  first, 
but  it  is  a  stage  we  have  overlooked.  For  example,  there  is  no  firm  national  assess- 
ment, that  I  know  of,  on  the  amount  of  laundered  money  either  entering  or  leaving 
the  United  States,  or  the  major  financial  centers  overseas.  The  estimates  of  the 
numbers  of  illegal  aliens  smuggled  into  this  country  from  Asia  vary  by  many  thou- 
sands. There  is  little  understanding  of  how  IOC  affects  U.S.  foreign  aid  programs. 
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Do  we  know,  for  example,  how  much  of  our  assistance  to  Russia  is  winding  up  in 
the  hands  of  criminals?  We  are  just  now  beginning  to  understand  the  hierarchy  and 
vulnerabilities  of  the  cocaine  cartels.  How  deep  is  our  understanding  of  the  diverse 
and  widespread  leadership  of  the  Chinese  Triads?  Or  the  rapidly  emerging  groups 
from  the  former  Soviet  Union? 

We  have  the  means  for  collecting  information  about  the  activities  of  IOC  and  com- 
piling it  into  an  assessment  of  the  overall  threat.  Intelligence  gathering  in  this  area 
has  been  ongoing  for  years  and  the  major  elements  of  this  assessment  may  well 
exist.  But  we  need  to  assemble  this  material  into  a  comprehensive  assessment  that 
would  help  policy  makers  to  recognize  the  overall  magnitude  of  the  problem,  to  un- 
derstand what  we  need  to  collect  in  the  future,  and  to  know  what  opportunities  we 
have  to  act. 

Without  assessments,  IOC  is  almost  an  official  non-entity.  Congress  should  call 
for  a  thorough  assessment  as  soon  as  possible.  This  is  one  of  the  most  important 
short-term  steps  we  can  take  to  begin  to  get  a  handle  on  this  issue.  If  an  estimate 
were  required  by  this  Congress  it  could  probably  be  completed  within  twelve 
months.  In  the  early  1980s,  Congress  forced  the  Executive  Branch  annually  and 
publicly  to  confront  Soviet  efforts  to  influence  U.S.  public  opinion.  I  doubt  very 
much  we  would  today  have  a  national  narcotics  assessment  were  it  not  for  Congres- 
sional urging.  In  the  past,  Congress  has  pushed  the  Executive  Branch  to  do  what 
was  needed  in  the  national  interest.  IOC  is  very  important  to  those  interests  today. 

However,  we  should  not  develop  unreasonable  expectations  for  our  first  assess- 
ment. This  is  a  very  complex  issue.  Several  of  our  allies,  for  example,  the  British, 
are  now  developing  an  assessment  of  the  overall  threat  and  the  likely  dimensions 
of  the  problem  in  the  early  Twenty  First  Century.  I  would  like  to  share  with  the 
Committee  one  of  the  first  assessments  prepared  by  the  recently-created  National 
Criminal  Intelligence  Service  of  the  United  Kingdom.  It  discusses  the  increasing 
threat  of  IOC  in  the  context  of  growing  global  ungovernability.  As  I  indicated  at  the 
outset,  I  believe  we  should  move  beyond  discussion  of  what  we  know,  or  think  we 
know,  to  what  we  definitely  do  NOT  know,  and  to  opportunity-oriented  analysis.  De- 
veloping this  capability  will  take  time. 

Although  there  is  some  important  cooperation  and  exchange  of  information,  at 
present,  our  law  enforcement  agencies,  and  the  military  and  intelligence  commu- 
nities still  do  not  share  information  and  intelligence  regularly  in  the  way  needed 
to  produce  an  effective  assessment.  That  needs  to  change.  We  faced  a  somewhat 
analogous  situation  in  the  early  1970s  when  it  became  apparent  that  the  fight 
against  terrorism  would  require  all  the  tools  in  our  security  toolbox.  The  FBI,  CIA, 
Customs  Service,  other  law  enforcement  and  intelligence  agencies,  and  the  military 
now  work  together  much  more  effectively  to  identify  known  or  suspected  terrorists. 
Because  we  know  more  about  the  problem  and  players  we  can  consider  proactive 
and  preemptive  actions  when  necessary.  With  perhaps  the  important  exception  of 
drug  trafficking,  rarely  are  we  in  a  position  to  do  that  with  IOC. 

We  also  recognized  that  our  approach  to  terrorism  could  not  be  unilateral.  Re- 
peated tragedies  led  to  a  more  coordinated  international  response  that  included  the 
sharing  of  information  and  equipment,  and  more  uniform  international  treaties.  The 
response  is  far  from  perfect,  but  it  is  more  comprehensive  now  than  it  was  in  the 
early  1970s. 

An  assessment  of  international  organized  crime  is  a  step  we  can  and  should  take 
unilaterally.  But  an  effective  response  strategy  requires  an  international  assessment. 
That  means  OUR  leadership.  Some  allies  want  to  cooperate;  others  are  reluctant. 
It  may  take  pressure  to  convince  potentially  stubborn  friends  and  allies  to  work 
with  us  to  share  information  and  assessments. 

We  cannot  delay  our  response  to  IOC  until  the  development  of  formal  assess- 
ments. These  hearings  provide  a  preliminary  picture  of  the  scope  of  IOC.  That  is 
a  significant  achievement.  I  would  go  so  far  as  to  say  that  without  the  leadership 
of  this  Congress — particularly  the  Senate  Foreign  Relations  Subcommittee  on  Ter- 
rorism, Narcotics  and  International  Operations,  the  Senate  Committee  on  Govern- 
mental Affairs,  and  the  House  Foreign  Affairs  Subcommittee  on  International  Secu- 
rity, International  Organizations  and  Human  Rights — we  would  know  far  less  about 
this  problem  than  we  do  today.  Some  credit  should  also  be  given  to  the  media.  Al- 
most every  day  there  is  a  news  story  about  the  exploits  of  IOC.  In  late  December 
1993,  Newsweek  magazine's  investigation  into  the  Global  Mafia  resulted  in  a  cover 
story  with  worldwide  circulation.  Slowly,  public  consciousness  of  the  threat  is  rising. 
The  next  step  is  to  plan  a  coordinated  U.S.  and  international  response. 
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II.  THE  NEED  FOR  POLICY  AND  STRATEGY 

A  problem  of  this  magnitude  needs  a  national  strategy  and  policy.  Today,  we  have 
small  and  scattered  pieces.  There  is  coordination  ana  cooperation,  particularly  on 
subjects  such  as  drugs  and  money  laundering.  But  there  is  no  overall  list  of  objec- 
tives, and  no  overall  government  planning  of  the  means  likely  to  achieve  these  ends. 

Some  might  argue  that  past  experience  shows  the  U.S.  cannot  develop  a  cohesive 
strategy.  They  will  claim  that  the  myriad  checks  and  balances  built  into  our  plural- 
istic system  make  agreement  and  cooperation  all  but  impossible  to  achieve  on  issues 
of  such  complexity.  But  history  does  not  support  this  view.  In  the  late  1940s,  for 
example,  America  developed  an  effective,  sophisticated,  and  multifaceted  strategy  to 
contain  Soviet-sponsored  Communism.  The  economic  dimension  was  the  Marshall 
Plan.  The  military  dimension  included  not  only  our  unilateral  military  buildup,  but 
a  series  of  entangling  and  enduring  alliances,  particularly  NATO.  There  was  a  pub- 
lic diplomacy  dimension  to  rebuild  democracy  in  Europe  and  foster  democracy  in 
Japan  and  elsewhere.  There  was  also  a  little  known  covert  action  dimension.  In- 
deed, it  is  not  too  far  fetched  to  say  there  was  a  covert  action  annex  to  the  Marshall 
Plan.  This  policy  and  strategy  worked  reasonably  well  for  at  least  twenty,  if  not 
forty,  years.  This  is  not  to  say  that  every  major  aspect  of  our  policy  meshed  per- 
fectly. But  the  objectives  of  the  Administration  and  the  Congress  of  the  time  were 
clear,  and,  taken  as  a  whole,  the  strategy  was  remarkably  effective. 

To  follow  through  with  this  analogy,  it  could  be  said  that  in  terms  of  International 
Organized  Crime,  the  year  is  1946.  There  is  a  recognition  in  and  out  of  government 
that  the  problem  exists,  but  little  coherent  policy  and  strategy.  We  are  at  a  similar 
stage — as  we  were  some  forty  years  ago  in  the  face  of  what  had  become  a  serious 
national  security  concern — where  we  must  act  or  suffer  very  serious  consequences. 

The  most  important  ingredient  in  the  development  of  a  strategy  is  leadership.  The 
President  should  bring  together  the  relevant  agencies.  If  the  Administration  does 
not  act,  Congress  must  lead,  as  it  has  before  on  foreign  policy,  through  prodding  and 
pressure. 

We  should  not  become  fixated  on  or  distracted  by  organizational  solutions  now. 
The  divisions  of  responsibility  in  the  U.S.  government  bureaucracy  is  mind-boggling. 
According  to  Judge  Bonner,  former  head  of  the  DEA,  drug  enforcement  resources 
are  split  among  twenty-three  U.S.  agencies.  Moving  boxes  on  organizational  charts 
does  not  add  up  to  a  strategy.  Our  strategy  should  identify  critical  tasks  that  must 
be  undertaken  to  respond  effectively  to  IOC.  Once  we  know  what  to  do,  and  where 
to  focus  our  attention,  we  can  move  to  the  organizational  arrangements  that  best 
meet  our  needs. 

The  most  important  short-term  response  is  a  clear  policy  signal  from  the  Adminis- 
tration and  Congress  recognizing  the  threat  posed  by  IOC,  developing  a  national 
strategy  and  policy,  and  mobilizing  consensus  for  action.  It  is  worth  repeating  that 
Congress  must  be  prepared  to  push  the  Administration  to  develop  a  strategy.  In  the 
past,  Congress  has  mandated  that  the  Administration  formulate  strategy.  If  nec- 
essary, it  might  have  to  do  the  same  in  our  battle  against  IOC. 

In  this  connection,  I  was  much  encouraged  by  the  April  11,  1994  bipartisan  mes- 
sage of  House  Leaders  Gephardt  and  Michel  to  the  Secretary  of  State  following  their 
recent  visit  to  the  former  Soviet  Union.  They  recommended  that  "the  American  gov- 
ernment place  at  the  top  of  every  agenda  in  every  meeting  with  the  Russian  govern- 
ment" [the  issue  of]  "developing  specific  steps  to  deal  with  organized  crime.  They 
saw  quite  clearly  that  if  this  menace  is  not  contained,  all  our  aid  efforts  could  be 
in  vain. 

Our  long-term  strategy  should  include  greatly  expanded  international  cooperation 
and  coordination.  We  need  to  integrate  policy  and  strategy  and  that  will  take  time 
and  diplomacy.  U.S.  leadership  is  Dy  definition  a  unilateral  response.  It  may  be  a 
necessary  condition  for  the  formulation  of  a  multilateral  effort.  In  this  we  can  build 
on  the  work  of  the  Financial  and  Chemical  Action  Task  Forces  created  by  the  G- 
7  countries.  We  can  seek  greater  cooperation  on  initiatives  for  information  sharing; 
and  we  can  support  multilateral  and  UN  efforts  to  combat  crime.  The  U.S.  has  gen- 
erated, developed  and  pressed  for  most  of  the  successful  international  IOC  counter- 
measures  brought  into  force  to  date.  This  effort  must  continue.  If  we  do  not  drive 
this  movement,  effective  global  strategy  is  unlikely. 

There  is  a  huge  gap  between  strategy  and  implementation.  One  of  the  major  ways 
it  can  be  bridged  is  with  an  effective  international  law  enforcement  framework. 

III.  THE  NEED  FOR  ENHANCED  LAW  ENFORCEMENT 

There  is  much  we  can  do  to  enhance  law  enforcement  unilaterally  in  the  near  fu- 
ture and  over  time.  There  is  also  much  that  can  be  done  multilaterally,  although 
this  effort  will  be  particularly  difficult. 
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At  a  minimum,  effective  law  enforcement  requires: 

•  Adoption  of  requisite  laws 

•  Establishment  of  investigations  and  intelligence 

•  A  system  for  the  administration  of  justice 

We  are  fortunate  that  U.S.  law  enforcement  already  has  many  of  these  compo- 
nents. Many  countries  do  not.  The  U.S.  can  and  must  do  more  unilaterally  to  im- 
prove the  effectiveness  of  its  law  enforcement  system.  Internationally,  the  response 
will  be  limited  until  a  suitable  law  enforcement  framework  is  in  place. 

The  U.S.  has  done  as  much  as  any  other  nation  to  combat  organized  crime.  We 
began  by  taking  on  La  Cosa  Nostra,  the  American  Mafia.  It  is  instructive  to  review 
how  we  did  it.  The  Johnson  Administration  first  outlined  and  implemented  a  na- 
tional strategy  to  fight  the  mob.  Laws  such  as  RICO  became  strong  weapons  for 
prosecutors.  The  FBI  established  a  federal  Organized  Crime  Task  Force,  and  many 
similar  organizations  were  established  at  the  state  level.  The  judicial  system 
oversaw  extensive  wiretapping  and  witness  protection.  By  the  start  of  this  decade, 
the  American  Mafia  was  crippled  by  this  concerted  effort.  There  is  still  work  to  be 
done  to  completely  neutralize  the  Mafia,  but  this  successful  strategy  could  serve  as 
a  model  in  the  battle  against  IOC. 

Internationally,  the  effort  is  a  patchwork.  There  are  a  number  of  impressive  re- 

g'onal  initiatives.  For  example.  The  Council  of  Europe's  Convention  on  Laundering, 
;arch,  Seizure  and  Confiscation  of  the  Proceeds  from  Crime"  was  promulgated  in 
1990.  I  would  like  to  share  with  the  Committee  a  copy  of  this  Convention  which 
proposes  European  cooperation  to  deprive  criminals  of  the  proceeds  of  crime.  This 
is  the  kind  of  action  we  need  more  of.  There  are  also  G-7  Conventions  in  place  on 
money  laundering  and  precursor  chemicals.  The  Financial  Action  Task  Force  is 
broadening  its  mandate  from  drug  money  alone  to  illegal  transactions  related  to  all 
serious  crimes.  Beyond  financial  fraud,  there  has  been  cooperation  on  extradition 
treaties  as  part  of  the  counter-narcotics  strategy.  The  international  community  has 
also  made  small  steps  in  the  area  of  non-proliferation  with  some  nations  working 
to  develop  parallel  export  control  regulations.  But  while  there  is  ample  precedence 
for  international  cooperation,  far  more  needs  to  be  done.  There  is  too  little  cohesion 
among  international  laws. 

For  a  variety  of  reasons,  establishing  an  international  investigative  and  enforce- 
ment policy  will  be  extremely  difficult.  One  obstacle  is  the  lack  oi  information  shar- 
ing between  law  enforcement  and  intelligence  both  in  the  U.S.  and  abroad.  No  doubt 
the  upcoming  report  from  the  joint  task  force  on  intelligence  and  law  enforcement 
cooperation  established  by  Attorney  General  Reno  and  DCI  Woolsey  will  help.  We 
already  know,  however,  that  institutionalizing  cooperation  will  be  a  long  process. 
For  one  thing,  there  are  two  different  cultures  at  work  here.  For  another,  ^urf*  is 
part  of  the  problem.  There  are  also  legitimate  concerns  about  protecting  sources  and 
methods.  Further,  and  especially  in  this  country,  numerous  legal  issues  and  impor- 
tant civil  liberties  concerns  led  to  the  erection  of  fire  walls  between  law  enforcement 
and  intelligence.  I  do  not  advocate  that  those  barriers  be  summarily  dismantled. 

However,  there  is  an  urgent  need  for  a  vigorous  effort  to  improve  intelligence 
gathering  on  overseas  criminal  organizations  and  their  leaders.  We  must  recognize 
From  the  outset  that  intelligence  might  ultimately  play  a  small  role  in  arrests  or 
successful  prosecutions.  Intelligence  collectors  and  analysts  have  vastly  different  ap- 
proaches and  goals  than  police  officers  and  prosecutors.  Little  of  that  will  change, 
and  much  of  it  need  not  change.  Law  enforcement  and  intelligence  should  not  swap 
roles  and  responsibilities.  Instead,  they  can  work  synergistically  in  concert  as  part 
of  an  overall  strategy. 

And,  we  are  making  progress.  Attorney  General  Reno  has  said  that  intelligence 
could  play  a  greater  role  in  setting  long-term  priorities  for  law  enforcement.  DCI 
James  Woolsey  has  said  that  intelligence  in  the  post-Cold  War  era  must  focus  on 
emerging  threats  such  as  narco-trafficking  and  other  elements  of  IOC.  Law  enforce- 
ment and  intelligence  are  pursuing  similar  tacks  in  some  areas. 

There  is  also  measured  progress  internationally.  Through  the  efforts  of  former 
government  officials  such  as  my  colleague,  Dr.  Wm.  J.  Olson,  we  have  in  place  mul- 
tilateral operations  such  as  the  Caribbean  Joint  Information  Coordinating  Centers. 
The  JICCs,  as  they  are  known,  are  jointly  operated  by  the  U.S.,  Caribbean,  and 
some  Central  American  governments.  They  track  the  movements  of  individuals, 
planes,  and  boats,  and  quickly  relay  that  data  to  the  El  Paso  Intelligence  Center, 
where  it  is  available  to  DEA,  the  Department  of  State  and  a  host  of  other  agencies. 
This  is  the  kind  of  international  support  and  cooperation  needed  to  combat  IOC. 
Other  steps  could  include: 

•  A  U.S. -led  effort  to  increase  the  number  of  countries  ratifying  the  1988  UN  Con- 
vention on  Psychotropic  Drugs. 
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•  An  expanded  effort  to   increase   acceptance  of  Financial  Action  Task   Force 
(FATF)  recommendations,  including  greater  cooperation  from  the  Japanese. 

•  U.S.  and  international  pressure  to  force  local  regimes  to  criminalize  money 
laundering,  drug  production,  and  all  other  forms  of  international  crime. 

•  U.S.  and  international  pressure  to  compel  countries  to  enforce  existing  laws. 

•  An  expanded  U.S.  and  international  effort  to  improve  the  administration  of  jus- 
tice in  many  countries,  including  improved  safety  forjudges. 

•  Efforts  to  improve  local  investigative  techniques  and  overall  police  and  court 
competence. 

The  U.S.  has  developed  model  legislation  on  money  laundering  and  on  criminal- 
izing drug  production  and  trafficking.  The  OAS  has  worked  on  a  similar  effort.  We 
should  continue  to  promote  the  adoption  of  these  types  of  laws  by  countries  in  this 
hemisphere  and  internationally. 

Enhancing  law  enforcement  and  the  administration  of  justice  internationally  re- 
quires more  than  joint  programs.  This  testimony  has  emphasized  repeatedly  the 
need  for  U.S.  leadership  to  spur  action  abroad.  Some  reforms,  however,  must  come 
from  within  foreign  societies.  Building  honest  and  effective  law  enforcement  and  ju- 
dicial systems  takes  national  purpose  and  will.  They  cannot  be  imported  and  erected 
on  site.  The  U.S.  has  provided  assistance  to  aid  in  the  development  of  local  police 
departments  overseas,  and  these  efforts  should  continue.  We  should  recognize,  how- 
ever, that  a  cohesive  international  response  will  be  very  difficult  to  achieve  in  an 
era  of  growing  Global  Ungovernability.  There  will  be  weak  and  corrupt  governments 
and  rogue  states.  International  Organized  Crime  will  take  refuge  in  these  countries. 
Thus,  while  we  try  to  improve  law  enforcement  in  the  U.S.  and  abroad,  it  is  also 
important  that  we  isolate  and  frustrate  IOC  and  its  leaders  at  every  turn.  In  short, 
the  U.S.  and  our  allies  must  be  prepared  to  disrupt  their  activities. 

IV.  A  STRATEGY  TO  DISRUPT  INTERNATIONAL  ORGRANIZED  CRIME 

Disruption  means  degrading  the  organizational  capabilities  of  IOC.  It  must  be- 
come a  part  of  our  overall  strategy  because  it  is  unrealistic  to  suppose  that  we  can 
arrest  and  successfully  prosecute  most  major  IOC  leaders  and  dismantle  their  orga- 
nizations. 

Again,  this  is  not  a  new  instrument.  Various  U.S.  agencies  such  as  the  CIA,  Cus- 
toms Service,  and  the  DEA  say  publicly  that  they  are  employing  various  methods 
to  make  it  more  difficult  for  known  or  suspected  criminals  to  travel,  invest,  and  deal 
with  legitimate  governments  or  financial  institutions.  But  we  need  to  do  much, 
much  more. 

Recent  history  teaches  us  that  the  public  needs  to  understand  what  disruption  in- 
volves, and  what  it  does  not.  It  does  include  active  overt  and  covert  measures 
against  IOC,  such  as  propaganda  and  political  pressure.  It  does  not  include  giving 
the  military  or  non-law  enforcement  agencies  special  police  powers.  It  does  not  in- 
clude assassinations,  kidnappings,  and  other  extreme  measures. 

Our  experience  with  terrorism  provides  a  good  example  of  how  to  use  disruption 
tactics  in  an  anti-criminal  context.  Over  the  past  ten  years  or  so,  the  United  States 
and  our  allies  have  successfully  disrupted  several  terrorist  organizations.  Among  the 
techniques  employed  were  identifying  their  leaders  and  tracking  their  modus  ope- 
randi. We  learned  about  lifestyles,  habits,  and  how  individuals  and  groups  spent 
money.  Most  important,  we  shared  this  information  with  others  to  form  a  response. 
We  disrupted  terrorist  organizations  in  part  by  putting  them  under  an  intense  spot- 
light and  intense  scrutiny.  We  have  used  a  variety  of  public  and  not  so  public  meas- 
ures to  protect  Americans  overseas  and  keep  terrorism  to  a  minimum  in  the  U.S. 
There  may  have  been  only  a  few  arrests,  but  the  successes  have  been  significant. 
This  is  not  the  forum  for  providing  specific  case  details,  and  this  Committee  can  ob- 
tain the  information  from  relevant  agencies. 

There  are  other  models  we  can  build  from  to  disrupt  IOC.  One  is  the  Targeted 
Kingpin  Organization  (TKO)  strategy.  DEA  and  other  agencies  have  focused  efforts 
on  the  relatively  small  number  of  cartel  leaders  and  other  major  players.  We  have 
already  had  some  good  results,  but  we  should  not  expect  positive  results  every  time. 
There  are  legitimate  hazards  and  roadblocks.  When  confronting  major  international 
criminal  organizations,  it  generally  pays  to  focus  at  the  top.  We  know  for  certain 
that  most,  if  not  all,  IOC  leaders  are  motivated  by  money.  We  must  put  that  knowl- 
edge to  our  advantage.  Perhaps  we  cannot  successfully  prosecute  most  of  these  IOC 
leaders.  But  we  should  deprive  them  of  their  wealth  and  comforts.  They  should  feel 
isolated,  ostracized,  and  frustrated. 

For  many  years,  the  Immigration  and  Naturalization  Service  (INS)  has  scuttled 
the  plans  of  criminals  hoping  to  immigrate  to  the  U.S.  by  requiring  fingerprint 
screening.  Of  the  890,000  prints  screened,  apparently  one  percent — roughly  9,000 — 
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were  flagged  for  criminal  violations.  I  am  encouraged  that,  perhaps  under  pressure 
from  Congress  and  others,  the  INS  appears  to  have  reversed  its  earlier  decision  to 
end  this  effort.  While  it  is  expensive  and  time  consuming,  fingerprint  screening 
makes  life  more  difficult  for  IOC.  That  is  a  type  of  disruption,  and  it  is  worthwhile. 
For  the  long-term,  we  should  develop  much  more  elaborate  disruption  plans  with 
indicators  of  success  and  weakness.  They  should  become  an  element  of  the  overall 
IOC  strategy  that  Congress  will  want  to  oversee  and  review  both  to  protect  civil  lib- 
erties and  to  ensure  performance.  That  strategy  may  well  include  collaborating  with 
other  governments.  We  may  want  to  provide  money  and  technical  support  to  other 
governments  to  assist  in  this  effort.  In  some  cases,  disruption  can  be  undertaken 
unilaterally.  To  be  most  effective,  however,  it  should  become  a  part  of  an  inter- 
nationally-coordinated response.  Action  to  disrupt  criminal  organizations  is  not 
enough,  however.  There  is  an  even  greater  need  to  prevent  the  criminal  conduct  be- 
fore it  occurs. 

V.  THE  NEED  FOR  EDUCATION  AND  PREVENTION 

Again,  these  and  other  hearings  are  the  most  important  first  step  in  the  area  of 
education  and  prevention.  As  a  society,  we  are  beginning  to  recognize  the  threat 
posed  by  IOC.  As  Attorney  General  Reno  said  in  a  speech  before  the  ABA  earlier 
this  year,  "Crime  does  not  stop  or  start  at  our  borders  anymore.  Criminal  enter- 
prises assume  international  proportions." 

While  there  are  some  very  positive  indicators,  there  are  also  instances  where  nei- 
ther the  Administration  nor  the  Congress  seem  to  have  signed  on  to  the  same  "big 
gicture"  view.  There  is  almost  no  mention  of  International  Organized  Crime  by  the 
resident,  and  little  focus  on  the  topic  in  the  crime  bills  before  Congress.  Our  fund- 
ing priorities  are  inconsistent.  The  most  important  short-term  prescription  in  this 
area  is  this:  We  need  a  change  of  mindset.  We  must  recognize  that  crime  is  not  ex- 
clusively local. 

Moreover,  the  threat  posed  by  IOC,  like  that  of  local  crime,  is  so  pervasive  that 
governments  cannot  thwart  it  alone.  Governments  can  take  the  lead  in  the  edu- 
cation and  prevention  effort.  But  an  effective  program  will  require  the  cooperation 
and  work  of  the  private  sector.  We  need  to  mobilize  many  institutions  in  our  soci- 
ety— amongst  the  most  important  are  the  banking  world  and  financial  community. 
Let  me  provide  one  example  of  what  can  and  should  be  done. 

It  is  widely  recognized  that  IOC  targets  banks  and  non-banking  financial  institu- 
tions. They  do  this  for  several  reasons.  First,  this  is  where  the  money  is.  But  second, 
IOC  needs  to  launder  annually  billions  of  dollars  from  their  criminal  enterprises. 
Without  a  non-cash  formal  economy — investments,  bearer  bonds,  derivatives — these 
organized  criminals  could  not  have  become  the  enormous  threat  they  are  now,  and 
will  remain,  unless  we  move  against  them. 

One  way  to  do  this  is  to  educate  the  staffs  of  financial  institutions  to  protect  not 
only  their  own  institutions'  money  from  fraud  and  illegal  manipulation,  but  also  to 
prevent  criminal  use  of  the  financial  institutions  to  launder  their  funds.  In  addition 
to  laws  and  regulations,  as  well  as  other  aspects  of  the  law  enforcement  system,  the 
employees  of  banks,  brokerage  houses,  and  credit  card  companies  need  frequent 
training  to  enable  them  to  recognize  the  techniques  used  by  criminals.  They  must 
also  be  able  to  understand  and  use  the  mechanisms  for  notifying  the  relevant  law 
enforcement  authorities. 

Some  measures  have  already  been  taken.  The  security  directors  of  many  of  the 
most  sophisticated  banks  have  created  a  professional  association,  the  International 
Banking  Security  Association  (IBSA),  that  meets  regularly  to  exchange  information 
and  consider  education  measures.  The  British  Banking  Association  has  produced 
some  first  rate  audiovisual  training  materials  for  bank  employees.  Law  enforcement 
in  some  countries  works  with  individual  banks  to  sensitize  them  to  the  threat,  as 
well  as  to  investigate  criminal  activity. 

There  is,  however,  still  an  urgent  need  to  prevent  criminal  activity  through  edu- 
cation. This  is  particularly  important  for  small  banks  and  financial  institutions  in 
the  developed  countries,  as  well  as  most  large  and  small  financial  institutions  in  the 
rest  of  the  world.  This  will  not  be  difficult  once  these  financial  institutions,  on  their 
own  initiative,  realize  what  is  necessary.  They  may  also  be  encouraged  by  suitable 
legislation  that  creates  an  incentive  for  such  education,  like  that  recently  enacted 
in  the  United  Kingdom. 

The  financial  sector  is  one  of  the  most  important  in  need  of  education,  but  others, 
such  as  international  transportation  and  the  import  and  export  business,  should  be 
addressed  in  the  near  future. 

Separating  education  and  prevention  efforts  into  unilateral  and  multilateral  com- 
ponents is  difficult.  The  instantaneous  economy  ignores  territorial  borders.  Edu- 
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cation  must  begin  at  home,  but  it  will  fail  without  simultaneous  international  co- 
operation. 

CONCLUSION 

Global  organized  crime  poses  a  major  and  growing  threat  to  U.S.  and  inter- 
national security  and  welfare.  It  is  not  likely  to  diminish.  To  the  contrary,  it  will 
probably  get  much  worse  before  we  have  many  significant  successes  to  report.  No 
individual  nation  has  successfully  eradicated  a  large-scale  IOC  organization.  It  re- 
quires international  cooperation. 

We  can  improve  our  response  by  first  recognizing  the  scope  of  the  problem.  Out- 
dated and  obstructive  mind  sets  must  be  abandoned.  Crime,  diplomacy,  intelligence, 
security,  law  enforcement,  and  education  are  no  longer  mutually  exclusive.  IOC  is 
undermining  U.S.  interests  abroad  and  the  quality  of  life  at  home.  It  poses  a  threat 
that  cannot  be  met  by  law  enforcement  alone. 

We  should  move  simultaneously  on  five  fronts: 

•  Assess  the  problem — The  U.S.  should  conduct  comprehensive  assessments  of 
the  threat  to  U.S.  interests  posed  by  IOC  to  help  guide  policymakers  and  aid 
in  long-range  planning.  The  U.S.  should  lead  an  international  effort  to  produce 
an  international  assessment  of  the  global  threat,  and  to  create  greater  inter- 
national consensus  on  the  need  to  act. 

•  Develop  a  strategy — Cooperation  and  coordination  on  some  subjects,  such  as 
drugs  and  money  laundering,  should  be  expanded  to  cover  other  aspects  of  IOC. 
Congress  must  be  prepared  to  pressure  the  Administration  to  develop  this  con- 
certed plan.  The  U.S.  should  push  for  a  multilateral  strategy. 

•  Enhance  law  enforcement  effectiveness — The  effectiveness  of  law  enforce- 
ment can  be  greatly  enhanced  at  home  and  abroad.  In  the  U.S.,  greater  atten- 
tion must  be  paid  to  cooperation  between  law  enforcement  and  the  intelligence 
communities.  Internationally,  the  challenge  is  to  create  an  honest  and  effective 
law  enforcement  framework,  from  workable  statutes  to  a  corruption-free  court 
system. 

•  Disrupt  IOC  and  its  leadership— The  battle  against  IOC  will  not  be  won  if 
the  only  measures  of  our  success  are  prosecutions.  We  need  to   develop  a 

{>roactive  strategy  to  disrupt  IOC  that  is  carefully  conceived  and  orchestrated, 
t  should  include  propaganda,  political  pressure,  and  other  strategies  to  make 
it  is  as  difficult  as  possible  for  IOC  to  conduct  business.  Congress  should  over- 
see this  effort  both  to  monitor  performance  and  because  it  touches  on  the  sen- 
sitive balance  between  civil  liberties  and  security. 

•  Education  and  Prevention — Governments  can  lead  the  effort,  but  they  can- 
not do  it  alone.  The  private  sector,  particularly  the  financial  community,  must 
work  to  educate  its  staff.  Governments  and  the  private  sector  should  recognize 
the  need  to  work  together  for  the  foreseeable  future. 

Mr.  Chairman,  I  do  not  believe  International  Organized  Crime  is  beyond  our 
reach.  It  should  not  be  dismissed  as  another  intractable  problem  in  an  increasingly 
complex  world.  In  fact,  just  the  opposite  is  true.  With  an  improved  and  coordinated 
response,  we  can  deal  severe  and  harmful  blows  to  the  major  organizations  and 
players.  By  using  all  tools  available  to  us,  we  can  begin  to  tip  the  odds  in  our  favor. 

Mr.  Chairman,  thank  you  again  for  the  opportunity  to  testify.  When  we  look  back 
we  will  recognize  these  two  days  as  an  important  watershed  in  our  efforts  to  ad- 
dress international  organized  crime.  The  U.S.,  and  the  world,  have  faced  more  seri- 
ous threats  than  this  one.  Leadership,  both  at  the  Presidential  and  Congressional 
levels,  led  first  to  understanding  dangers  and,  ultimately,  to  responses. 

We  now  face  a  new  and  different  kind  of  menace.  It  would  be  far  less  daunting 
if  IOC  entailed  only  huge  amounts  of  money  and  globe-trotting  criminals.  It  is  much 
more  than  that.  IOC  is  undermining  governments  and  crippling  weak  democratic  in- 
stitutions. It  is  permeating  entire  societies.  It  is  affecting  our  interests  at  home  and 
abroad.  IOC  is  proliferating,  and  neither  the  U.S.  nor  the  world  community  have 
developed  particularly  effective  treatments,  let  alone  a  "cure."  IOC  feeds  on  neglect 
and  disunity.  If  we  take  a  stand,  and  lead  a  worldwide  effort,  we  can  successfully 
check  the  rise  IOC  and  slow  the  pace  of  global  ungovernability. 

Once  again,  it  is  our  turn — and  our  choice. 

Senator  Kerry.  Thank  you  very  much,  Dr.  Godson,  for  those 
thoughts  and  I  am  going  to  follow  up  on  them.  I  promised  Senator 
Pressler,  as  I  know  he  would  promise  me  if  by  some  totally  remote 
chance  he  were  ever  in  the  majority,  that  he  can  lead  off  here,  so 
I  am  going  to  let  him  do  that. 
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Senator  Pressler.  Thank  you  very  much,  Mr.  Chairman,  and 
thank  you  for  that  tantalizing  thought.  [Laughter.] 

Senator  Kerry.  That  is  food  for  thought  for  a  while,  Larry. 
[Laughter.] 

Senator  Pressler.  I  want  to  thank  you  for  holding  these  hear- 
ings. Other  committees  have  kept  me  in  other  places,  but  I  watched 
part  of  them  on  TV  and  I  must  say  I  think  they  are  very  timely 
and  necessary,  and  I  think  you  are  doing  a  great  national  and 
international  service  by  holding  these  hearings,  and  I  look  forward 
to  working  with  you  on  the  results. 

One  result  might  be  the  Senate  of  the  United  States  acting  dif- 
ferently on  certain  bills,  and  I  listened  with  great  interest  about 
the  Soviet  Union. 

Let  me  start  out  with  a  question  or  two  to  Dr.  Lee.  Could  we  in 
our  aid  bill  to  the  Soviet  Union  tailor  some  language  that  would 
make  the  Government  get  tougher  with  Russian  organized  crime? 
And  second,  is  the  Yeltsin  Government  cooperating  completely? 

Secretary  Benson  just  this  morning  sent  another  request  up  for 
more  aid  to  the  Soviet  Union,  as  I  understand  it,  and  I  am  going 
to  talk  about  that  in  a  few  minutes,  that  is  why  I  asked  to  be  first. 
But  what  is  going  on?  Is  some  of  our  aid  money  that  we  give  to 
Russia  being  translated  into  the  Mafia?  Is  their  Government  doing 
enough? 

And  what  can  we  do  in  writing  the  aid  bill  to  the  Soviet  Union, 
whatever  it  is  called?  There  are  a  variety  of  kinds  of  aid.  The  IMF 
just  approved  a  big  loan  to  them  and  so  forth  that  comes  from  us 
indirectly,  part  of  it  does  anyway.  But  I  am  talking  about  our  direct 
aid.  What  can  we  do? 

Dr.  Lee.  Well,  we  face  a  very  serious  problem  over  there  of  cor- 
ruption and  also  extortion  demands  that  are  levied  upon  Western 
and  American  businesses.  It  is  a  common  sort  of  rule  of  thumb  esti- 
mate that  about  half  of  the  businesses  that  operate  over  there  are 
forced  to  deal  with  criminals  or  they  get  shaken  down  by  corrupt 
officials.  A  lot  of  them  respond  by  hiring  security  guards,  but  some 
people  may  go  off  the  deep  end  and  in  fact  capitulate  to  these 
forces. 

I  do  not  have  really  good  solutions  except  to  say  that  we  have 
to  make  it  clear  to  the  Russian  Government,  to  the  Yeltsin  Govern- 
ment, that  we  take  the  whole  crime  issue  very  seriously,  and  that 
with  respect  to  incidents  of  extortion,  incidents  of  corruption  as 
they  affect  foreign  entities,  aid  entities,  businesses  operating  over 
there,  we  ought  to  see  some  improvements  before  we  are  willing  to 
commit  large  sums  of  money  to  economic  stabilization  and  other  fi- 
nancial and  foreign  assistance  purposes. 

I  mean,  my  general  feeling  is  that  yes,  there  is  a  likelihood  that 
much  of  the  aid  that  is  going  over  there  is  not  ending  up  the  way 
which  we  would  like  to  see  it  spent,  which  is  to  further  a  legitimate 
process  of  privatization  and  economic  reform. 

Unfortunately,  I  really  cannot  give  you  any  real  specifics.  I  think 
to  do  this  we  really  have  to  get  a  sense  of  the  extent  of  the  problem 
and  then  write  specific  language  into  the  bill  that  is  going  to  in  ef- 
fect force  a  response  on  the  part  of  the  Russian  Government. 
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I  think  the  apathy  over  there  on  this  whole  crime  front  is  some- 
thing that  we  are  going  to  have  to  deal  with.  It  is  going  to  have 
to  reach  very  high  levels  of  our  diplomatic  dialog. 

Senator  Pressler.  Is  the  Yeltsin  Government  taking  it  seriously? 
Are  they  doing  enough? 

Dr.  Lee.  Well,  Yeltsin  calls  it  the  No.  1  threat  to  Russia's  na- 
tional security,  but  at  the  same  time  he  seems  powerless  to  act.  I 
mean,  we  could  come  in  with  other  types  of  programs.  We  could 
come  in  with  a  program  to  spend  a  couple  of  billion  dollars  a  year 
and  increase  police  salaries  by  1,000  percent  or  something  like 
that.  We  can  help  these  people  rewrite  their  laws. 

I  mean,  they  need  some  kind  of  RICO  legislation.  They  need  good 
laws  against  corruption.  They  need  witness  protection  programs. 
They  need  a  lot  of  the  same  kinds  of  things  that  we  have  in  the 
West. 

But  we  are  not  seeing  much  movement  on  these  fronts,  and  part 
of  the  problem  is,  I  suspect,  that  there  is  a  degree  of  infiltration 
of  Russian  legislative  institutions  by  representatives  of  organized 
crime  who  themselves  are  able,  of  course,  to  water  down  or  block 
or  sidetrack  important  legislation. 

But  we  are  going  to  have  to  put  the  pressure  on  the  Russians. 
And  if  they  want  to  cooperate  with  us  on  a  wide  variety  of  fronts 
they  are  going  to  have  to  clean  up  some  of  this  organized  crime 
mess. 

Senator  Pressler.  Dr.  Olson,  go  ahead  and  get  in  on  this  be- 
cause I  am  going  to  work  with  Senator  Kerry,  and  maybe  we  can 
add  some  language  to  some  of  these  aid  bills  that  go  to  some  of  our 
best  friends  who  do  not  seem  to — I  have  been  told  that  the  Russian 
Government  just  sort  turns  the  other  cheek  or  the  other  eye.  At 
any  rate,  go  ahead. 

Dr.  Olson.  In  listening  to  your  remarks  I  am  reminded  of  some- 
thing that  Will  Rogers  said,  that  perhaps  the  way  to  deal  with  the 
problem  is  to  legalize  crime.  The  difficulty  that  the  Russians  now 
face  is  the  level  of  penetration  of  all  their  institutions  by  crime, 
and  so  trying  to  work  with  those  institutions  to  develop  a  response 
means  working  in  fact  with  a  process  that  is  itself  to  some  degree 
corrupted. 

But  there  are  a  number  of  things  that  I  think  that  we  need  to 
look  at  in  working  with  the  Russian  Government.  We  need  to  help 
them  develop  the  legal  framework  for  privatization,  to  develop  the 
legal  system  that  protects  private  property,  that  provides  the  mech- 
anisms whereby  privatization  in  fact  operates  within  an  acceptable 
framework. 

We  also  need  to  work  with  them  on  the  administration  of  justice, 
to  improve  the  legal  system,  to  improve  their  ability  to  process 
cases,  to  maintain  a  chain  of  evidence,  to  have  lawyers  and  the 
judges  in  place  who  can  prosecute  these  cases. 

We  need  to  work  with  them  specifically  on  improving  their  law 
enforcement  capabilities.  At  the  moment  their  law  enforcement  ca- 
pabilities are  woefully  inadequate  to  the  problem.  They  are 
outgunned,  literally  outgunned  by  the  Mafias.  They  do  not  have  the 
investigative  equipment  or  techniques.  They  do  not  have  the 
trained  personnel.  They  do  not  have  the  ability  to  maintain  the  in- 
tegrity of  investigations  or  the  level  of  effort. 
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Senator  Kerry.  Let  me  add  to  that  and  ask  my  colleague's  help 
on  this  because  some  folks  on  my  colleague's  side  of  the  aisle  have 
not  wanted  to  think  about,  I  think,  the  resources.  Some  folks  on 
our  side  of  the  aisle,  too.  I  mean,  there  is  a  myopia  around  here 
on  resources  and  the  meaning  of  them. 

But,  you  know,  we  cannot  conduct  wiretaps  adequately  if  we  do 
not  have  people  with  the  language  skill  to  interpret  the  language 
in  the  wiretap  and  to  do  it  rapidly  so  that  you  know  what  the  con- 
versation is  you  just  heard  and  what  it  means.  You  may  have  a 
drug  deal  going  down  the  next  day  and  you  cannot  even  get  an  in- 
terpretation of  the  wiretap  for  a  week  and  you  have  missed  every- 
thing. 

I  mean,  when  you  want  to  talk  about  being  behind  the  curve  we 
are  ridiculously  behind  the  curve  on  these  kinds  of  things.  And  that 
is  a  matter  of  resources.  They  do  not  have  the  personnel. 

It  also  is  very  labor  intensive  to  listen  to  a  wiretap,  to  put  the 
people  on  the  case.  It  is  very  labor  intensive  to  deal  with  some  of 
these  white  collar  crime  cases.  And  these  international  organized 
syndicates  understand  that.  I  mean,  they  have  got  bright  lawyers, 
some  of  them  from  your  alma  mater  and  elsewhere  in  the  country. 
[Laughter.] 

Senator  Pressler.  Oh,  I  did  not  know  there  were  any  bright 
ones. 

Senator  Kerry.  Well,  maybe  there  are  not  any  bright  ones.  But 
at  any  rate,  you  know,  they  scope  out.  They  have  got  better  ongo- 
ing assessments  of  the  ability  of  our  law  enforcement  than  our  law 
enforcement  has  ongoing  assessments  of  their  abilities  to  penetrate 
them.  Is  that  accurate? 

Dr.  Olson.  That  is  absolutely  accurate. 

Senator  Kerry.  From  every  single  one  of  you? 

Dr.  Olson.  One  hundred  percent.  There  is  another  aspect  to 

Senator  Kerry.  Let  me  just  finish  one  other  thing.  Let  me  give 
you  another  example  of  how  we  handicap  ourselves. 

I  have  personally  looked  at  DEA  film  of  airplanes,  twin  engine 
airplanes  flying  about  100  feet  above  the  water  off  the  Bahamas, 
dropping  bags,  Dales  of  marijuana  out.  And  you  literally  on  this  in- 
frared film  could  see  bag  after  bag  being  kicked  out  of  the  airplane 
in  the  dead  of  night,  no  lights  on  the  airplane,  no  markings,  et 
cetera,  flying  along.  They  waggle  their  wings  and  they  fly  back — 
say  goodbye.  Nothing  happens. 

That  plane  should  have  been  shot  of  out  of  the  sky.  Now  we  tried 
to  have  a  shoot-down  policy  here  a  few  years  ago.  I  am  the  person 
that  brought  the  shoot-down  policy.  We  had  a  big  debate  in  the 
Senate.  On,  my  God,  we  might  accidentally  blow  some  dentist  and 
his  wife  out  of  the  air  when  they  are  flying  back  from  the  Baha- 
mas. That  is  nonsense. 

And  I  say  as  a  pilot,  and  I  am  a  pilot,  when  you  get  in  an  air- 
plane and  you  are  flying  across  the  water  any  pilot  worth  his  salt, 
and  all  you  have  to  do  is  make  a  requirement  and  I  think  they  do 
in  the  international  flights,  you  have  got  to  file  a  flight  plan.  And 
when  you  file  your  flight  plan  you  usually  are  flying  high  enough 
above  the  water  that  if  you  have  an  engine  failure  you  have  the 
ability  to  send  your  emergency  signal.  And  you  also  have  flight 
routes,  airways.  And  you  can  restrict  people  to  certain  airways. 
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And  any  legitimate  pilot  in  a  legitimate  aircraft  flying  for  legiti- 
mate purposes  from  one  place  to  the  other  can  understand  the 
rules  and  fly  those  routes.  Now,  usually  they  are  flying  in  the  day- 
time, I  might  add.  None  of  them  are  flying  100  feet  above  the  water 
at  night. 

We  are  handicapping  ourselves  this  way.  Moreover,  you  can  have 
visual  identification  rules  that  require  you  to  have  visual  contact, 
shine  a  light  on  them  and  do  all  kinds  of  things.  But  to  not  shoot 
people  out  of  the  sky  that  you  see  at  night  dropping  bales  into  the 
water  is  to  say  to  tnese  criminals,  oh,  we  do  not  think  it  is  really 
that  serious. 

Am  I  wrong?  Would  anyone  among  you  disagree  with  that? 

Dr.  Olson.  On  the  shoot-down  policy? 

Senator  Kerry.  No,  with  respect  to  the  knowledge  of— well,  yes, 
on  those  kinds  of  instances.  Could  you  not  construct  a  strict  enough 
regimen  for  nighttime,  let  us  say,  and  possibly  for  daytime,  but  cer- 
tainly for  nighttime  at  a  certain  elevation  under  certain  conditions, 
et  cetera,  that  you  have  the  right  to  shoot  them  down?  I  mean,  it 
seems  to  me  incomprehensible  that  you  cannot  do  that. 

Do  you  think  you  are  going  to  find  some  dentist  flying  around  at 
100  feet  above  the  water  in  the  dead  of  night  kicking  bales  out  his 
airplane? 

Dr.  Olson.  I  am  less  concerned  about  the  U.S.  ability  to  do  that 
than  some  others  that  might  follow  our  lead.  The  idea  that  Costa 
Rica  or  Guatemala  or  Panama  or  Trinidad  and  Tobago  might  follow 
our  lead  and  start  shooting  people  down,  countries  that  do  not  have 
the  same  capabilities  we  nave,  I  think,  to  approach  it  could  be  a 
problem. 

Senator  Kerry.  I  am  talking  about  a  cooperative  effort  between 
all  of  these  nations  together,  not  unilaterally. 

Dr.  Olson.  It  certainly  is  something  that  needs  to  be  considered. 

If  I  could  say  just  one  more  thing  about  the  Russian  concern, 
there  is  one  aspect  of  it,  of  our  aid,  that  we  are  perhaps  overlook- 
ing, and  that  is  that  there  is  a  significant  and  growing  opinion 
among  the  Russian  population,  being  fanned  by  the  conservative 
elements  within  Russia,  the  former  Communists  and  others,  that 
U.S.  assistance  is  specifically  designed  at  the  moment  to  aid  orga- 
nized crime  in  Russia  as  a  way  of  further  driving  Russia  into  col- 
lapse. 

So  part  of  our  problem  that  we  need  to  pay  attention  to  as  we 
structure  our  aid  in  trying  to  deal  with  Russia  and  the  states  of 
the  former  Soviet  Union  is  to  pay  particular  attention  that  that  as- 
sistance in  fact  is  being  geared  to  help  fight  organized  crime,  be- 
cause the  impression  in  Russia  is  growing  that  this  is  not  in  fact 
the  case. 

Senator  Pressler.  Their  impression  is  that  our  aid  goes  to  orga- 
nized crime? 

Dr.  Olson.  Increasing  Russian  opinion  is  that  our  assistance  is 
being  used  to  help  Russian  organized  crime  become  stronger  as  a 
way  of  undermining 

Senator  Pressler.  Is  that  true? 

Dr.  Olson.  Well  certainly,  large  amounts  of  our  aid  is  being  di- 
verted. 

Senator  Pressler.  How  is  it  being  diverted? 


171 

Dr.  Olson.  You  have  corrupt  officials  who  are  either  bought  off 
by  the  criminal  organizations  or  who  are  cooperating  with  the 
criminal  organizations,  who  are  in  the  criminal  organizations,  who 
are  working  in  agencies  that  are  receiving  U.S.  assistance.  This 
money  is  being  diverted  into  various  channels  away  from  the  in- 
tended sources,  and  the  Russians  lack  a  capability  of  adequate 
oversight  of  these  resources  to  make  sure  where  the  money  is  actu- 
ally ending  up. 

Dr.  Lee.  Let  me  speak  just  2  seconds  on  Bill  Olson's  point.  My 
impression  is  that  our  international  development  agencies  are  try- 
ing to  set  up  some  kind  of  small  business  program  over  there.  I 
think  this  is  an  extremely  important  initiative.  One  of  the  few 
sources  of  capital,  startup  capital,  for  businesses  over  there  is  in 
fact  organized  crime.  It  is  one  of  the  few  sectors  that  has  any 
money  for  this  kind  of  activity.  So  I  think  this  is  an  initiative  that 
certainly  should  be  supported. 

On  the  other  hand,  how  can  you  be  sure  that  the  people  that  are 
going  to  come  in  and  apply  for  some  kind  of  a  small  business  loan 
are  not  themselves  criminals.  So  you  see  the  complexity  of  this, 
that  we  have  to  set  up  some  kind  of  screening  process  to  make  sure 
the  people  who  are  coming  in  and  benefiting  from  these  programs 
are  in  fact  legitimate. 

Mr.  Blum.  I  would  like  to  jump  in  with  two  points.  One,  in  the 
foreign  policy  arena  I  have  heard  people  again  and  again  describe 
the  organized  crime  problem,  and  I  say  hey,  you  had  better  pay  at- 
tention. They  say,  oh,  that  is  nascent  capitalism.  That  is  all  right 
because  everybody  is  a  criminal  because  they  are  now  doing  some- 
thing that  was  illegal  in  the  Soviet  Union. 

My  answer  to  that  is  that  is  absurd  because  we  have  other  places 
where  organized  crime  got  rooted,  and  300  years  later  it  is  still 
there.  We  are  talking  about  Sicily  and  other  places.  We  cannot  call 
it  nascent  capitalism,  walk  away  from  it,  and  expect  it  to  solve  it- 
self. 

The  second  point  is  within  the  last  2  weeks  I  had  a  visit  from 
a  man  who  runs  a  training  center  for  the  Russian  militia,  which 
are  their  local  police.  He  said  one  of  the  biggest  problems  they  have 
is  his  police  sometimes  go  for  months  without  being  paid.  Now,  we 
are  not  talking  about  low  pay,  we  are  talking  about  no  pay,  and 
I  do  not  know  any  way  on  earth  of  keeping  a  police  force  that  is 
not  paid  at  all  honest. 

Senator  Pressler.  Well,  let  me  conclude  by  asking  you  all  a 
question,  if  you  could  submit  your  answers  for  the  record  perhaps — 
and  I  woula  like  to  stay  and  follow  this  up — but  whether  it  is  the 
China  thing  or  Burma  or  wherever  it  is,  there  are  things  that  we 
can  do  in  our  foreign  policy  to  put  more  pressure  on  these  coun- 
tries. And  we  do  give  aid  to  a  lot  of  these  countries  we  have  talked 
about  here  who  are  in  turn  sending  us  some  criminals.  And  par- 
ticularly in  the  case  of  the  Soviet  Union,  we  want  the  Soviet  Union 
to  succeed.  We  have  an  interest  in  a  prosperous  Russia.  But  I  do 
not  know  if  our  diplomats  and  our  State  Department  and  our  Gov- 
ernment is  doing  enough. 

Now,  someone  said  a  very  perceptive  thing.  They  said  the  foreign 

{>olicy  establishment  does  not  like  to  fiddle  with  this  issue.  It  is  just 
ike  I  do  a  lot  of  work  for  reform  in  the  U.N.  I  have  been  a  delegate 
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to  the  U.N.  twice.  None  of  the  diplomats  up  there  want  to  work  on 
reform,  accounting,  budgets,  corruption  in  the  U.N.,  things  being 
lost,  and  so  they  look  upon  this  as  kind  of  a  pesky  thing  that  some- 
body else  will  do.  So  when  they  do  their  tour  in  New  York  they 
stay  as  far  away  from  reform  as  they  can. 

Well,  I  hope  that  is  going  to  change  because  I  have  written  a  let- 
ter to  the  Secretary  of  State  saying  from  now  on  anybody  who 
served  in  the  U.N.  who  comes  through  here  to  be  an  Ambassador 
in  some  other  place  had  better  have  some  record  of  having  worked 
for  reform. 

And  so  also  I  think  that  it  is  in  the  area  of  international  crime 
our  Embassies  may  look  upon  themselves  as  pin-stripped  dip- 
lomats. But  this  is  a  foreign  policy  issue  that  they  should  be  con- 
cerned with.  And,  Mr.  Chairman,  our  side  of  the  aisle,  I  will  see 
to  it  that  my  side  of  the  aisle  helps  out.  I  think  we  helped  you  a 
lot  on  your  shoot-down  amendment,  the  guys  on  my  side  of  the 
aisle  like  to  have  a  lot  of  adventures  and  so  forth.  We  helped  you 
out,  I  think,  more  than  your  side  of  the  aisle  did,  so  you  get  the 
White  House  on  your  side  of  the  aisle,  I  will  get  my  side  of  the 
aisle,  I  promise. 

But  in  any  event,  I  would  like  to  ask  these  witnesses  to  submit 
ideas.  When  we  write  our  foreign  aid  bills,  what  can  we  here  in  the 
Senate  do?  Because  I  think  we  are  being  taken  to  the  cleaners,  but 
also,  we  are  not  doing  the  right  thing.  We  have  got  to  put  some 
more  requirements  on  Russia.  You  know,  they  are  spying  on  us, 
they  send  us  international  criminals,  some  of  our  taxpayers  are 
saying  how  could  we  be  giving  those  guys  aid?  Well,  we  nad  better 
be  speaking  up  and  letting  them  know  that  we  will  not  be  if  we 
do  not  have  some  reform  and  some  different  behavior. 

So  that  is  the  end  of  my  statement.  If  each  of  you  could  think 
over  your  comments  and  submit  it  for  the  record  or  submit  right 
now  or  whenever  the  chairman  wants,  some  ideas  on  some  specific 
legislation.  We  could  condition  some  of  our  aid  and  condition  Inter- 
national Monetary  Fund  assistance  and  condition  the  World  Bank's 
activities.  Because  this  is  really  a  serious  problem  from  what  I 
have  heard  here  today,  and  I  thank  you  very  much. 

Senator  Kerry.  Thank  you  very  much,  Senator  Pressler.  I  think 
those  are  good  suggestions,  and  indeed,  I  would  like  to  see  us  fol- 
low up  on  it  if  you  do  have  any  sort  of  specific  conditions  or  specific 
legislative  pieces.  We  are  going  to  be  kind  of  cooking  on  some 
things  here  and  we  would  like  to  have  them  come  in.  The  record 
will  remain  open  for  their  submission. 

Let  me  just  say  on  the  shoot-down  point  again,  I  do  not  want  to 
make  light  of  it,  but  I  also  so  not  want  to  sound  like  a  trigger- 
happy  hothead  in  any  respect.  I  do  not  think  this  is  that  kind  of 
policy.  This  is  really  common  sense.  Dr.  Olson  and  others,  you 
know,  I  have  run  into  policy  people  who  sometimes  have  reserva- 
tions about  it. 

Notwithstanding  mistakes  on  occasion  of  identification  that  we 
know  we  can  make,  I  think  there  is  a  way  in  this  to  make  it  rel- 
atively strong,  and  that  is  essentially  that  you  can  require  a  cer- 
tain set  of  visual  contact  procedures  that  can  be  recorded  both  vis- 
ually and  audio  which  make  your  checkup  area  and  you  can  have 
an  absolute  strict  no-fire  status,  without  knowing  that  that  visual 
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has  in  fact  been  made  and  that  you  have  gone  through  those  proce- 
dures. 

That  means  when  you  come  in  there  is  a  visual  document  of  ei- 
ther the  criminal  act  itself  or  the  flight  if  they  take  flight  and  eva- 
sion. And  if  there  is  a  flight  and  evasion  or  visual  criminal  act 
videotaped  by  infrared  at  the  time  and  a  subsequent  record  vis- 
ually and  audio  of  refusal  to  heed  to  light  flashing  warnings  and 
others,  you  shoot  them  down.  Now,  that  is  legitimate.  I  just  do  not 
see  that  subject — if  it  is  internationally  controlled  by  the  task  force 
that  is  working  this  effort,  it  is  controllable.  And  it  would  do  a  lot. 

Now,  will  it  shift  it  conceivably  out  of  the  air  and  into  water  and 
submerse  it?  Yes,  it  will.  We  all  know  what  happens.  But  that  is 
the  disruption  kind  of  thing  that  you  are  talking  about.  I  think  it 
is  real,  and  the  more  disruption  the  harder  it  is,  the  higher  the  cost 
of  doing  business,  the  more  difficult  it  becomes. 

Now,  I  would  like  to  hear  a  little  bit  about  what  other  disrup- 
tions you  are  talking  about  that  fit  within  that  envelope  of 
nonthreatening  in  terms  of  sort  of  our  values  or  some  basic  rights, 
civil  rights,  et  cetera.  What  are  you  contemplating? 

Dr.  Godson.  First,  Mr.  Chairman,  I  would  comment  on  your  sug- 
gestion about  the  shoot-down  and  the  form  that  you  just  put  it  for- 
ward. I  would  be  very  sympathetic  to  this.  I  think  it  is  very  hard 
for  us  to  realize — to  take  the  kinds  of  hits  we  are  taking  inside  the 
United  States  in  terms  of  the  quality  of  life  because  of  the  drug 
problem  and  not  be  willing  to  take  these  kinds  of  measures  if  we 
really  expect  others  to  put  their  lives  at  risk  and  others  to  take  the 
steps  that  are  going  to  be  necessary  here.  So  I  am  sympathetic  to 
this  particular  solution. 

But  there  are  some  downsides,  as  you  know,  with  the  shoot- 
downs.  Mistakes  probably  are  going  to  get  made,  as  they  are  made 
by  the  regular  police  on  a  daily  basis.  We  do  the  best  we  can  to 
make  sure  that  we  do  not  make  mistakes,  but  there  will  be  on  occa- 
sion mistakes.  That  is  one  reason,  by  the  way,  we  need  a  lot  of 
oversight  to  make  sure  that  it  is  consistent  and  performance-ori- 
ented and  so  on. 

With  regard  to  specifics  in  this  regard,  if  I  may  begin  with  an 
analogy  to  counterterrorism  as  an  example  of  disruption,  I  think 
we  have  been  blessed  in  the  United  States  to  have  had  very  little 
terrorism  in  recent  years  directed  against  Americans  abroad  and, 
in  the  United  States.  In  large  part  this  is  not  because  we  have  ar- 
rested many  terrorists,  but  we  have  been  able  to  prevent  a  lot  of 
terrorists  through  disruption.  The  Government  of  the  United 
States,  together  with  other  governments,  has  taken  a  variety  of 
overt  and  not-so-public  measures  to  make  life  very  difficult  for  ter- 
rorist organizations. 

Now,  one  of  the  ways  that  we  can  do  this  with  regard  to  inter- 
national organized  crime,  is  to  focus  a  lot  of  attention  on  the  crimi- 
nals to  make  life  very  uncomfortable  for  them.  And  we  have  some- 
times done  it.  They  are  very  sensitive  to  their  quality  of  life. 

Many  of  these  people  are  in  this  business  to  improve  their  qual- 
ity of  life,  and  money  is  one  characteristic.  But  being  able  to  spend 
their  money  and  enjoy  the  fruits  of  their  behavior  is  another  one, 
and  we  can  make  life  very  difficult.  They  are,  for  example,  very 
sensitive  to  publicity  about  them.  According  to  a  defector  that  we 
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have  from  these  organizations,  these  people  listen  to  what  is  said 
to  them  on  the  American  media  and  other  media  throughout  the 
world. 

They  react  very  negatively  when  their  names  are  brought  up, 
and  so  on.  They  have  their  vulnerabilities,  and  we  can  identify 
those  vulnerabilities  and  play  off  of  those  vulnerabilities.  But  expo- 
sure of  these  people,  making  it  very  difficult  for  them  and  their 
families  to  travel,  would  be  an  example  of  the  kind  of  disruption 
activity  that  would  not  be  life-threatening  in  any  way  in  terms  of 
assassinations  or  murders  or  anything  in  this  regard. 

We  did  this  in  the  terrorist  area.  We  made  it  very  difficult  for 
Libyans  to  travel,  for  example.  The  cannot  go  to  Paris,  to  London, 
to  New  York,  to  Washington.  They  cannot  enjoy  their  activities, 
and  these  are  men  who  would  like  to  enjoy  these  kinds  of  activities. 
I  am  suggesting  we  can  make  life  every  difficult  for  these  people 
by  focusing  a  lot  of  attention  on  them. 

Another  kind  of  disruption  would  be  to  go  after  their  money. 
That  is  very  important  to  them.  Now,  we  have  some  successes,  and 
the  DEA  has  had  some  important  successes  in  this  area.  But  the 
kingpin  strategy  has  been  underway  for  a  relatively  short  period  of 
time.  The  Government  as  a  whole  has  just  begun  to  get  mobilized 
on  this  subject. 

I  would  suggest  the  kind  of  strategy  that  resulted  in  very  large 
seizures  of  the  assets,  and  of  the  operational  funds  and  activities 
of  the  traffickers  would  be  the  kinds  of  things  we  could  do.  Let 
them  set  up  their  activities.  Do  not  arrest  them  straight  away.  Let 
them  set  up.  Let  them  invest.  Let  us  keep  track  of  what  they  are 
doing.  Wait  until  we  know  what  they  are  doing  and  then  seize  the 
whole  lot.  This  is  not  an  unknown  strategy.  I  am  suggesting  do  not 
do  this  just  for  intelligence-gathering  purpose,  but  making  a  strate- 
gic program  out  of  these  kinds  of  disruption. 

I  am  iust  dealing  with  a  couple  of  examples  here,  but  actually 
we  could  do  a  lot  more  in  this  area. 

Senator  Kerry.  Well,  I  would  appreciate  it  if  you  would  submit 
to  the  committee  your  full  list  of  those  disruptive  measures  that 
you  think  ought  to  be  considered.  We  would  like  to  include  them 
in  our  thinking  we  engage  in  subsequently  with  respect  to  either 
recommendations  or  legislative  effort. 

Dr.  Godson.  Very  well,  Mr.  Chairman. 

[The  information  referred  to  follows:] 

Recommendations  for  Action  on  International  Organized  Crime 

(1)  ongoing  assessments 

Congress  should  require  the  Administration  to  produce  an  annual  assessment  of 
international  organized  crime  (IOC)  as  part  of  the  Foreign  Assistance  Act. 

The  State  Department  office  for  International  Criminal  Affairs  could  be  charged 
with  coordinating  interagency  estimates  and  preparing  a  comprehensive  assessment 
of  the  threat  to  US  national  security  from  IOC.  The  assessments  should  include 
input  from  all  relevant  US  agencies  (e.g.,  State,  Justice,  Treasury,  Commerce,  CIA, 
DOD),  as  well  as  reports  from  US  embassies. 

The  legislative  requirement  establishing  this  effort  should  spell  out  in  detail  what 
the  assessments  should  include.  For  example,  at  a  minimum,  it  should  include: 

•  detailed  overview  of  what  is  known  about  major  international  criminal  organi- 
zations; 

•  information  about  the  scope,  resources  and  operations  of  these  groups; 

•  description  of  method  of  operations,  and  leadership  structures; 
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•  information  about  the  efforts  of  criminal  organizations  to  penetrate  local  gov- 
ernments and  institutions 

•  section  that  identifies  gaps  in  our  understanding  of  IOC;  and 

•  section  that  identifies  known  and  potential  weaknesses  and  vulnerabilities  of 
groups  and  leaders. 

(2)  STRATEGY  AND  POLICY 

Congress  should  establish  a  legislative  requirement  that  the  Executive  Branch  de- 
velop and  publicize  a  national  strategy  on  international  organized  crime. 

The  national  strategy  should  include  reporting  requirements  for  the  State  Depart- 
ment, relevant  law  enforcement  agencies,  DOD,  and  the  Intelligence  Community. 
These  reports  should  document  US  efforts  to  combat  international  organized  crime, 
both  unilaterally  and  multilaterally.  Reports  should  also  outline  the  efforts  of  indi- 
vidual agencies  to  share  information  and  work  jointly.  US  embassies  should  report 
on  individual  country  efforts  to  develop  judicial  institutions,  legal  frameworks,  police 
forces,  and  prison  systems. 

Information  developed  for  these  reports  should  become  the  basis  for  an  annual  re- 
port that  outlines  the  major  programmatic  elements  and  budgetary  commitments  of 
the  administration's  international  crime  strategy. 

As  part  of  the  US  national  strategy,  Congress  should  mandate  (1)  that  the  Presi- 
dent certify  that  countries  which  receive  US  assistance  are  cooperating  with  the  US 
on  law  enforcement  efforts  and  doing  everything  possible  to  combat  and  control  cor- 
ruption and  diversion  of  US  assistance;  and  (2)  greater  information  sharing  among 
various  agencies  involved  in  this  effort. 

A  component  of  the  US  strategy  should  be  the  development  of  specific  require- 
ments for  an  international  effort  to  control  money  laundering,  corruption,  drug  pro- 
duction and  trafficking,  alien  smuggling,  and  other  major  criminal  activities.  This 
would  include  the  US  spearheading  an  effort  to  create  a  G-7  organized  crime  task 
force  that  subsumes  the  Financial  Action  Task  Force  and  Chemical  Action  Task 
Force. 

Finally,  guidelines  should  be  established  for  the  provision  of  US  assistance  to  im- 
prove local  administration  of  justice,  law  enforcement  capabilities,  and  international 
information  sharing  as  part  of  all  US  AID  assistance  or  other  assistance  programs 
to  countries  with  major  corruption  and  organized  crime  problems. 

(3)  DISRUPTION 

A  component  of  the  US  strategy  should  be  the  disruption  of  the  activities  of  inter- 
national organized  crime  and  its  leaders. 

Disruption  covers  a  range  of  efforts,  including  public  diplomacy  and  covert  and 
overt  activities.  US  agencies  should  be  required  to  develop  specific  tactics  and  proce- 
dures to  disrupt  criminal  enterprises.  Additionally,  they  should  be  required  to  de- 
velop performance  indicators  to  gauge  the  success  of  disruption  efforts. 

One  of  the  shortcomings  of  the  current  US  response  is  that  it  is  almost  exclusively 
focused  on  law  enforcement,  and  that  effort  is  directed  at  the  arrest  and  successful 
prosecution  of  criminal  leaders.  While  this  may  be  appropriate  in  many  instances, 
it  is  not  always  the  best  course  to  follow  in  taking  advantage  of  the  vulnerabilities 
of  criminal  enterprises.  There  is  a  need  to  develop  sophisticated  programs  that  take 
advantage  of  vulnerabilities  without  always  developing  case  evidence. 

Examples  of  disruption  activities  could  include: 

•  The  spotlight  of  publicity— The  US  and  its  allies  should  seek  to  identify  the 
leaders  of  major  international  criminal  enterprises  and  their  families.  This  in- 
formation should  be  widely  publicized  as  part  of  a  concerted  effort  to  make  it 
more  difficult  for  these  individuals  and  their  families  to  travel,  invest,  or  other- 
wise enjoy  illegal  gains.  For  example,  the  international  community  should  make 
it  difficult  for  the  children  of  criminal  leaders  to  obtain  passports  and  visas  to 
attend  schools  or  otherwise  travel.  The  intense  spotlight  created  by  global  expo- 
sure can  help  to  prevent  criminal  leaders  from  turning  their  huge  wealth  into 
respectability  for  themselves  or  relatives. 

•  The  degrading  of  organizational  capabilities — The  US  and  its  allies  should 
greatly  expand  efforts  to  attract,  and  ultimately  seize,  the  assets  of  criminal  en- 
terprise. Criminal  organizations  need  a  large  network  of  outlets  and  invest- 
ments to  launder  their  proceeds.  A  disruption  plan  could  provide  them  with  new 
outlets  in  the  form  of  fraudulent  investment  schemes,  dummy  corporations,  and 
undercover  enterprises.  The  goal  of  these  operations  would  be  to  lure  and  then 
seize  large  amounts  of  criminal  capital. 

•  Sowing  the  seeds  of  mistrust — Another  element  of  disruption  is  creating  a 
distrustful  environment  within  criminal  organizations.  This  can  be  achieved,  for 
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example,  through  the  dissemination  of  information.  The  information  can  be 
spread  in  the  public  domain  or  through  other  channels  depending  on  specific 
goals  and  operations.  One  way  to  increase  dissension  within  organizations,  and 
among  rival  groups,  is  through  targeted  propaganda. 
•  The  tracking  of  vessels  and  aircraft — The  operations  of  organizations  can 
be  further  degraded  through  the  disruption  of  shipments  and  delivery  of  goods. 
An  example  is  the  tracking  of  vessels  and  aircraft.  Under  one  strategy,  enforce- 
ment agencies  let  it  be  known  that  they  are  tracking  suspected  smugglers,  par- 
ticularly aircraft,  which  in  nearly  all  cases  results  in  aborted  plans. 
These  suggestions  illustrate  only  a  small  number  of  potential  disruption  activities. 
To  be  successful,  a  disruption  activities  must  be  implemented  in  concert  with  other 
elements  of  the  overall  strategy.  It  must  be  regularly  employed,  and  not  used  spo- 
radically. It  is  important  that  Congress  recognize  from  the  outset  that  disruption 
activities  require  significant  oversight. 

Senator  Kerry.  Dr.  Myers,  we  have  had  some  evidence  pre- 
viously about  the  extent  to  which  the  immigration  problem  is  a 
problem  and  we  have  illegal  aliens  coming  in  and  everything,  but 
what  it  really  sounds  to  me  like  after  listening  to  you  is  that  some- 
thing is  woefully  out  of  control  at  INS,  either  structurally  or  in  the 
implementation.  What  do  you  think  about  that? 

Dr.  Myers.  I  could  not  agree  more. 

Senator  Kerry.  Well,  I  said  it  strikes  me.  I  am  not  sure  I  am 
fully  versed  enough.  Maybe  you  could  tell  me  why  I  should  agree. 

Dr.  Myers.  INS  basically  has  a  schizophrenic  role.  It  is  a  bene- 
fits agency;  it  is  an  enforcement  agency — and  the  emphasis  de- 
pends on  the  leadership.  The  present  commissioner  and  her  list  of 
priorities  is  very  much  oriented  toward  the  side  of  conferring  bene- 
fits and  diminishes  the  law  enforcement  side. 

Quite  frankly,  Senator  Kerry,  what  needs  to  happen  is  INS  needs 
to  be  split  so  it  no  longer  has  a  schizophrenic  role.  The  enforcement 
side  should  be  moved  into  a  unitary  border  control  agency  that 
combines  the  enforcement  and  antismuggling  capability  that  is  not 
being  utilized.  In  fact,  I  might  comment  the  antismuggling  units, 
which  were  few  in  number,  have  been  totally  disbanded^  something 
that  I  am  unable  to  understand.  The  talents  of  those  individuals 
are  being  wasted  chasing  aliens  engaged  in  unauthorized  employ- 
ment. 

But  to  come  back  to  the  central  theme,  Congress  should  abso- 
lutely sever  INS's  principle  enforcement  role.  They  are,  after  all, 
the  agency  that  looks  at  the  people  that  come  into  the  United 
States.  They  are,  after  all,  the  agency  that  should  be  taking  the 
leading  intelligence  role  on  who  is  coming  into  the  United  States. 
They  are  the  ones  with  the  capability  to  track  these  foreign  sound- 
ing names,  these  foreign  language  people  that  are  within  the  infra- 
structure in  the  United  States. 

But  we  need  to  have  the  capability  of  Customs,  Coast  Guard,  and 
Border  Patrol  under  one  agency  with  one  mission:  to  protect  the 
U.S.  borders.  If  you  have  heard  nothing  else  in  the  course  of  these 
hearings,  border  porosity  in  the  United  States  is  the  single-most  se- 
rious problem  by  which  these  organizations  threaten  us. 

The  Chinese  have  proven  more  capable  of  moving  more  people 
into  the  United  States — think  if  it,  100,000  people  a  year  come 
halfway  across  the  Earth  with  less  than  10  percent  being  caught. 
Supposing  this  was  a  foreign  army  or  a  group  of  foreign  agents, 
and  they  go  into  the  infrastructure  of  the  United  States,  never  to 
be  seen,  never  to  be  tracked.  It  is  scandalous. 
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So  to  come  back  to  your  question,  principally,  we  need  INS  to  be 
severed,  we  need  to  look  at  very  carefully  before  we  conceive  of  a 
program  under  the  Executive  order  of  the  President  that  allows  a 
group  of  people  to  stay  in  the  United  States  because  we  have  a  for- 
eign policy  interest  at  stake,  we  ought  to  understand  what  the  do- 
mestic consequences  of  such  a  program  are. 

Senator  Kerry.  Well,  let  us  assume  that  you  split  them  up  as 
you  describe  and  you  get  tougher  on  enforcement.  You  still  have 
the  fundamental  problem  that  people  have  been  grappling  with  of 
a  2,000-mile  border  along  Texas  and  a  huge  border  along  Canada 
and  nobody  is  pretending  that  you  are  ever  under  any  cir- 
cumstances with  a  split  agency  or  otherwise  going  to  shut  the  bor- 
der. 

Dr.  Myers.  Absolutely  true.  The  difference  is  that  if  you  create 
a  unitary  border  enforcement  agency  with  intelligence  capability, 
we  are  not  simply  sitting  at  the  border  throwing  up  an  Iron  Cur- 
tain or  sticking  our  finger  in  the  dike.  What  I  refer  to  is — and  Sen- 
ator Kerry,  you  may  not  be  aware  of  this — there  is  an  absolute  pro- 
hibition within  the  central  office  of  INS  preventing  these  organiza- 
tions from  running  undercover  operations.  They  cannot.  They  are 
prohibited. 

They  cannot  go  in  and  run  sting  operations  like  the  FBI  can; 
they  cannot  allow  a  group,  a  ship,  to  enter  the  United  States  and 
follow  those  people  up  through  the  networks;  they  cannot  follow  the 
money. 

Senator  Kerry.  I  was  not  aware  of  that.  So  in  effect,  what  you 
are  saying  is  this  is  one  of  those  parts  of  the  problem  that  is  struc- 
tured for  sort  of  the  old  19th  century  criminal  enforcement  but  does 
not  meet  the  needs  of  the  day? 

Dr.  Myers.  That  is  absolutely  correct. 

Senator  Kerry.  Just  one  more  piece  of  the  criminal  justice  sys- 
tem, if  you  will,  that  is  crumbling. 

Dr.  Myers.  It  is  one  more  piece  of  the  criminal  justice  system 
that  is  not  geared  to  transnational  crime. 

Senator  Kerry.  Did  you  want  to  add  to  that,  Dr.  Lee? 

Dr.  Lee.  My  comment  is  in  the  form  of  a  question.  What  about 
the  Chinese  side  of  this  problem?  What  is  the  Chinese  Government 
doing,  if  anything,  to  try  to  control  the  flow  of  people  out  of  China? 

Senator  Kerry.  The  flow  of  people  out.  These  people  get  on  a 
ship  somewhere  and  the  ship  clearly  has  to  be  inspected.  And  obvi- 
ously, a  nation  of  1.2  billion  that  has  to  provide  2  million  jobs  iust 
to  keep  up  on  an  annual  basis  is  delighted  to  see  whatever  problem 
children  they  want  sent  to  America  or  anywhere  else  for  them  to 
be  sent  there. 

Dr.  Myers.  Quite  frankly,  if  I  might  comment  on  that,  Beijing  is 
trying  actively  to  suppress  the  flow  of  Chinese.  They  have  held  nu- 
merous national  meetings.  The  president  of  their  supreme  court 
has  given  numerous  speeches.  They  have  tried  to  engage  their  law 
enforcement  all  the  way  down  to  the  provincial  level,  but  the  sim- 
ple answer  to  it  is  it  is  too  corrupted. 

Senator  Kerry.  Now,  let  us  get  to  that.  This  is  what  I  want  to 
get  to.  We  have  had  some  chilling  descriptions  in  the  last  few  days 
of  governments  that  are  half-bought,  quarter-bought,  who  knows 
how  much,  but  significantly  enough  that  major  criminal  enterprises 
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survive.  If  I  were  in  Colombia  today  or  some  other  places,  you  have 
got  to  make  a  very  large  life  choice  here  about  which  way  you  were 
going,  and  without  a  sense  of  the  potential  for  victory  or  a  commit- 
ment of  forces  to  this. 

It  is  really  pretty  hard  for  people  to  make  the  choice  that  the 
way  to  go  is  to  resist  this  when  they  see  60  journalists  and  what- 
ever number  of  candidates  and  whatever  number  of  supreme  court 
justices  and  others  all  blown  away.  How  do  you  reverse  that?  What 
is  the  reversal  factor  here?  If  every  martyr  or  if  every  bold  soul 
who  stands  up  becomes  a  martyr,  what  is  the  answer? 

Who  is  going  to  tackle  that? 

That  is  something  that  I  think  a  lot  of  Colombians  would  be 
thinking  right  now  as  they  listen  to  this  testimony. 

Mr.  Blum.  It  is  a  terribly  difficult  problem.  Obviously,  the  Unit- 
ed States  cannot  create  a  new  climate  in  Colombia.  That  has  to 
come  from  Colombians.  But  what  we  can  to  do  is  begin  to  do  away 
with  the  kind  of  double  standard  that  has  prevailed  for  quite  some 
time  that  leads  people  to  become  very  cynical  about  any  kind  of  re- 
form process. 

We  tolerate  bank  tax  havens  in  the  Caribbean,  we  play  ball  with 
Panama  even  though  the  money  laundering  has  gotten  worse  than 
ever  before  because  there  are  quasi-legitimate,  or  shall  I  call  them 
legal/illegal  uses,  for  these  places.  So  if  a  large  corporation  or  a 
bank  wants  to  evade  or  avoid  regulation  or  taxation,  Grand  Cay- 
man is  the  place.  It  is  No.  5  in  the  world  in  loan  booking. 

Now,  if  you  have  a  Colombian  who  looks  at  us,  they  say  look, 
what  is  wrong  with  these  Americans.  They  are  telling  us  we  are 
corrupt,  yet  all  they  are  is  more  sophisticated  and  more  suave  and 
better  able  to  do  what  our  people  are  a  little  cruder  in  doing.  I 
think  it  is  a  question  of  setting  an  example.  So,  for  example,  in  the 
case  of  Grand  Cayman  I  would  say  no  air  landing  rights,  no  bank 
branches,  no  wire  transfers  in  and  out  of  the  place.  It  would  be 
closed  in  no  time.  But  we  cannot  quite  bring  ourselves  to  do  that. 

Senator  Kerry.  Why?  We  have  been  through  this.  I  mean,  we 
have  gone  on  for  years  recognizing  the  damaging  impact  not  only 
on  our  tax  collection  but  obviously  on  our  efforts  to  fight  crime  of 
these  kinds  of  havens.  But  it  does  not  change. 

Mr.  Blum.  The  reason  it  does  not  change  is  there  is  commercial 
pressure  from  corporate  and  well-to-do  citizens,  corporate  interests 
and  well-to-do  citizens,  who  like  the  status  quo,  who  profit  from  the 
status  quo,  who  pay  less  taxes  and  who  find  operating  in  the  inter- 
national arena  in  this  kind  of  no  man's  land,  the  international  com- 
mons, is  the  way  to  go. 

We  recently  had  a  very  wealthy  American  decide  to  become  a  cit- 
izen of  Belize  because  this  was  a  way  to  avoid  taxation  here.  And 
the  international  system  would  allow  him  to  do  that  and  still  come 
back  and  forth  to  the  United  States,  still  enjoy  everything  that  the 
United  States  has  to  offer,  but  he  does  not  pay  for  it. 

Now,  as  long  as  people  tolerate  the  system  for  that  purpose  there 
is  a  kind  of  cynicism  built  into  it  that  says  well,  why  should  we 
get  killed  to  straighten  things  out  in  our  place? 

Senator  Kerry.  So  let  us  draw  the  connection  pretty  clearly  here. 
If  you  have  these  kinds  of  ongoing  criminal  enterprises  in  these 
places,  whether  they  are  tax  havens  or  whether  they  are  some  of 
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the  less-developed  countries,  and  they  are  allowed  to  go  on  as  they 
appeared  to  be  allowed  to  go  on  now  by  either  an  act  of  omission 
or  an  act  of  commission,  one  way  or  the  other  the  fact  is  we  do  not 
have  the  strategy. 

We  are  playing  at  the  margins  of  the  strategy  that  we  do  have. 
We  are  not  willing  to  commit  the  resources,  and  so  we  send  the 
message  we  are  not  completely  serious.  So  other  governments  do 
not  gird  up  and  bite  the  bullet  as  they  might  otherwise  if  this  were 
really  a  matter  of  national  urgency,  and  people  kind  of  continue  on. 

The  question  then  arises  what  is  sufficiently  compelling  about 
this,  given  all  the  other  problems — Bosnia,  macroeconomic  inter- 
national policy,  job  loss,  all  these  other  things  everybody  is  trying 
to  decide.  Why  has  this  not  come  to  some  smart  people's  attention 
previously  as  an  issue  of  significance  enough  or  of  sufficient  impor- 
tance that  they  should  link  the  unwillingness  to  deal  with  these 
kinds  of  things  to  other  potential  downsides  of  foreign  policy  and 
ultimately  even  to  sort  of  efforts  that  work  counter  to  the  other  ef- 
forts we  are  investing  in? 

For  instance,  if  we  are  spending  millions  of  dollars  of  American 
taxpayer  money  through  the  IMF,  the  World  Bank,  through  direct 
loans,  through  foreign  aid,  through  nation-building  efforts,  we  have 
got  the  Peace  Corps,  we  have  got  all  these  people  trying  to  spread 
values,  and  actual  substantive  change.  But  all  of  a  sudden,  working 
counter  to  that  all  these  criminal  enterprises  that  prevent  real  de- 
mocracy from  taking  hold,  that  prevent  real  investment  from  tak- 
ing hold  because  these  guys  are  all  syphoning  it  off  and  the  Gov- 
ernment cannot  do  the  kinds  of  things  it  needs  to  because  it  is  los- 
ing revenues  and  so  forth,  we  have  these  two  forces  working 
against  each  other,  it  seems  to  me. 

But  more  importantly,  in  the  long  run  we  are  allowing  to  take 
hold  entities  that  can  either  control  the  Government  completely  or 
sufficiently  that  you  never  really  know  who  you  are  dealing  with 
and  that  your  larger  interests  are  perhaps  going  to  be  incredibly 
subverted.  Now,  is  that  an  exaggeration?  Is  that  real?  Is  that  real? 

Dr.  Lee.  It  is  very  real. 

Mr.  Blum.  Yes,  it  is. 

Dr.  Olson.  I  think  it  is  a  very  real  problem. 

Senator  Kerry.  Why  do  these  smart  people  not  see  this?  You 
were  a  former  assistant  secretary  on  this  issue.  Why  is  there  not 
a  connection? 

Dr.  Olson.  One  of  the  main  reasons  is  when  it  comes  to  it,  not 
just  Government  policy  or  domestic  policy,  but  foreign  policy,  as 
well,  everybody  is  a  heart  specialist.  Everybody  is  aware  that  a 
heart  attack  will  kill  you,  and  so  everybody  is  busy  preparing  and 
treating  the  heart  attack  and  not  looking  at  the  fact  that  cancer 
can  also  kill  you.  The  problem  is,  it  is  a  now  versus  a  not  now  prob- 
lem. 

Problems  like  organized  crime,  their  ability  to  penetrate  govern- 
ments, to  undermine  their  facilities,  it  happens  over  a  great  length 
of  time.  And  since  it  is  not  something  that  appears  immediately  on 
the  screen,  it  is  very  difficult  for  Government  agencies,  in  particu- 
lar, to  respond  to  them. 

Senator  KERRY.  But,  does  it  matter  to  us — let  me  ask  this  ques- 
tion. Does  it  matter?  It  mean  some  people  argue  to  me,  you  know, 
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John,  look  at  Italy.  Italy  goes  on,  it  survives,  does  it  really  make 
that  big  a  difference.  After  they  get  enough  money,  they  kind  of 
mainstream,  their  kids  go  to  your  State  and  go  to  college,  and  they 
have  got  a  trust  fund  and  they  go  on  and  become  respectable  and 
so  forth,  and  there  is  sort  of  a  graduation  of  people  from  illicitness 
to  respectability. 

So  let  me  get  your  opinions.  I  have  got  some  answers.  But  why 
does  it  matter? 

Mr.  Blum.  To  give  you  just  two  foreign  policies  of  why  it  matters; 
you  are  wrestling  with  Bosnia.  Somehow,  the  former  Yugoslavia  is 
capable  of  buying  $2  billion  worth  of  weapons  every  year,  all  of 
that  despite  a  U.N.  embargo.  And  those  weapons  are  being  shipped 
in  an  international  black  market  that  finds  its  support  from  all  of 
these  organizations  we  are  talking  about. 

What  about  Haiti.  If  you  will  recall,  you  chaired  hearings  on  the 
subject. 

Senator  Kerry.  There  is  a  more  immediate  example,  is  there  not, 
of  Iran-Contra. 

Mr.  Blum.  Iran-Contra  is  another  example.  But  you  chaired 
Haiti  hearings  pointing  out  that  the  Government  of  Haiti  was  cor- 
rupt and  pointing  out  that  we  were  heading  for  catastrophe  if 
something  was  not  done.  And  we  got  all  kinds  of  stories  from  an 
administration  about  how  there  was  cooperation  and  how  steps 
were  being  taken,  and  it  turned  out  that  it  was  much  worse  than 
the  hearings  then  indicated.  And  it  went  from  bad  to  worse,  and 
now  look  at  where  we  are  as  a  matter  of  policy. 

And,  ultimately,  every  one  of  these  things  becomes  a  major  do- 
mestic crisis.  We  have  a  domestic  crisis  because  of  illegal  immi- 
grants. South  Florida  is  drowning,  southern  California  is  drowning, 
there  are  illegals  in  New  York,  and  we  have  to  provide  social  serv- 
ices, there  is  no  money,  and  that  is  a  real  problem  and  that  is  a 
direct  product  of  organized  crime  operating  from  outside  the  United 
States. 

We  are  dealing  with  various  kinds  of  drugs  shipped  in,  we  are 
dealing  with  that  problem  in  treatment,  we  are  dealing  with  that 
problem  as  a  social  problem,  a  medical  problem,  and  that  is  all  con- 
nected to  this  international  organized  crime. 

And,  finally,  there  is  the  straight  old  matter  of  tax  evasion.  Un- 
less we  can  collect  taxes  in  the  United  States,  there  is  no  Govern- 
ment to  run.  And  as  long  as  we  permit  other  people  to  assist  our 
citizens  and  our  corporations  not  to  pay  taxes  here,  we  have  cre- 
ated a  terrible  problem,  and  that  is  directly  related  to  the  financial 
issues  that  underlie  organized  crime. 

Senator  Kerry.  Well,  that  is  an  excellent  answer  to  the  question, 
and  it  really  does  help  summarize  what  is  at  stake  here.  And  there 
are  other  things  at  stake,  not  to  mention  human  life  and  matters 
of  international  morality  and  values  when  human  beings  are  kept 
locked  up  in  a  boat  and  then  a  house  and  ransomed  for  30,000 
bucks  a  person  in  our  own  country,  and  sold  for  indentured  ser- 
vitude in  1994,  and  so  forth. 

I  mean,  there  are  huge  issues  raised  by  all  of  these.  And  the 
street  crime  in  our  streets  is  a  consequence  of  the  strength  of  these 
organizations.  When  whole  countries  are  taken  over  and  their  cus- 
toms are  not  enforced  and  their  borders  are  not  enforced  and  their 
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oversight  does  not  exist  and  there  is  no  accountability  for  the  flow 
of  money  in  banking,  it  facilitates  people  in  our  streets  selling  may- 
hem. And  so  I  think  people  have  to  understand  why  this  is  a  sig- 
nificant foreign  policy  issue,  significant  international  issue. 

Now,  it  is  my  view  that  there  are  limits  to  what  the  United 
States  can  do  unilaterally,  obviously,  I  mean,  unless  we  get  co- 
operation on  a  major  level  from  the  international  financial  commu- 
nity and  from  the  world  industrial  countries  where  most  of  these 
other  nations  want  to  trade  and  have  to  deal,  which  have  the  clout. 
There  are  probably  15  nations,  the  G-15,  that  have  sufficient  clout 
to  get  these  countries  to  change  behavior.  Is  that  wrong? 

Dr.  Olson.  No,  that  is  an  important  step. 

Dr.  Godson.  I  think,  Mr.  Chairman,  we  would  all  agree  with  you 
on  that,  that  we  do  need  this  international  cooperation.  Earlier  you 
raised,  though,  a  very  profound  and  difficult  question  to  answer, 
why  this  issue  has  not  attracted  people  who  are  very  concerned 
with  foreign  policy  matters? 

There  are  many  levels  of  answer  to  this.  One  could  spend  quite 
a  lot  of  time  on  this  problem.  Let  me  give  you  two  reasons  which, 
to  me,  I  would  like  to  single  out  for  your  attention  here.  In  a  way, 
we  are  victims  of  our  own  success,  if  I  can  put  it  this  way.  Namely, 
we  have  had  some  success  against  organized  crime  in  the  United 
States. 

I  mean,  there  is  some  good  news  here,  and  we  should  not  lose 
sight  of  this  because  we  are  talking,  as  it  were,  despairing. 

Senator  Kerry.  Well,  I  am  not  despairing  at  all.  I  am  frustrated, 
but  I  want  you  to  absolutely  understand  tnere  is  no  despair  here. 
I  am  absolutely  convinced  that  if  we  put  the  kind  of  unified  effort 
that  we  did  put  into  organized  crime  in  this  country,  there  are 
some  great  success  stories.  In  Boston,  for  instance.  I  mean  I  started 
and  initiated  the  prosecution  against  one  of  the  top  organized  crime 
figures  in  New  England,  and  that  began  a  process  of  rolling,  I 
might  say,  that  wound  up  in  others  in  the  Boston-Rhode  Island 
network  ultimately  going  down,  and  now  the  entirely  family  has 
been  broken  up,  basically. 

In  New  York  they  have  had  enormous  successes,  and  other  parts 
of  the  country.  It  is  fair  to  say  that  while  there  is  still  LCN  in 
America,  top  level  families  and  bosses  have  been  apprehended  and 
there  has  been  very  serious  effort.  If  that  effort  were  translated 
onto  the  international  scene,  we  could  have,  I  think,  a  profound  im- 
pact. 

Dr.  Godson.  Exactly.  I  did  not  know  about  your  personal  role, 
but  that  example  I  think  is  a  very  meaningful  one,  as  an  example. 

But  I  think  another  reason  why  many  people  have  not  taken  this 
problem  seriously,  and  particularly  why  many  in  the  Government 
have  not  taken  this  seriously,  is  because — and  I  must  say  I  bear 
a  small  part  of  the  responsibility  for  this — the  way  these  people 
have  been  educated  in  our  schools  that  specialize  in  international 
relations,  we  have  almost  exclusively  focused  out  attention  on  na- 
tion states  and  national  security.  We  have  been  concerned  almost 
exclusively  with  state  to  state  relations.  There  were  bad  states  in 
the  world;  we  try  to  contain  them,  we  try  to  deal  with  them. 

You,  yourself,  were  at  one  time,  I  think,  on  the  board  of  advisers 
to  Georgetown  University,  and  you  recall  at  that  time  there  were 
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no  courses,  there  was  no  subject  matter  dealing  with  organized 
crime.  And  I  myself,  as  a  teacher  for  20  years  at  this  university, 
until  very  recently  did  not  spend  any  time  on  this  subject.  We  be- 
lieved that  individuals  were  important,  formal  organizations  were 
important,  states  were  important,  and  states  deal  with  states. 

But  while  we  were  doing  that  and  while  we  were  concerned  with 
the  cold  war,  there  were  other  problems.  And  I  must  say  Jack 
Blum  and  others  here  were  concerned  with  some  of  these  problems. 
I,  myself,  at  that  time  did  not  see  the  problem.  I,  in  turn,  educated, 
and  many  of  us  have  educated  people,  and  so  we  missed  this  prob- 
lem. 

And  then  we  look  at  the  people  who  went  into  Government.  Most 
of  the  people  inside  the  agencies  that  are  concerned  with  foreign 
affairs  in  the  United  States  have  very  little  understanding  or  rec- 
ognition of  the  importance  of  organized  crime.  It  just  has  not  been 
a  subject  of  concern.  And  so  inside  the  intelligence  agencies,  for  ex- 
ample, there  is  almost  no  experience  with  organized  crime.  They 
are  not  criminologists.  They  had  no  contact  with  organized  crime. 
They  do  not  see  it  as  an  important  issue.  States  and  governments 
are  important.  Similarly  same  in  the  Foreign  Service,  and  I  could 
go  through  other  agencies  concerned. 

Senator  Kerry.  Let  me  ask  everybody — because  time  is  running 
down.  I  have  got  to  get  to  the  floor  and  vote  on  another  amend- 
ment. But  if  we  couldtry  to  wrap  up.  If  you  have  a  last  comment. 
You  do  not  have  to  make  one,  but  those  of  you  who  do,  I  invite  it. 

Mr.  Blum.  Well,  I  have  one  last  thing  on  what  you  were  talking 
about.  Bad  news  does  not  travel  up.  People  at  the  ground  level  in 
INS  do  not  tell  their  bosses,  hey,  it  is  getting  away  from  us.  INS 
does  not  come  up  here  and  tell  Congress  we  failed.  Customs  does 
not  come  up  and  say  during  its  annual  budget  review;  it  is  a  hope- 
less mess.  They  tell  you  how  they  are  doing  more  with  less,  and 
as  a  result  you  never  really  get  to  hear  the  bad  news  in  a  coherent 
way. 

Likewise,  bureaucracies  tout  their  own  missions.  So  if  they  de- 
cide their  mission  is  this,  they  do  not  want  to  get  saddled  with  an- 
other mission  or  pulled  in  some  kind  of  crosscurrent.  They  want  to 
do  what  their  agency  was  supposed  to  do,  so  you  do  not  get  co- 
operation. 

And  then  the  problem  is  the  limited  number  of  political  ap- 
pointees at  the  top  are  dealing  with  so  many  absolute  barn-burning 
fires,  they  do  not  have  time  to  stand  back  and  try  to  put  any  of 
the  pieces  together.  So  even  if  you  put  it  at  their  door,  you  almost 
have  to  force  it  on  them,  and  then  they,  in  turn,  have  to  try  to  force 
reorganization.  Very  painful  and  very  difficult. 

Senator  Kerry.  Well,  I  could  not  agree  with  you  more.  It  is,  in- 
deed— there  has  got  to  be  a  reality  assessment  in  this  that  seems 
to  be  absent,  and  I  think  the  ongoing  assessment  is  a  critical  one. 
I  do  not  think  you  have  a  lot  of  time,  though.  I  do  not  want  to  see 
us  have  a  2-year  or  lVss-year  assessment  when  we  know  the  basics 
as  well  as  we  know  the  basics  here.  I  mean,  there  is  a  clear  set 
of  actions  that  could  make  a  difference  in  the  short  term  while  we 
do  a  longer  term  assessment. 

In  addition  to  that,  we  are  just  so  badly  organized  it  stuns  me. 
We  have  agencies  tripping  over  each  other  in  turf  wars.  I  remem- 
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ber,  as  a  prosecutor,  how  very  hard  it  was,  as  a  local  prosecutor, 
to  get  the  States  and  the  Feds  to  cooperate  with  us,  or  to  cooperate 
with  each  other.  And  this  is  an  ongoing  problem,  always  have  been. 
I  know  people  at  higher  up  levels  in  this  administration  are 
aware  of  it  and  trying  to  do  something  about  it,  but  when  you  have 

fot  something  like  13  or  17  different  agencies,  all  of  which  some- 
ow  have  a  connect  to  drugs,  all  of  which  want  to  look  good,  all 
of  which  are  tripping  over — some  of  which  often  run  operations 
with  the  other  even  knowing  they  are  doing  it.  And  as  we  recall 
full  well  in  our  own  investigations,  we  came  across  people  who  ei- 
ther got  arrested  or  almost  got  arrested  or  interrupted  the  sting  of 
another  entity.  These  people  were  just  not  even  talking  to  each 
other. 

If  it  is  Keystone  Cop  time,  the  folks  down  in  Cali  and  elsewhere 
are  going  to  have  a  field  day.  I  think  there  has  got  to  be  fundamen- 
tal overhaul  of  our  structure,  with  a  lot  of  the  ideas  you  put  for- 
ward, Mr.  Blum,  and  others,  about  international  cooperation  here, 
financial  transparency,  corporate  transparency,  bank  responsibility, 
and  other  things  which  would  put  a  huge  dent  in  the  capacity  of 
people  to  act  with  impunity  as  they  do  today. 

So  I  want  to  thank  you  for  helping  to  frame  this  for  us  here. 

Dr.  Godson.  Mr.  Chairman,  would  it  be  possible  to  keep  the 
record  open. 

Senator  Kerry.  The  record  is  going  to  remain  open.  The  record 
will  remain  open  with  respect  to  this  for  1  week.  But  I  would  ask 
our  good  stenographer,  transcriber,  if  we  could  order  a  transcript, 
to  date,  on  an  expedited  basis,  because  we  would  like  to  begin  to 
move  on  this  as  soon  as  possible. 

So  without  further  comment,  I  thank  you  all  and  we  stand  ad- 
journed. 

[Other  information  submitted  for  the  record  may  be  found  in 
committee  files.] 

[Whereupon,  at  4:05  p.m.,  the  subcommittee  adjourned,  to  recon- 
vene subject  to  the  call  of  the  Chair.] 
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Letter  of  Response  From  the  CIA  to  Senator  Kerry 

Central  Intelligence  Agency, 

Washington,  DC, 

June  16,  1994. 
The  Hon.  John  F.  Kerry, 

Chairman,  Subcommittee  on  Terrorism,  Narcotics  and  International  Operations, 
U.S.  Senate,  Washington,  DC. 

DEAR  SENATOR  Kerry:  You  will  find  enclosed  to  this  letter  the  Intelligence  Com- 
munity's response  to  Senator  Russell  Feingold's  questions  for  the  record  from  your 
hearing  on  International  Organized  Crime.  We  regret  that  we  cannot  provide  un- 
classified answers  to  the  Senator's  first  two  questions.  However,  we  would  be 
pleased  to  provide  him  such  classified  information  through  a  personal  briefing  or  in 
written  form. 

The  Director  appreciated  the  opportunity  to  appear  before  you  Committee  on  this 
increasingly  important  international  issue.  If  I  can  do  anything  further  for  you  or 
your  staff  on  this  or  any  other  matter,  please  let  me  know. 
Sincerely, 

Stanley  M.  Moskowttz, 
Director  of  Congressional  Affairs. 
Enclosure: 

Question.  Your  testimony  along  with  that  of  Drs.  Godson  and  Olson  sketch  the 
outlines  of  a  transnational  phenomenon  of  crime,  operating  outside  the  traditional 
framework  of  national  sovereignty,  that  threatens  our  domestic  and  foreign  policy 
objectives.  What  plans  do  you  have  to  assess  the  implications  of  this  phenomenon 
on  a  global  basis? 

Answer.  The  Intelligence  Community  considers  the  threat  from  transnational  or- 
ganized crime  to  be  a  serious  and  growing  problem.  It  is  an  issue  that  we  have  been 
out  in  front  on  for  some  time. 

•  Counternarcotic8,  counterterrorism,  and  nonproliferation  centers  were  estab- 
lished several  years  ago  to  counter  aspects  of  international  crime. 

•  I  also  have  established  in  the  National  Intelligence  Council  the  position  of  Na- 
tional Intelligence  Officer  for  Global  and  Multilateral  Issues.  International  orga- 
nized crime  is  one  of  the  issues  in  her  portfolio. 

•  In  addition,  over  the  next  few  months  I  intend  to  review  the  level  of  resources 
committed  to  studying  and  countering  international  organized  crime  within  the 
Intelligence  Community. 

I  would  also  reiterate  what  I  said  during  the  recent  hearing  of  your  committee 
which  is  that  agencies  within  the  Intelligence  Community  are  working  more  closely 
with  the  Law  Enforcement  Community  to  counter  the  threat  from  international  or- 

fanized  crime,  and  we  are  continuing  to  explore  ways  to  improve  the  relationship, 
ndeed,  the  two  communities  are  devoting  increasing  resources  to  subjects  of  com- 
mon concern.  Although  there  historically  has  been  a  joint  interest  in  counterintel- 
ligence matters,  in  recent  years  information  relating  to  terrorism,  narcotics  traffick- 
ing, the  proliferation  of  weapons  of  mass  destruction  and  economic  activity  abroad 
has  had  both  a  foreign  intelligence  and  a  law  enforcement  component. 

Let  me  provide  two  concrete  examples.  In  the  counter  drug  area,  the  Intelligence 
Community  and  the  Drug  Enforcement  Administration  are  working  together  to  tar- 
get and  take  down  drug  kingpins  who  direct  and  profit  from  the  illicit  heroin  and 
cocaine  trade  in  the  United  States.  These  combined  efforts  have  taken  a  consider- 
able toll  on  the  major  trafficking  groups  in  Colombia.  They  have  been  instrumental, 
for  example,  in  the  demise  of  the  Medellin  trafficking  groups  and  kingpin  Pablo 
Escobar,  and  they  have  disrupted  the  operations  and  cash  flows  of  the  powerful  Cali 
groups. 
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Intelligence  officials  also  currently  are  meeting  with  officials  from  the  Department 
of  Justice  and  the  FBI  to  explore  ways  of  jointly  countering  the  threat  from  Russian 
organized  crime  groups.  We  intend  to  explore  further  how  the  two  communities  can 
work  together  on  this  serious  problem. 

Li  addition,  several  efforts  are  underway  to  bring  the  law  enforcement  and  intel- 
ligence agencies  closer  together.  I  meet  regularly  with  the  Attorney  General,  as  well 
as  with  the  Director  of  the  FBI,  to  discuss  areas  of  mutual  interest.  Also,  over  the 
past  year,  the  CIA — the  Office  of  General  Counsel,  as  well  as  the  Directorate  of  In- 
telligence, the  Directorate  of  Operations,  and  each  of  the  centers — has  hosted  nu- 
merous sessions  with  U.S.  Attorneys,  prosecutors,  and  law  enforcement  officers, 
many  of  whom  have  had  little  if  any  previous  exposure  to  the  Intelligence  Commu- 
nity. The  general  and  specialized  briefings  and  exchanges,  we  believe,  will  markedly 
improve  the  level  of  coordination  among  the  activities  of  the  two  communities. 

Question.  What  knowledge  do  you  have  of  human  rights  abuses  which  have  oc- 
curred in  Colombia? 

Answer.  Colombia  remains  one  of  the  most  violent  countries,  with  most  of  the  po- 
litical violence  that  results  in  human  rights  tragedies  taking  place  in  the  rural 
areas.  Much  of  the  violence  in  Colombia  is  rooted  in  the  inability  of  the  government 
to  extend  its  presence  to  the  hinterland  to  impose  public  order  and  undermine  the 
decades-old  Marxist  insurgency.  Violent  reprisal  in  which  guerrillas,  drug  traffick- 
ers, private  death  squads,  and.  unsupervised  military  units  take  the  law  into  their 
own  hands  is  the  norm. 

There  is  little  doubt  that  the  police  and  the  Army  are  extensively  involved  in 
extrajudicial  executions,  torture,  disappearances,  and  arbitrary  detention.  The  Co- 
lombian Attorney  General's  office,  for  example,  has  estimated  that  58  percent  of  all 
cases  of  abuse  are  committed  by  the  National  Police.  Nonetheless,  in  looking  solely 
at  political  killings  as  the  most  serious  indicator  of  state-sponsored  abuse,  the  Jes- 
uit-affiliated human  rights  monitor  CENEP,  often  cited  by  the  Embassy,  has  re- 
ported figures  that  suggest  the  guerrillas  have  carried  out  more  murders  than  the 
security  forces. 


Responses  of  Assistant  Attorney  General  Harris  to  Questions  Asked  by 

Senator  Feingold 

Question.  As  you  know,  the  human  rights  community  has  criticized  Colombian  ju- 
dicial reforms  as  being  ineffectual  in  investigating  alleged  human  rights  abuses  and 
often  directly  inimical  to  human  rights  in  Colombia.  The  OAS  has  condemned  the 
"state  of  siege"  decrees  to  which  you  referred  in  your  testimony.  Yet,  many  have  de- 
fended these  Colombian  actions  as  a  last  resort  to  deal  with  the  drug  industry.  Your 
testimony  casts  serious  doubt  as  to  the  efficacy  of  these  measures  in  that  war  on 
drugs.  Are  we  to  conclude  that  there  is  no  practical  purpose  served  by  the  wide- 
spread suspension  of  Colombian  constitutional  due  process? 

Answer.  In  my  testimony  I  made  reference  to  the  "state  of  siege"  decrees  issued 
by  President  Gaviria  in  anticipation  of  the  Colombian  constitutional  ban  on  extra- 
dition of  Colombian  nationals.  In  substance  these  decrees  provided  that  individuals 
accused  of  narcotics  violations  who  surrendered  to  Colombian  authorities  and  con- 
fessed to  those  offenses  would  be  insulated  from  extradition  and  would  receive  re- 
duced sentences  for  their  offenses.  I  am  not  aware  that  these  "surrender  decrees" 
have  been  the  subject  of  criticism  by  the  human  rights  community,  nor  have  they 
resulted  in  the  widespread  suspension  of  Colombian  constitutional  due  process. 
With  respect  to  the  effect  that  other  decrees  may  have  had  on  human  rights  within 
Colombia  or  resulted  in  the  suspension  of  constitutional  due  process  in  Colombia, 
I  would  respectfully  defer  to  my  colleagues  at  the  Department  of  State. 

With  respect  to  the  efficacy  of  the  surrender  decrees"  on  the  war  en  drugs,  let 
me  first  observe  that  we  in  the  Department  of  Justice  believe  that  the  most  appro- 

firiate  situs  of  trial  for  individuals  who  have-  committed  serious  narcotics-related  vio- 
ations  of  U.S.  law  is  the  United  States.  When  President  Gaviria  issued  the  original 
"surrender  decrees"  the  Republic  of  Colombia  was  about  to  adopt  its  new  constitu- 
tion, which  prohibits  the  extradition  of  Colombian  nationals.  Thus,  the  preferred  op- 
tion was  no  longer  available,  at  least  with  respect  to  the  major  Colombian  inter- 
national cocaine  traffickers  who  remained  in  Colombia.  These  decrees,  in  and  of 
themselves,  have  not  caused  the  shortcomings  and  failures  I  outlined  in  my  testi- 
mony. Rather,  in  my  opinion,  the  disappointments  we  have  experienced  in  bringing 
major  international  traffickers  to  meaningful  justice  in  Colombia  have  resulted  from 
the  legal  system  that  was  created  in  Colombia  to  handle  these  cases  and  the  inexpe- 
rience of  the  individuals  within  the  Colombian  Fiscalia  who  were  selected  to  conduct 
the  investigation  and  prosecution  of  those  cases. 
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Question.  Dr.  Godson  has  outlined  a  range  of  proactive  measures  intended  to  dis- 
rupt International  Organized  Crime  organizations.  He  correctly  recognized  the  im- 
portance of  careful  oversight  in  order  to  monitor  performance  and  to  ensure  a  proper 
balance  between  civil  liberties  and  security.  Have  you  reviewed  the  full  range  of  Dr. 
Godson's  recommendations  with  these  criteria  in  mind?  What  is  your  view  of  his 
proposals? 

Answer.  Although  in  his  testimony  Dr.  Godson  addressed  the  broader  topic  of 
International  Organized  Crime  (IOC)  most  of  his  comments  are  fully  relevant  to  the 
more  limited  topic  of  international  narcotics  trafficking  and  abuse.  In  summary,  Dr. 
Godson  recommended  that  in  responding  to  IOC  we  concentrate  our  efforts  in  five 
major  areas:  (1)  assessment  of  the  problem;  (2)  strategy  development;  (3)  enhance- 
ment of  law  enforcement  effectiveness;  (4)  disruption  olIOC  ana  its  leadership;  and 
(5)  education  and  prevention.  If  you  compare  Dr.  Godson's  suggested  priorities  with 
the  priorities  announced  by  President  Clinton  in  the  1994  National  Drug  Control 
Strategy  you  will  notice  several  marked  similarities.  Moreover,  as  Dr.  Godson  ac- 
knowledges in  the  examples  he  cites  in  his  testimony,  many  of  the  proposals  he 
makes  relating  to  law  enforcement  have  already  been  adopted  and  implemented  by 
the  Department  of  Justice  and  its  investigative  agencies. 


Responses  of  Robert  S.  Gelbard  to  Questions  Asked  by  Senator  Feingold 

Question.  What  other  major  trafficking  organizations  remain  in  Colombia  besides 
the  Cali  Cartel?  To  what  extent  do  you  consider  Colombian  guerrilla  groups  to  be 
active  components  of  these  "major  trafficking  organizations?" 

Answer.  Other  major  trafficking  organizations  remaining  in  Colombia  besides  the 
Cali  Cartel  include  independent  groups  principally  operating  on  the  North  Coast 
and  organizations  which  have  provided  drug  transportation  services. 

Colombian  guerrilla  groups  are  associated  in  different  ways  with  major  trafficking 
organizations.  In  some  cases,  guerrillas  extort  "protection"  in  areas  where  illicit 
crops  are  grown.  Guerrillas  may  also  actually  provide  services  protecting  labora- 
tories where  traffickers  process  cocaine  hydrochloride  and  firing  on  GOC  anti-nar- 
cotics aircraft.  Guerrillas  are  directly  involved  in  the  emerging  opium  production 
and  trade. 

Question.  How  are  the  proposed  US  assistance  resources  allocated  among  the  ob- 
jectives of  interdiction  versus  crop  eradication?  Military  versus  police? 

Answer.  The  FY  1995  international  counternarcotics  budget  request  includes  a 
$40  million  request  for  Colombia.  Of  this  amount,  an  estimated  $16.2  million  is  for 
law  enforcement  assistance  and  institution  development.  Approximately  $5  million 
is  for  crop  control  activities  of  the  Colombian  police  and  military  against  coca  and 
opium  poppy  cultivations. 

The  FY  1995  budget  request  implements  the  President's  decision  to  consolidate 
international  counternarcotics  law  enforcement  and  military  funds  into  a  single  ac- 
count. The  proposed  Colombia  budget  includes  $20  million  in  counternarcotics  sup- 
port for  the  Colombian  National  Police  and  $16.5  million  for  Colombian  military  to 
support  and  complement  counternarcotics  law  enforcement  activities. 

Question.  As  you  know,  virtually  every  international  human  rights  organization 
has  expressed  concern  about  abuses  which  have  occurred  in  connection  with  "sweeps 
and  investigations"  conducted  by  the  Colombian  military  and  police.  What  pre- 
cautions and  conditions  will  you  place  upon  this  U.S.  assistance  to  preclude  future 
abuses? 

Answer.  We  are  aware  of  and  share  concerns  expressed  by  the  Congress  and  oth- 
ers about  the  human  rights  situation  in  Colombia. 

We  are  taking  several  steps  to  ensure  that  the  U.S.  has  appropriate  mechanisms 
to  identify,  respond  to,  and  follow  up  on  allegations  of  human  rights  violations  in 
Colombia: 

— The  State  Department  Bureaus  of  Human  Rights  and  International  Narcot- 
ics Matters  co-chair  a  Human  Rights  Interagency  Working  Group  to  systemati- 
cally review  and  determine  appropriate  responses  to  allegations  of  human  rights 
violations. 

— The  Embassy  has  established  a  counternarcotics  monitoring  unit,  a  working 
group  of  the  human  rights  coordinating  committee,  to  make  site  visits,  conduct 
interviews,  and  other  necessary  actions  to  investigate  allegations  of  human 
rights  violations. 

To  bolster  reporting  on  human  rights,  we  are  closely  coordinating  informa- 
tion on  human  rights  issues  with  the  Government  of  Colombia  and  the  Office 
of  National  Drug  Control  Policy. 
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The  following  elements  are  being  incorporated  into  the  counternarcotics  assistance 
program  to  promote  human  rights  awareness: 

— Training.  Counternarcotics  law  enforcement  training  places  heavy  empha- 
sis on  protecting  the  human  rights  of  the  innocent  and  accused.  U.S.  military 
training  teams  (MTTs)  also  include  human  rights  in  the  curricula  of  their 
counternarcotics  courses. 

— Monitoring.  Personnel  involved  in  managing,  implementing,  and  evaluating 
counternarcotics  programs  monitor  human  rights  performance  and  make  rec- 
ommendations concerning  allocation  of  assistance  to  Colombian  units. 

The  bilateral  counternarcotics  project  agreements  include  a  provision  which  un- 
derscores the  importance  of  protecting  human  rights  in  Colombia. 

An  expanding  dialogue  on  these  issues  with  the  Colombian  government  and  mili- 
tary, which  is  already  taking  place,  will  help  to  stress  respect  for  human  rights  as 
a  centrally  important  pat  of  our  bilateral  relationship. 


Responses  of  Robert  S.  Gelbard  to  Questions  Asked  by  Senator  Helms 

Question.  Congress  passed  legislation  in  1988  which  required  the  President  to 
take  "all  reasonable  steps"  to  ensure  that  no  foreign  aid  be  given  to  any  person  who 
the  U.S.  has  reason  to  believe  is  involved  in  drug  trafficking.  To  date — six  years 
later — the  State  Department  still  refuses  to  issue  regulations  on  how  to  implement 
this  law.  Why  isn't  the  State  Department  working  harder  to  make  sure  foreign  aid 
doesn't  end  up  in  the  hands  of  drug  traffickers?  Congress  was  assured  that  the  final 
regulations  would  be  made  available  before  your  appearance  in  the  Committee  on 
April.  We  have  not  received  those  regulations.  When  will  Congress  be  provided  with 
those  regulations? 

Answer.  The  delay  in  providing  implementing  regulations  for  Section  487  of  the 
Foreign  Assistance  Act  reflects  poorly  on  three  consecutive  Administrations.  I  as- 
sumed my  current  position  last  November,  became  aware  of  the  Section  487  issue 
last  month,  and  issued  instructions  to  complete  the  regulations. 

Despite  the  delay  in  issuing  regulations,  we  recognize  the  law  as  binding  and  ap- 
plicable. Section  487  has  been  used  as  a  foreign  policy  tool. 

The  Committee  staff  was  assured  in  early  April  that  the  implementing  regula- 
tions would  be  circulating  for  final  interagency  approval  prior  to  my  April  20  hear- 
ing. The  draft  regulations  have  been  submitted  for  final  clearance.  They  contain  the 
same  text  as  was  shared  with  Committee  staff  in  early  April,  modified  to  incor- 
porate certain  staff  comments  and  concerns. 

We  welcome  Member  and  staff  comments  on  the  draft  regulations  before  final 
submission  to  Congress  for  approval. 

Question.  In  an  answer  to  a  question  from  your  confirmation  hearing,  you  stated 
that  the  Nicaraguan  National  Police  force  was  "dominated"  by  the  Sandinistas.  In 
fact,  most  Nicaraguan  government  ministries  are  dominated  by  members  of  the  San- 
dinista  party.  It  is  widely  known  that  the  Sandinistas  are  involved  in  drug  traffick- 
ing. Can  you  assure  the  Committee  that  U.S.  foreign  aid  to  Nicaragua  is  not  being 
used  by  drug  traffickers? 

Answer.  The  U.S.  Government  is  prepared  to  provide  assistance  to  the  Nica- 
raguan Government  in  counternarcotics  law  enforcement  provided  that  the  law  en- 
forcement is  carried  out  by  a  civilian  authority  independent  of  EPS  control. 

The  drug-control  assistance  the  Bureau  of  International  Narcotics  Matters  has 

{>rovided  to  the  GON  (only  $100,000  to  date)  was  originally  contingent  upon  estab- 
ishment  of  such  an  independent,  civilian  counterdrug  unit. 

In  the  absence  of  such  a  unit,  we  have  redirected  that  assistance  to  educational 
and  demand-reduction  activities.  Potential  recipients  of  this  assistance  include  the 
civilian-run  National  Narcotics  Council,  the  ministries  of  health  and  education,  and 
two  non-governmental  organizations  ("Dos  Generaciones"  and  Tatriarca")  that  pro- 
vide drug  counseling  and  treatment  for  Nicaraguan  youth. 

Counternarcotics  enforcement  cooperation  between  the  DEA  and  the  Nicaraguan 
police  in  1994  has  resulted  in  two  seizures  of  cocaine  destined  for  the  United  States 
totalling  2,750  pounds. 

Question.  Do  you  believe  the  U.S.  Government  should  share  intelligence  or  law 
enforcement  information  with  foreign  government  officials  about  whom  the  U.S. 
Government  has  information  are  involved  in  narcotics  related  corruption? 

Answer.  No. 

Question.  If  the  candidate  from  Manuel  Noriega's  political  party — the  PRD — wins 
the  May  8  presidential  election,  will  you  continue  to  urge  ratification  of  the  MLAT 
with  Panama? 
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Answer.  Yes.  Although  we  share  your  concerns  about  the  PRD,  we  still  strongly 
urge  ratification  of  the  MLAT  with  Panama. 

An  MLAT  in  place  is  important  for  U.S.  interests;  it  provides  the  USG  with  an 
additional  tool  for  prosecuting  narcotics  add  narcotics  money-laundering  cases  com- 
ing from  Panama.  The  MLAT  obligates  the  GOP  to  cooperate  on  these  cases  and 
gives  them  a  more  expeditious  means  to  do  so. 

The  MLAT  offers  a  more  effective  and  more  predictable  channel  to  pursue  cases 
involving  exchange  of  information  and  evidence.  The  Department  of  Justice  has  in- 
dicated that  under  current  arrangements,  i.e.,  without  an  MLAT,  they  have  a  dif- 
ficult time  obtaining  evidence  from  Panama. 

It  would  be  a  mistake  to  think  of  ratification  of  the  MLAT  as  a  reward  for  Pan- 
ama. We  and  the  DOJ  think  of  it  as  a  necessary  tool  for  improved  law  enforcement. 
In  fact,  having  the  MLAT  in  place  will  give  us  a  better  sense  of  how  the  GOP  com- 
plies with  USG  requests  for  law  enforcement  cooperation. 

Whichever  candidate  wins  the  Panamanian  presidency  next  month,  it  will  be  use- 
ful for  the  USG  to  have  the  MLAT  in  place  before  the  inauguration. 

Should  the  next  Panamanian  administration  return  to  the  ways  of  Manuel 
Noriega,  nothing  in  the  MLAT  will  require  the  USG  to  pass  sensitive  information 
to  government  officials  who  themselves  are  involved  in  narcotics  corruption  or  nar- 
cotics trafficking. 

Question.  Please  rank,  in  order  of  magnitude,  the  major  drug  transshipment 
points  for  illegal  narcotics  in  this  hemisphere. 

Answer.  Based  on  1993  seizures  of  cocaine  HCL,  the  major  drug  transshipment 

Points  in  the  Western  Hemisphere  in  1993  were  Mexico,  El  Salvador,  Guatemala, 
anama,  Brazil,  and  Venezuela.  However,  seizure  statistics  are  only  partially  indic- 
ative of  drug  transit  routes.  They  only  indicate  successful  law  enforcement  actions, 
but  do  not  necessarily  reflect  the  total  traffic  through  a  country  or  changes  in  routes 
in  response  to  law  enforcement. 

While  the  transit  points  change,  we  believe  that  the  overwhelming  majority  of  co- 
caine HCL  is  still  exported  from  Colombia. 

Question.  What  affect  is  the  UN/OAS  embargo  having  on  narcotics  trafficking  in 
Haiti? 

Answer.  The  embargo  appears  to  have  reduced  somewhat  the  flow  of  drugs  into 
Haiti,  although  drug  trafficking  continues  to  be  a  serious  problem. 

Question.  Have  drug  shipments  through  Haiti  increased  or  decreased  since  the 
embargo  was  imposed/ 

Answer.  While  drug  trafficking  through  Haiti  continues,  it  appeared  to  decrease 
after  the  embargo  was  imposed  due  to  the  large  presence  of  interdiction  vessels  in 
the  area. 

Although  we  do  not  know  the  full  extent  of  this  activity,  U.S.  Embassy  and  DEA 
reporting  indicates  that  it  may  be  significant. 

While  Haiti  is  not  considered  one  of  the  major  drug  transshipment  points,  it  has 
become  an  increasingly  important  player  in  drug  shipments  through  the  Western 
Caribbean.  South  American  traffickers  continue  to  move  most  of  their  cocaine  ship- 
ments through  Mexico  and  Central  America,  or  through  the  Bahamas,  Puerto  Rico 
and  other  parts  of  the  Caribbean.  We  suspect,  however,  that  Haiti's  role  may  be  ex- 
panding and  this  could  be  very  damaging  to  both  its  political  and  economic  recovery. 

Question.  In  an  answer  to  a  question  from  your  confirmation  hearing,  you  stated 
that  the  administration  could  not  substantiate  reports  that  the  Haitian  military,  as 
an  institution,  was  involved  in  narcotics  trafficking.  Have  you  received  information 
since  that  time  that  would  substantiate  such  allegations?  If  so,  please  provide  that 
information  to  the  Committee. 

Answer.  The  U.S.  Government  continues  to  receive  reports  suggesting  the  involve- 
ment of  Haitian  forces  in  drug  trafficking.  Some  of  these  reports  imply  that  this  in- 
volvement may  be  officially  sanctioned  by  the  military  hierarchy,  notably  police  com- 
mander Joseph  Michel  Francois,  but  we  are  still  unable  to  substantiate  these  re- 
ports. We  take  all  such  allegations  very  seriously,  and  we  will  continue  to  inves- 
tigate them. 

We  reviewed  with  interest  the  testimony  of  convicted  drug  trafficker  Gabriel 
Taboada  before  your  committee  last  week  in  which  he  alleged  that  Lt.  Col.  Francois 
was  involved  in  drug  trafficking  through  Haiti  in  the  mia-1980's.  Lt.  Col.  Francois 
has  denied  the  allegation.  While  the  information  is  not  inconsistent  with  other  re- 
ports we  have  received,  it  relates  to  events  that  took  place  a  decade  ago. 

Question.  The  April  21,  1994  Narcotics  FBIS  carried  a  radio  report  from  Port-au- 
Prmce,  Haiti  about  the  Haiti  Drug  Service  seizing  cocaine  headed  for  the  U.S.  Are 
these  reports  of  cooperation  by  the  Haiti  Drug  Service  accurate? 

Answer.  The  Haitian  Anti-Drug  Service  seized  12  kilograms  of  cocaine  at  the  Port- 
au-Prince  International  Airport  on  April  12  from  a  Haitian  national  attempting  to 
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travel  to  Miami.  A  similar  incident  took  place  on  March  26  in  which  Haitian  au- 
thorities seized  17  kilograms  of  cocaine  ana  arrested  two  individuals. 

Seizures  in  recent  months  have  totaled  over  60  kilograms  of  cocaine,  and  were 
largely  the  result  of  information  provided  to  Haitian  authorities  by  U.S.  Drug  En- 
forcement Administration  (DEA)  personnel.  In  February,  the  Haitian  anti-drug  serv- 
ice seized  31  kilos  of  cocaine  bound  for  the  U.S.  in  maritime  shipments. 

The  U.S.  continues  to  exchange  drug-related  information  selectively  with  the  Hai- 
tian Center  for  Information  and  Joint  Coordination  (CICC),  which  the  U.S.  helped 
to  establish  in  1987.  This  information  concerned  shipments  of  cocaine  or  heroin 
bound  for  the  United  States  via  Haiti. 
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